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FRERR I PR T EE AN, RIRAEIX AN E R Lo R, fa KA
AR, TCP BB IXFERIEMN, B EH-EAE 1P FEfili 2z Ef. TP AN A ER
RN AR Z B, Horp— AN R R B AN W IR 2 NS AS 6 SR TFAH o X
TIRSCERME O, R A AR ST ARl R, AN B, Sy
Xt Al A S S RN T4 o

TP B2 AT A RIS P 5E WS, B 1T S 1) U e A R AN T 4R S 15 2
WE . 1P ) TAESUE T SR WA R B2 O, B e iy, #eait
I TGRSR BE R 2, BT e XL T o 1P VP EE ] — AR
W, HR N SRR, BEERSME)E, MEE e N LAE, &a
AR E o TP ANTCM B S ARSI S IR R ST, A T 1) 3 22 1) Ji )
FAEEH T 1P AT S . RO AN AT SR RS SR — AN AN N B RS 284
%5, AN servername. com KIE—> DNS K. (B anFRATE A W R — AR
%, WATATRAIE L 8 T, MWER—MER. (HZ2EFERE T, AR
TR ME R AE A B AN . (HSE N BATT N b n FE k2] 1P Wil I
Ky R EME T R IOCTFEARL AR, FA—AN R
BEWAN SO TERN A (NIRRT ZIN) « BefguEdr, 3T g
PE, AP Ak R SCER & LLRT I I A, B 3E 0 7 B4 MK Y



IPFR Ik

AR I T AT PRSI/ 4, BATTNAZ RES B 1 TP SC A Sk L 2 1
G LAy ABSEIPSEELIINAR, R ALK/, BN AR mtar.
AR IPAR SR AT A 2 EEB/N o TPIRSCHIPEAN N A W LLS 2% 1 T P4
SOk

| TR Sk RS TS O T 1, 1 ELBRA U8 Ak i 1

1 \ | SRIEAMES, R TR AHOCk, RSN REC,

-b&ﬁ VOB TREZMINA, WSS . RFC AFRE I RITIE,

\ (R TYE R 25 SR AT T 52 R, AR e

u internet M€ X HAIFRUE, TWIAELLET, RFC AV E —FFKEK HAHAL
P I Rl T

The IP protocol is mainly described in AFC 791 — Internet Protocol.
However, this RFC is also updated by RFC 1349 — Type of Service in
the Internet Protocol Suite, which was obsoleted by RFC 2474 —
Definition of the Differentiated Services Field (DS Field) in the
IPv4 and IPv6 Headers, and which was updated by AFC 3168 — The
Addition of Explicit Congestion Notification (ECN) to IP and RFC 3260
— New Terminology and Clarifications for Diffserv.

! AR 2, befE SRR, A N IX bR TR
L Bio IR —N/NER, RAIBLIE N RFC-editor. org SR X 4L
O QY | RFC ZImIKE S, Bt 1P, RFCTOL RN FEAE X, T 54
\ HJ)%*%MER%ﬁﬁﬁﬁﬁﬁ%ﬁ¢%&@oEﬁﬁﬁi%%ﬁ
c f5c, AT T2 FRPRAN B U B3 48 REC Z IR KA2 5] .

AN T BB, A%, A RFC W RESS B IR
Fro HHIXAVHIZA RFC CAPMNRAIREAT T 8%, JF Hih
(A B U ELER I, AN AIE 2. 24— REC #5710
1k, FEZ M REC B2 80 —M8 R8T RFC 8ERR

Table 1-11. Internet Protocol headers

0 1 2 3
0|1]2|3]4|5|6|7|8]o]o|1]|2]|3]a|5|6]|7|8]|9|o|1]2]|3]|a|5]6]7]8]9]o)t

Version HL TOS/DSCP/ECN Total Length
[dentification Flags | Fragment Offset
Time To Live | Protocol Header Checksum

Source Address
Destination Address

Options | Padding



http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC791
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC1349
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC1349
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC2474
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC2474
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC2474
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC3168
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC3168
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC3260
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#RFC3260

WA (Version) — 55 0 3| 3bit. WMUARFBOE —HEHIRIRE, 1PV4 24 0100, 1M
IPV6 24 0110, XA F-BAEHR SCRL g A 1R D H 31

W28 0L K (Internet Header Length) — &8 4-Tbit, '©R/nLL 4 FA5 k5
AL SR, BN & A LR OCK A 20byte, XFEXASTFBUHLA 5.

QOS FB - 8 B 15bit, XNFEUE 1P Rk BB M2 —. JRKIR
AL, XN FBIOSR R 3 IR T o MTTISEAR S A KA, (H2AhA]
P RARSCIRHISAR T o Fel], XA FBAHEFCON IS5 (type of

service) , 0-2bit BRI FEL, 45 3bit XRINIE, 2 4bit KnfH .
BIGMAS bit T IXPhSEI 7 AR R 2 2 i L e Re e G 2. (HR7E)S
KB ECN WA BLTHT, 26 6-Tbit A T, IXFEAA sl e B 1B AN 2 iR
SEITREEAE 0. (H /2R 2 22 1B KBRS 2 fERL AT S i, R IR LE 7 B
I AN L. IAER K, XN RFC &P 5Er), (H 2R 2 I ARER
THAS, ASREAR B 2 1) 2 A v n)

BB HUE RFC2474, IXUEFBAREY T DS (948, DS KR ZE RS . MRPAR
#E, 2 0-5bit HTZEN RS iy, 15 6-7 J1SRIER M. DSCP Mg AI1 TOS
AR LB AT, H & — AN LA R IR el sl il A2 1 2% 0 20 26 A i FE A
FB, XFEARTE 2 BT REC UG o R T

S ICA, RFC3168 7€ S, FERXANRCAHLI, /> Tl B 1) - B ECN It ],
ECN & PR 557, A 328 H Bt & AE S8 b R AR ZE 2 /i, I IX S bit
10 0 iy LA PR OSC IR A IR R, M — e FR R FIRAIRIdE 8, A iy £ i S
M EFE . XA TBA AN ECT (ECN Capable Transport) Fll CE
(Congestion Experienced) . ECT T2/ & 15 3CHF ECN, 1fi CE NIZIR &1
I

R Ja— MRS LS BB K RFC3260, IXAMRAKRA KZ B, HEsIANT —
SEB IR o XASHRAS B B B T 28T A P e (1 )

A (Total Length) — XANFBH KRR RSN B KSE, BiEHRSCLHM
P o PR SCRENS SCREM T KN 65535 711, S/ MR ST 576 F
W, X JAFLES . W RFCTIL, BRI AR ST Ret ol IE e, 3%
TIEREVR R IL AR SR TR o (HZIUAE LR UL 2 1500 5K 2 Ik
Vo (BEHE: REHFMELIXA REC, (AR RN AT 64 F
T, AFNEIX LKA 4 SE 576.)

bri&s (Tdentification) — JXAMH]T-7E HE AL IR N ME— FRIAA E ] — MR C
prid (Flags) — REEFBLELH 70 Arfhl, Ha s —> bit T, iy HA4%0

BEEN 0. 5 A bit WEN 0 Ronal g Fr, 1 RIS ANBER T e IR
AMea N, WBEER = bit 40, FUBE 1.



9 b fw#s (Fragment Offset) — &R MRSCHIXS T 55— H s, &5—
AN AR SCIIMES K 0, IXAE W — AN o0 R SCI e, S b MF 38 T Bk
FIX LI of fset BEE T EER N A Fil S,

FEAFIRH ] (Time to Tive) — AAZH 1A FWIXANMRICIL S REWE A2IG 2K I 1),
TP IR SCRENS 255t 2 DB, 45—/ A BRZAR SO S TTL 9
= MBI T PSR . SR TTL A 0, BEFEIIRE, EHL
it B IK ARSI A% AR F > TOMP Y 5 o

i (Protocol) — XK _LZEMITRBURAT 4. Blann] B8 &TCP/UDP/ICMP, +E
M) e XAl L5 % Internet Assigned Numbers Authority

SR H AN (Header checksum) — IXANEHOSCIIHR SCSLRLIGAN,  IX AN I AN
TEFR S E SO it 75 R4, IXFE UG LA _E AN 15 £ A0 75 S JHT
T, BRSh BUAEAE TTL B0 Al 15 24

JEHbHE (Source address) — YgHihl, 4 AT, FERIFIXANHR SR LK
H btk (Destination address) — IR H K.

D (Options) — XE—NHRKKTFE . Al HA S LT WA fanhiis
i (Loose source routing) : ZyH-—iEHR M H A OMN 1P sk, IP 470
WA IX LS TP Mk f%ik, (H2 SR VFAEAHSR AN TP Hhuhik 2 [alkasd 2 /> % i 4
PERSUEIMH (Strict source routing) : 4yH-—EHR B H AL O IP Hubk.
[P GLAZIHT A IR 2L TP Ml A%k, WA T —BATE 1P shhik2 vh SR 7R e AR
o M3 (Record route) : 4 IP A& FFAEEAN I b 2% 10 Bz S 3% b 28 1)
bz LK) IP Mk BF[A)EL (Timestamps) : 4 IP A0 B JFREAN I H 2% 1R I
eI ],

P 1] IR AR AE TCPIE I B SR 1T, ZERFCIVIB S i, H 21N A 2 WRFC,
AR HRITHIF R, G Internet Assigned Numbers Authority.

78 (Padding) — IXANXAREEERE N TR TP #iOCRE 32bit HEEAS

TCP1EH

TCP WA T TP Whil R b, TCP 2 — MRS, I Halal L
T BE 8 A AR S T O T IERA . TCP =27 U1 LM -

e BT (R ] e S iUk
Hs AL 28 J2 AN JZ 22 T TEAff A2
Hele R SCRE NS TEA 1 1 BT JE
IOCAEAR L R R A AL

PN oo


http://iptables-tutorial.frozentux.net/iptables-tutorial.html#IANA.ORG
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#IANA.ORG

FITAT IR L BRI I TCP 3 S Sk A 2 S

TCP W LAE 7 sCat A5 — AN TP U A 45 A5 5 RE S it TFAR IS
e TCP [ =WARTF, REULFEHUE 15 56T in b — i &% SYN, X7 [RI Y.
SYN/ACK B84+ SYN/RST 73l sz el dhdn, s fa Rdim ik ACK Rl
o XFE, —4EREREY T, JEERRI ST LR .

MR ARG, BATE AN BN R E IO . XA
e TCP B 5EdE, IXANThReL s sSel AR i 5, A2 @t TCP 117 415 Al
INT o BBAVKE—NRSCIEE, FRATK T XA HEHS, 85
X2 BIHSC G, K% ACK KT IX AR ST LA . TCP & 415tk v LA
EWSCHEF I — 1N 5%,

—NER I WOTIE XU KIE FIN RIERG i LW &R I %,
U7 #8 T B AR FIN, AR5 #4326 3 1) FIN/ACK #iA i, IXANERA FAERT
Jre B—BOET FIN ZJA, X imgiAReus i A0R 8, (EE el DA%
WG, HED R AE .

ARG B0, TOP 4RI L T AT — VA, T HL TOP Sk ke A
B R, AT A 12 0k 2 5 R P51

= 4 4 1 1 2
iR \P Hyhk HBeywpist | O | 6 [TCPRE
= 1 2 2 1 2
Bmo | Bmsm| o BWA
ToP #RwE | BB BiE
TCPHR 33k

TCP (R0 SC A2 RENS 56 B IRA THIT I $2 2R ABLE DI fiE, BRI LR 7 kA0
LSBT, BB DF R RN, R XK E e Ko
TCP |3k, "ELL 4 TN AR AL T .



Table 1-31. Transmission Control Protocol headers

1] 1 2
ol1|2|3|4a|5|6|7|8|9)o|1]2]|3|4a|5]|6|7|8|9]o|1]2]|3]4|5]|6]/7|8]9]0]1

Source Port Destination Port

Sequence Number
Acknowledgment Number

Data Offset| Reserved [cwrlecelurglack]psh[rst]syn|fin Window

Checksum Urgent Pointer

Options [ Padding
Data

Y [ (Source port) — FRoRIXAMRICHY ARG M, XN H A AT A IE
FEREAT T HARGRE, (HRDAERATN SO, i TP Mk, Y5t AT H i it
A7 hash, SR MRS BIAH N 1 B RE o

H )% 1 (Destination port) — XN TCP R 3C )zt i H 1 H o XA FIYR bt
H—FF, JREFN e, PRI hash WU 2N HFRT, XA
KT RG] T H 2 1105 R: .

J751%5 (Sequence Number) — J@4l%5 EEMIR T8 —PDHRIC, IXFERT PR SC
HHTHEY o B IXAN P 5 7E [0 W 4R SC) ACK BT LA

fifiil %5 (Acknowledgment Number) — 4FRAIHHIN—DHRSCHEEMC A, AT
R I% ACK A X AR B, FRATTEMCE]— AN A 745 RS, i X
ARG — M EF L, AT TP —A ACK $R 3L, 7E ACK F- Bt HL i
(1) IE LR 751

WA mt% (Data Offset) — EXAFBERW] TCP FHRICKH 2, BE LA A
MR JLIT UG e 4 T ALK, AR AN 4 RS, T DU
RIS T Bk I .

TiE (Reserved) — X bits BHIFIEA, 7F RFC793 ML, XM FMIHE T kMK

CWR A1 ECN 7B, #4 RFC793, M 100 %] 105 XA bit I E %, &
KIMIGINT ECN, IXFEa K TR Z R0, PR 22 X0 Bl K B a2 i 2 4
T B A (PR S

PHZER 190N (CWR) — XA RFC3268 i frkrik, & LB KL T Bl 3|
ECE #pEUIR 2 J5, RHEHICESHE LiXAhed, RUHEZEE D CLym
AN, XFERATIRSNE A 2 ide RIEHE.

ECN M. (ECE) — XA /& RFC3268 BRSNS INA, T 54 F st 2 Bl A E i
HIRIETT IR CAIMEE T o FIEI— ECN FRHE AR STy

TCPRFECNH S HITCPH 1t 2 A PR B A7 . ECNSE AN FT AR, R
s



ECE: ECN Wi AR &4 K AE TCP3 Y42 T-1sh & B —A> TCP % A& H 4% ECN Thfig
11, H 2R BB S TCP A1) TP Sk ECN 8 ik BN 11. B2 5 EiE5S%
RFC793.

CWR: JHZERET P bR S AR EHLBCE, HIRE W eI R T & BCE brii (1)
TCP £, HHZE AT L2 TCP S 1A HBAC R,  HIDRE BEAGR A 1R

P S HFECNIY TCP 34T TCPIZE Ry, e AT IAC #:SYN, SYN-ACKFIACKEL . X1
S HEECNIFI TCPEE SR 15,  SYNFLFECEFICWRER & #  E T o SYN-ACK .15 ‘B ECEFF:
==

/BN o

— NS HFECNIITCP W LA SZHFECNI TCP ;bR T IPLER A 10 B 01

[FITCPAL, SZRFECNIP) i FH a8 75 28 I 2 N BB TP 3K IECNI )y 11, 24—ANTCP
Py AL R E ) — AN T BECNAL K 11 FTCPAL M NI, B T B TCP 3k
HRECE, Jf HAEEE TR IACK b o il [ A B

Yk MR R E T ECE bRk ACK IV, Bt s B 0 —FE, FFh
DR 1, 12ATIR R B FE A SE g e k. E N AN R, Rk
PE OWR ARaE. 7EB R3S CWR braE i), 35285 b 70 4% Nk
ACK H1 % & ECE bridio

TCP Peer A TCP Peer B



http://cisco.chinaitlab.com/UploadFiles_6776/200711/20071113114502739.gif�
http://cisco.chinaitlab.com/List_7.html
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B RE7R T —/NESCRFECNFI TCPSi 15 i 2 [R] (1) — AN TCPIER B 1, el 12 [ —
AN SZFFECNIP B 28 IEAEL I 2E

LEXANM T, TCPUA KR % B 45 TCPIiB,  TCPA— Y E & 2% 5 M. £l
2 Tk — AN TE ) SCHFECNI i th s 4 K B TP SR IMECNAL I BN 11. 4 TCP
BFEEW BX AN, & RIE I E T ECEFREACK. MTCPuRARM RS — M E T
ECEMJACKLAJG , BB AIRE R, IF HAEAIE N —M (6) I8 B HCWRER & .
W 6, TCPEmRE AN 4% R R AACKE, % B ECE R & . 1EIE 1H 2 % RFC
3168.

KRN (URG) - AR W FA VS A A K TR, WEN 0 KA
), M . SR PR TR RS 3 BS W tep/ip PEARIN 20. 8 &
e

BN (ACK) — XM B R WX AR SO XS BATT BRI — MBI, BedT TAfA
—ROSCR I EAIA AR RN S, i HIXAMRSCEA R . RIE TR ACK
ZJE i RENE AN RS C N T, A AR SR OB TBUZAR S

J:ﬁ%(PSH) - T BRSALRRSL B BRSNS R A
DL & A5 IEAT Ja SR 3

HE (RST) - EE bR PR R PIXAMERL . XS B2 H I LME
IIX A IERL D O HE G I C e AR TAE T, B UERNE AL BT g
SEAROSERE TR AR

R P55 (SYN) - [P @85 RERMIAGA — &R . XA T BAE AN [ AE
WAEH, RO ST IT AL, JF HBCE SYN brils, ik el SO0 e .
SYN/ACK. BRitz b, A7 ANREM X M.

SERC(FIN) — SERbR R X MHLA A 2 MIRCCRIE T o Kmdzlic 2
FINAZ )G, mi4slIE FIN/ACK, IXAEARIE FIN IALES Bt AN BELE I AN iERE Lk
R T o AHRE At il DAk S R A e E R e s 1 R IE,  IX AN I i
RKIE—/N FIN, $E) FIN/ACK [MNE G, XAEESMIEIOCH T, A1
ZATIPR A SRR D A

& 1 (Window) — & HK/NH P2 MeE R & UR A& 40T 2 DA GEpfrn] LA
o XA AL ACK HAIR SORITE R, XA RS T ACK {EH L
ST AR R R /N o AF— UK ACK R SCHB 43 B FTIXAN Bl 1R/

KLEG AT (Checksum) — 3XAN A& 3 TCP @ 303k AL H6 A1
B Z238% (Urgent Pointer) — IXANMREHRN B 2P EL, WRXAERN

1R 2B T EAE B, ARG TT 4 WCE URG bl LA AU SR EH R 1 K S
Pa iy 2 o


http://www.ofadmin.com/network/router/
http://www.ofadmin.com/network/router/

EDF B (Options) — XANWIEFB R RIIRYL, B2EHF = HmNE. —
TG, W e FRAT AT LU v I I A . BB T s I 2, EFRAT
FAEAE LA IR0 5 J w2 SE B ) T I A e . Rl 58 A 41 2R ] LU it
WARHBITCP options®iEHedk s,

178 (Padding) — AR BUMLREEA TCP LA 4 FX 5 1. HAF B
JEHIA 0 RIHA

UDP/EH]

UDP & TP 2 b MR] ST SIEAS PP, B JEEAG 137 B i VB AT AT iR
Rl TAE 7, JF H UDP 2 CAR& M . HiE, 'CAEwIE A &/ m N A 1T
YET730, B DNS Erilasss . oA AIE — HRANTRA IR N, Bat
WHCSCATREE R T, AN MU T A& — AR A], XFERtm> T TCP
(AR Z RN T4 o oy A S e RIEFRAT 7 25— e SR, (X A
sk, UDP Lk TCP B A sk —48, FRATTTEAE UDP 2 b3 i iR A R n] .

UDP IS FHRECT68 5 X, 3 A3 BB K & SCRTEMSCAS B —FF: fif 5] 41 o

UDP headers
UDPHi 3 3k

UDP W] A AR — SR AG A TCP i 3k, B EAFERYR/ H i 1, Rk
KA AR S . an ki e

Table 1-33. User Datagram Protocol headers

0 1 2 3
ol1|2]|3|a|5|6|7|8|9]o|1|2]|3|4]5|6]|7|8|9|o]1]2|3]|4]|5]6|7]|8]9]0]|1
Source Port Destination Port
Length Checksum
Data

PHhE (Source port) — Y 15 BHIXANH SR MR LA I% ok, (H 2R
PRAN T BN g (P ] P0G, XA F BT LA B o4 0, (HJEAE R4 SEE 5L
I, XN FRAREHE A S .

Hu 1] (Destination port) — XANERIHIRICHIH B um 1, X & AE, R
5 AN A



WK SE (Length) — XK RIENHSCIKSE, QFEHRSCLREPE X .
FEGAT (Checksum) — F TCP PR EGAI—FE

ICMPYEH]

ICMP = RAE LML EAHLLL S EHURIN G 2 [ B R G R, BT MK
R0, Nz GGP KE K FIFE I DIRE . IEWIRATCETem, 1P ¥hillk
e MRS D 8L, HJE TCMP ] LUF SR O Bh i v — L6 ) 5, 0fE— 1) o) LA
T TCMP 3R SR R 2%

IRFEAN TOMP $R SRR 1288, A LKA AT, DT i TCMP 4 B8
XA T BLe RAVFBERW] T RO2 MR SRR 1 # bR i B e N 2 1 S, il
HI\ARGE, ping LUN ping (IFIN, L4352 HOE R

BN UL, A Bt T2 IR, Bl A H AL
3, R AMRE MR, Bl EAE, EHARE, b HA AR,
XA L AKX 3 o

I JE ARSI AN, e il B AR SRS B

AIRER OV ER R T, TP OB AT 2 LT ICMP, X A2 RN
ICMP & TP ANn] Rk —&8 7y . BAREER IOMP A& T IP 2 b, 22— H 5
JEIERSG AR R SR AT . TOMP 2 TP B i — AN T E A G 2, A 1P 10
7 — 8 T EE TOMP VA — N4 Fe o

ICMPR 3k

FAlmrm cee vl 7, TP (IR SCRAEAN RIS 171 5 L T 2 A AN —
FEo (KRS TCMP 32 ] LURRSEARATT KR SR 34T 2R 70 1K, B ASRATT
S RIEANINR I, R BB Rt U B AR X

Table 1-2, Internet Control Message Protocol - Basic Headers

0 1 2 3
ol1]2]3]4]5]6|7|8|o]o|1]|2]|3|4|5]|6|7|8|9]o|1]|2]|3|4]|5]|6]|7|8]9]ofr

Version [HL TOS/DSCP/ECN Total Length
Identification Flags [ Fragment Offsat
Time to Live | Protocol Header Checksum
Source Address Destination Address

Type | Code Checksum




B/ TOWP HSCHV A T TP HSCHOEA R, T2 FBOTIRATC 2/
WT . BTLLRATR FRE,

AR, TOMP AT — 28 8 CMFTE 7B, 3K LB 4Bt — R

o K (Type) - XAFEEIIICMPHIERY, A —FARRIMIICMPIR S, X
MNFBEA—FE, B H A ARS8 3, 5EEEPNRE S I 1)
[CMP_types, XANXIEILEE 8bits,

o Yulh (Code) ~BE—ANICMPESA H I gwts, — LK) BT A TCMPHR SCHD
A, (HE 5 Ah— ST K TOMPHR SO 2 Fhdmit, o2l
3 [y AN ALk, Al gmdat vl feh 0/1/2/3/4/5, &— P HidH4a H A
SR Lo SEREIIHRTES WL I ICMP_types.

o XA (Checksum) — FEGHNFEL 16bit, B&®EA ICMP 3K —A
Lo

XA, AT n] LU BIAN R SCI B R Z2 3 M 2 K. Al — i

1o —4E3E F ) ICMP 257,

ICMP Echo Request/Reply

Table 1-4. Internet Control Message Protocol - Echo/Echo Reply Message

0 1 2 3
o|1|2|3|4|5|6|7|8|9]o|1|2]|3|4a|5|6|7|8]|9]0]|1|2]|3]4|5]|6]|7|8]|9]0]1
Type Code Checksum
Identifier Sequence Number
Data

T RPN FH, JEB R E AT IR S5 AR L,
Bl BANE T i) ping/ping reply. echo EKIEHIE 8, MMk KB [1)E
NI 0. 24— S PLASCE]— N5 K 8 1) TCMP R 3CAE, 5 BRI —ANKH K 0
18 5,

PATAE ARSI, YA H k2 (A5 2 e, XA TAE
Weoe)a, BATHEEER AT . AR PPRAY [ TOMP R SCHL, KA i
i, prABATE L BEE N 0.

o bR (Identifier) — AV FUE— BT XHHRAINR, i
RS T B

« FFAI% (Sequence number) - 4 EHLIHIAR A S AR 1, SRIFE
L.

AR SO AN X, BOAE DR, XA s, ERE AT R AR
In—LEREHLIR 3.



ICMP Destination Unreachable

Table 1-3. Internet Control Message Protocol - Destination Unreachable Message

0 1 2 3
0l1]|2]|3]|4|5]|6]|7]8]|9 0|1|:13|4|5|5|7|a} 0|1]|2]|3]4|5|6|7|8]9]0]1
Type Code Checksum
Unused
Internet header + 64 bits of original data datagram

B =X il 7, (E2 H A IEIR SO g AR Z A, H i3k
T3 M 4—T1.

e Code 0-MZEAN[IA (Network unreachable) , 72—/ HARK 2%
MHIAAIE

e Code 1-FEHNIANIA (Host unreachable) , ZHFIEAT—NEARK ENA
Ak,

e Code 2-MhYANH]IL (Protocol unreachable) , #iFFAT— A B AKKIB)
WA (40 TCP/UDP 26246

e Code 3-¥fi IANA]IL (Port unreachable) , FVFFAT—NEART b H A
Alis (il ssh, http, ftp, 55%%)

e Code 4/ 5% DF /i % '® (Fragmentation needed and DF set) , {&
W—MRCTFES A A Re RIS, (BRI SCKEEE T DF (AEED D
7, I W O T5 B S X AR T B

o Code 5-Yi 1% (Source route failed) , ARUNT— YR A4 K
Phafx, AT R ME.

o Code 6-HIIMLEAA[iA (Destination network unknown) , RNV

BITEA WS, St RIEIXANE R

e Code 7T-HMIENA%IIE (Destination host unknown) , W EEA F)H:
FHLEEH, B RIEIX AN .

e Code S—JFFTHLE: (Source host isolated) , XANFEINAEAFEAL
H.

e Code 9-H M8 2% |- (Destination network administratively
prohibited) , WIH—NFILEHE R SCRE S, IR STENIA T AN I 2%,
A B R

e Code 10-HMFHLEF2E ] (Destination host administratively
prohibited) , WIR—& EHE B OIZE VIR 1, ARIHRSCEIAA T
IR A FE AT 157

e Code 11-MZAR]ILK A TOS (Network unreachable for TOS) , &
R SCI TOS 3 B MANRE VT i) 4%, FRATTEE 453 2] —/NIXHFE) TOMP 45
AR

e Code 12-FHIAR[IEK K TOS (Host unreachable for TOS) , U
AR ICI) TOS TANRE VT M) H I AL, ARSI 2 AR .



e Code 13-Fjj-k8%2% 1 (Communication administratively prohibited

by filtering) , UWIRARIIIRSCH At gent 57, RS RIXAM4S
%o

e Code 14-FHULeA 1% (Host precedence violation) , X PEEH
BRI, A LA AL e AR 4

WICHIRE, RE—DNEEEX, X B2 5S8R 1P {3k LA 5k TP
I 64bits Beda . AR B P S A b 1, X 5 Bl SR IX A
64bits HIH.

PB4 (Source Quench)

Table 1-8. Internet Control Message Protocol - Source Quench Message

0 1 2
0/1]2]3]4|5/6|7|8]ojol1]|2]|3]4|5]|6]|7]8]9]oj1]|2]3]4|5|6]7]8]0]0]1
Type Code Checksum
Unused
Internet header 4 64 bits of original data datagram

DA R SR RO AL, T YRR AR S UL R A A i Y AR SC IR A3k
M. F R R M OGS H I ENLEAT AT REFFBRIUICIRSC R 3, A2 R
AR L

XA RAG TP LA 64bits B IX, XS A A DT IECHR SCIK) I
B AL

PR SO AL 4, BRI ES 2 0.

| BHEBATA R M REE & I Tr, MREE H I TN a4
\ 1o Herp Bl 47 iR e BB R SR BON Frifs

e,

HEEM (Redirect)

Table 1.7, Internet Control Message Protocol - Redirect Message

0 1 2
o|1]|2|3|a|5|6|7|8|9]o|1]2]|3|a|5|6|7|8|9]o|1]|2]3]|4|5|6|7]|8|9]0]|1
Type Code Checksum
Gateway Internet address
Internet header 4 64 bits of original data datagram




ICMP 5 ] A S E— MG R ek, B Rt e, ma—14

192. 168. 0. 0/24 1M %%, HiA LG EVLLLEH G M, FHF—ARoeE)|
10.0.0.0/24, 534h—ANMIGEBRINME, ERIERT 10.0.0. 0 ZAMNFIHTA M
Y, MG BT — S HLASR A E] 10 BB H, (Fi2THBIAM G, XFE
X G AL AT IE AN R SCRIE L BRI G, (E BRI O R BdE I 55 4h— 65 K
RILXA WS EEH . FTLABRIA M I ik —A TCMP FE MR LA X & &
B, EVRABE] 10 MBI N AZ R LS 7 b — G M. 1A =W LIR30 5 ) 4173
Jo, FRELERRE 10 MBI E T o

XA Sk LT — MR T 7 B e W el XA X UR E AL IE A
(KRS, MR AL I IR B % T XN O o IXANMR S A T 1P ek
1 64bit EHE 7B .

HE FAROCH 4 DANFE Gk, A2 502

e Code 0-M4EHEE M (Redirect for network) , XfT M%)l #S
e B H A ]

e Code 1- Redirect for host AXAYXIT— A FHLHE ]

e Code 2- Redirect for TOS and network, A4 TOS FlIWL% T ¢ 0], IX
AU AU R A 2% 15 n), T HLEEE T TOS B

e Code 3- Redirect for TOS and host, J&T FHLFI TOS HE M), K
T W2 HME LT LE TOS.

TTL equals 0

Table 1-9. Internet Control Message Protocol - Time Exceeded Message

0 1 2
o|1|2|3|a|5|e|7|8|9|o|1]2|3|4|5]|6|7|8|9]0|1]|2|3|4|5]|6|7]|8]9]0O]|

[

Type Code Checksum

Unused

Internet header + 64 bits of original data datagram

TTL 24 0 ff) TCMP i SR AR I T S0 &, e 2RI 11, 1y HA P2
P ARk SCEed AN MR EE AEAE H M BN 4L, e TTL 8 0, X
ARG E ST FATERLEZIE—A TTL b 0 BRI RS K6, BRI
MEAMWEF T o RFERETIM AN LU A TTL KOS

EMRCEHEI 7B, B FBAE T IP mER 64bits MEPEIX, 1X
FER I SR REE ULIE 2 A 6 HERE . FoATT U T ik TTL by 0 IZmASH Pidf.

e Code O-TTL ZEALHRLFEH 4 0 (TTL equals O during transit) , {E#l
W SR J AR ST I, B TTL AECA O 1 3l [ XA — AN el 5



e Code 1-4EEEASFEF TTL 4y 0 (TTL equals O during reassembly) ,
XAE H B ENAETEA o #CSCr i, &L TTL 4 0, JR[El—AM R
HE.

Parameter problem

Table 1-6. Internet Control Message Protocol - Parameter Problem Message

0 1 2 “
o|1|2]|3|4|5]6|7|8|9]o|1]2]|3]|a|5]6]7|8]|9|0|1]|2]|3|4|5]|6]7]8]9]0]1
Type Code Checksum
Pointer Unused
Internet header + 64 bits of original data datagram

ICMP S Bl R R SR 12, JF HAlLth AT 2 D ih%. XAMEE 22
MR ACIE SR R YRS TR ST 3 N A B Ul SR 201 T 2
WMERT

SRR DRI A OISk, B MEEE, Fi5 18 1 RSO .

e Code 0-IP # 3 3L451% (IP header bad (catchall error)) , iXAM4E
R EARE A, SRR A BT 5

e Code 1-MZRMIEINESR (Required options missing) , {RU1—A~Asi
RIPEI R T, XA B 5 AR IR

Timestamp request/reply

Table 1-10. Internet Control Message Protocol - Timestamp/Timestamp Reply Message

0 1 2 3
ol1]2]3]|a|5|6|7|8|alol1]2]|3]|a|5]6]7]|8|0]ol1]2]|3]a]5]6]7]8]0]0]1
Type Code Checksum
[dentifier Sequence Number

Originate Timestamp
Receive Timestamp
Transmit Timestamp

IS )RR YA E A AR T T AER AT e g B i — 1, A ATTFR 20
P 0, OB MH RIS 13, MM S 14, IS TalEkH S5 T 3
A 4 TR




Information request/reply

Table 1-5. Internet Control Message Protocol - Information Request/Information Reply Message

0 1 2 3
ol1|2]3|4|5]6|7|8|9]o|1]|2|3]|a|5|6]|7]|8|9|o|1]|2]|3|4]|5]|6|7]|8]9]0]1
Type Code Checksum
Identifier Sequence Number

HERBERMBAE AR AN T, BEOEEATAMRZ L2 N ELSE R
[FIFERIDIRE, 0 DHCP 545, bt ARy At 2 >Rk 4 3N

SCTP Characteristics

SCTPYEH

SCTP WS, B SEIA A A AN JE T il LA, 58 2 H i B B ik ) 58 1)
D, S =W AT R SCTP AT Ml A A, WAL, BT
AANBEIXAN N, BARFHRA LU e 2R AR, SCTP 2
BRI BRI o

TCP/IP B H#hhtIXz)#% i

TCP/ 1P FEK (&5 G AE— LI, SRR ERT . BYIAMTANK
P H kB st 2% T, (R dir, SRS EOREE Y, 1inux o]
DIARYE ip FSCH Sk HLTHI A 5 — X 2 e R bit, S fpay 2 m Ll
TCP/UDP/TCMP 4R T3k % H , 3 S L A0 S W i P i o v 0 08 e o

BATE ST BRIV~ H kgt i, EEIRAIEE —MERRE, BEAR
M 2RI H 3L I AR RS da Bt AT &gk, Bn H st 2 A
b, IXARSORA FHHGAEANL, ARBULG R I 0. 85 F 4%
W RX ARG WA R R S, A RO R R 2 H B TTL O 0 B

PAET

IEWRTE 2R, XA AR SR AS Ty FLfR] 8, (EE SN SR it i Je s i
TR e A FE T, BAIEA T LARPEIR S AT 5 BOdEAT i i

FEHUR



e TCP/IP 45y
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o UDP WY IH ThE i 33k
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ilo
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J& iptables A T B AALHX AN G2 B, MATERERRIFEH S, g S 5545
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P ENISCHE Z57 T, RSO, XA Ret 2, 11 DOS
RSCHE M AT, EHURAA T EAaIE. )

State—— MR SCHPIRA AT — IR SCRIER . B, — N RSCRD;
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o AR R DOE G E R R GOR IR, (OB RS R AT T I
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Ruleset-}UIEE, FATH & HOK+R Iptables B AT A3 LRI REE &
SVFT AT A D SO RAE R oK
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TELE b (Bl internet)

2 | | B THEO (B etho)

s Lo oreroutinG gﬁmmmuﬁﬁm@W@ﬁﬁﬁ%%ﬁ@m@

\ S L A A R 1 R B R b, A
T T AR A D T 40 AR




’Step‘Table| Chain ’ Comment

5 |mangle PREROUTING |4 1 3 AIRIE Sl C, 4 T0S %%,

X4 E 52 R DNAT, SNAT JEIHACPE, 7Eix 4%t I

6 nat PREROUTING T AT A S 3 Y

7 | B b, B R AR kAL

ALYk S k3% 4 mangle (1) FORWARD %, X ZdEH

YRR IS A S B0 EXHE, W mangle (I8

104 mangle {7 L), XK mangle K AAE A

8  |mangle [FORWARD 1% I 2 5, e e — R SE e i) H 12
(FF0E: w2 I FORWARD S5 fdry, PRHIT

JEThRE, PIRES AR LB H I, WEFE

) . ——HEE A 1. 09 FRA I SCEEE.

The packet gets routed onto the FORWARD
FPARLRL ) 2 filter R IK) FORWARD B, HA7HK
WA BNIX)L, P ) LERAT BB A s ot
V& FEPR B CilE UK I, 155 R IX— R,

9 filter FORWARD

EARE R E N — SRR R R, (B &%
F6 0, AT UKD, FEH KALNT, mangle M
10 |mangle |[POSTROUTING | AMEEHS FHAERF RN A B o X —2 mangle s&7E
P A SE L I H Ik (R4 SE i JE A, (HIX
IELATEAR o —FH3 F 1. 09 FRAS 1) A SCHH 3

XA REVE ) SNAT AEHT, T AN E AR SO g

11 t POSTROUTING |, . . -
na {3 (Masquerading) tH27EX L TAER.

2 | | ) THOCH I (Bl ethD)
13 | U T e b B A4

IEWRE BN, XA RZ PR EAE, it HARSCAE iptables AAET—A4
W5 # Al RERE I 28 1k o (ER AT BB IE 2 iptables &30, 1 EERIXIL
BA NN E#H 52 B EE, FORWARD B 23w AL T A 4 A AR SC
Pie

| LERTI )T, TEANEAE INPUT 4% B o3&, Ak INPUT
\ ot FITE S AU H 9 I AL RS
. Gaﬁﬁ

)

FERT T = MANF A5~ B, BB 2 T A FE L i T g i . an 2R 3AT
A e R s, e VAZEERAR N XA T




NETWORK

raw
PREROUTING
mangle
PREROUTING

nat
PREROUTING

Local Routing \
Process Decision j
+ mangle
RRGEIng FORWARD
Decision

filter
FORWARD

Routing
Decision

mangle
POSTROUTING
nat
POSTROUTING

NETWORK




fj AR — T X AN, B — AR SCR) T AN AU th e 1)
R, MR E H A RANL, WS w2 FORWARD 8%, k<, HIHuhEFZ
AHLFT W, I8 AT It INPUT BEEHR SCI% A AR L.

EFHEIE A, WOCH H AR AL, B el n] fe oo
PREROUTING 5% HL [ # NAT A& 2. PR IXAN R AAE SR — IR ER AT, HOCEBSUE
Ahes . EER, raRcES g B e 48 . WURARIER— MR
SCAHCDNAT, ARG E RIFIE R KRS, XTSI E R FEER, HE
BRI ] JER T 2%

| R ARETHEZHME R, IRl Re i re. test—iptables. txt
'T& BIAS, X HEEEIE T LS 0L Fo A TR 2 fn ik 2 e A 1 o
\e )

MangleZ

AR FEAPREATIR OB S, AR ELE H B BRSO TOS 2 2511

U AERXARAE, T A EALuE/NAT/ Dy I S s o

cavtio®

TIHNXLE target M AELE mangle R ELHTH, HAhH T AR

e TOS

e TTL

o MARK

o SECMARK

o CONNSECMARK

TOS target FEHIRMBBERICH) T0S FBL, IXAF-BOa] AR E — AN 2% 11
TR B XA (R SR o 75 B R XA LI AN S, 2% B (AR
Z i AR AL BN P Bro HAn R, ANEERCE RS IR TOS FEL
FRARIRHES ] iprouter2 KA .

TTLtarget uf LAUHIR B E P A IR SCHAT — DN RGN TTL XK ERAT, —
AR A R BT T o DA TSP, —2& ISP ANERAE ZH LG THE ML
SRR AN, LS ISP el dk— & AT AU S A ANFE I TTL, JF
HULAE A FIWHE R RO = M br .



MARK target W] DAZA 4R SC15 B — Lo HoAth N R P nl AR dsad, ol
iprouter2 FEfy. XFECHLEEW LS T HriC5C s o A XA FRic FA T H v LA
Ay 58 B B B TR NBA

SECMARK target F % HZEEN X SO B 2 4hrid, X AR nf A
selinux 8¢ Hifh 224> A 8cd . SCEMARK i1 CONNSECMARK — 22 FH m] DA4} x 3%
P ERRIC

CONNSECMARK target KT —ANERNIbRCH V2SN RSCEE A &, AR
JEIXEEFRICHY selinux BY A Hofth 22 4 PRI EL A .

NATZ

XK BEHI R SR NAT Thae, #ea)ilivh, & R e R R/ H ik i
i, WENERRE, HAH MMM X AR, XAERN AR CS
H 35 3. XANERN target -

e DNAT

e SNAT

o MASQUERADE
e REDIRECT

DNAT target FEHERMI A —NAM 1P, SRGIRAITFEICH 7 U5 i) 2L
P F 58 ) BN A IR S5 2% o B m) i PRERAT TR Ty H ifsthhl, SR )5 %
B SZFR EHLo

SNAT target dSCZR LI HIAE, IXAEAR KRERE b n] DARRE AR 1) A Hh /) 2% 5%
HODMZ &5, — MR B TR FRATI AN TE b7 K s (A bk, (H DA 20 F X A HhE
B Azl . A 7T XAMEAE, Bk ERSEE H S i SNAT Fi1 De—
SNAT (5t A2 S 7] [¥7 SNAT), LA LAN §Ei%H23] Internet. WAl FHZRAM
192. 168. 0. 0/24 XFE AL, JEAS M Internet £3FMTAI[RIN K. K24 TANA
SE N IXSE M 2 QA HABR)D HRAE R, HEER T LAN 3

MASQUERADE target [F4EFHIAI SNAT 58—, FUEIHHEML A T 2 —
o PRUAXHEEANUCHEL )AL, MASQUERADE #REEAT $k vl (1) 1P bk, Wi A% SNAT
FHIG TP b 2R E 4. 2448, XA IAL, & 3ATn LU i PPP.
PPPOE. SLIP %54k 5152 Hihl, X EeHihln] & iy ISP f¥) DHCP BEHL M HC I o

RAWZR



RAWR Y — /N B HIE LN T — R, 2R SCie s — sk, ik
XA SCABOE IR R G TIRER . FRATIERINOTRACK targe t R SLEILIX AT
e —MIEEHAENOTRACK B AL BE,  HATERLIRER R Gl A & FH AL B AR
SCo AN —ANRR ARG T R ), Rh FRAT T FLAth 3 40 7 i e R B
AbFR5E 2 5 FRACBRARSC, 2 AR S PSS [ (RS VL e 7515 .

IX/N%% H A7 PREROUTING A1 OUTPUT PANEE, 2 DA ik s b e AT
hit BEHZER BRI —HL 7

| HERIXANEREN TAE, iptables raw BiEFEEuma, AR
1EHIE-t raw brds, HEXABEOTH, ©mayias)

Nﬁﬁh IE 2
G )

Filter3

XA T EE R SCEIE R, FATTR] AAEAR T I VL B A IR S e AT
FRA 3 33K EEL AR A 119 P 25665 4945 DROP 5 ACCEPT ). 48K, AT vl LA
JeAE At T et g, BRI A B HRIEIER . JLFPHI I target
#R] AR . KR EARM A A SR T, BUAEAR A S RIE g T AF 22
FEIX L5 M attT 1

P B e X8

—AMROCHEAR B IR BE B I jump KBRS BIAR K 3 Ah— AV, (HE
i A R X ASFT I BER L AU H ™ B S, AR NI ER . X
AR e RN, H ER N ARSI target Zibng
AW HER ST



chainl

ruled — rule3
—>» rule5

R SCVEHCER—A jump target, Athtis 28T 1 5E B B T m) ~ &4
VLHC, HEHEEZ] target Z1EEH return 485, #ilan BB, 7e8E 1 B
B tule3 IR UCHCHEL), BEEFHE 2 MK FFEPAT, Ha il 2 & [F4E 1
ke ruled AT -

N rulel chain2
> < rule2 > et
> rule3 2 rule2
>

U B SCRIBEAR AT BRSNS, AT R (R4 Rl DAFC BB 5
o FEF T € RS — D AR, B sl

\\\01‘3\- return i[5 16
=

I B SCEERREAS S N 0008 — Ak 2, B2 — DML X
ARIC, AT IX AR target BRI, ALBER S5 A AR T RESS R
S AREE, S ANEA R REMLEIA ] TR EERIR R . I SIIE T RE B
K, MAMCHSPORMAEE, CHET R B € SCBE, BAT Rl RE2 N iRk
k.

FEHUR



FEIX %, FATHE T4 LRI LU AT S A P (¥, 3 BL A
AT RGN EE, AT BT B e X SR RARR B, EhlhE
BRRAR TR, AHE A SRR 58 R PR, IS 20 AT RE 51 2l 4R .

B BERATEEHRRGS LA, USRS e A A AR AT I R AR A i fe]
SRR B . N BRI ENA T R

HTE RFILE

XA ZN EIHRIRAS VL) TAR R B, Beog AR, IRV
WAL () SR TERAS VL E A ] AR o AR 1Y, FATb il — R A 615K i
e (0 AR, Ay BRI BE 8 IR AR IR 2R 1R B A o

4

BN iptables FRRFIRI—EE7r, HSCEARAZMRSHLR], Ho4'E
U MOERIREDLRL. (B2, RZAHMINRPIREPLENIZ A4 7. S Bt ok
2 B Dl XA 22 PR R s MR B AT R A T A o IXAN R 5 A A TR L
(K1 ERERER A LAk Netfilter AUERAFFEER IR 18T ERIREZ BT
KEGTRAEA A RSB B K8, PAR TR RSB Ko ARES B K LEARAR
SWI kB Ay, RO E SR VRRAT 9 5 B R

7f iptables HL, WICE S IERIEEEIIPUFIRSHIE, 29 5]JE NEW,
ESTABLISHED, RELATED and INVALID. F&A1)E X —FRIRSE SRR, 1@
A H—state ZEIRA T REWS 42 Z) 1045 FIUEBE A4 BEWS AL B &1

P R R R 1 sk W AZ P — AN WA conntrack (IHESERSLIL,
conntrack W] UIHEgm Bt A%, W] AR —AMBEEAETE . K IEo T, &
AT B AR T — AN R R EE T AN BOA XA Bk, X)L E
Z T REA 53 7 AL BE TCP/UDP/TCMP 5 Bl o IX HETfy BEAR B M AR SC HL T $E N —
Lekl e {5 BORPRE — AR e R 640 UDP Jrod i A AT H g sk, 95
bk, H s DL R s T4 Aok R OR .

FEZ TN BT, JATREWS I ] /A RERE . (H2N iptables Al
netfilter TN, EDDIRERIUN 1. WA REATIRE, ERRESABEIE R
W CAE, BreAE4IB0E A3 TR 1. R IRAEER I B Thfe, AR siS o<
B IR ER D) RE .

PR B M 7 efi, —1 & PREROUTING, 53 4h—M4
OUTPUT, Al AT1 53 531358 PEAMAAR SCRIA L= AEAR 3L o BN A T IARZ 3 — MR



3, HBAAE OUTPUT BEHLTHT, & MIRZS AR NEW, A 1H B2 [m] R4 ST g i
fige, FERERA L PREROUTING 4b 56 % &y ESTABLISHED, LIHEHE. IAE— R
UARBATZARA, HBA7E PREROUTING HL gl & b NEW, SR Fedl 1 A& % M 2 1
Iz, {F OUTPUT % ‘& & ESTABLISHED.

TR PR B SE AR

PAFE R R — N IEBRER I SR LL A M /proc/net/ip_conntrack H
TR E . X B IALE T Y RIE R IR BB s FE W T SEAR . an SRR I3
IR a1, MATANIEFE /proc/net/ip_conntrack nJ BE2 #4311
TR

tep 6 117 SYN SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 \
dport=22 [UNREPLIED] src=192.168.1.9 dst=192.168. 1.6 sport=22 \
dport=32775 [ASSURED] use=2

conntrack BEHAES T A5 B QLS EX A 74 T, i eIminr e
HNTE RN E B T ARES . ERE RN, XEZ tep, AR
TR 6 GFEEE: tep MTHBEEAMRISZ 6) o« 2500 117 ZiX4
conntrack Wk MAELFR ], ESA A FE, HAWBIXAEERNEZ
AL B, XAMEF S B A A IBAREIEAE . B PRI XA IER:
FE T R S PPIRAS o TR 7 D0 W IX AN B AL FERZS SYN_SENT, IXAME A&
iptables W xM), CUEZATLFEEAR, 11 A B A AR . SYN_SENT i3
TTEAE MR XA IE R RAE— A5 kik T — TCP SYN A, P R HE PR HbAL
H bk 5 R H s o Hod A ANRERR K17 UNREPLIED, 6B IX /Mg 42
EHRAWEMEATRIN . fa, A BN E AR R, AT r bR
FITH TR AH S

TR BRI S A B TP P & T USRI T AN R, B A Y. PR A S
L6304 Tinux/include/netfilter—ipv4/ip conntrack*. h H5E X ). 1P,
TCP. UDP. ICMP Ppilli¥ik44 {E &7 1inux/include/netfilter—
ipv4/ip_conntrack. h B 1. BARME R DIAEF MNP, HIRATIX
HAARRIEAT, AENITRH R AE conntrack Wil . BEEIRASHISAE, 447
NIRRT G

! fiT patch-omatic BH —ANHHI4N T, UM tep—window—
\ tracking, B LARE LIS I RBAE S R &, XA
NO‘ TR RGEIBATI SUR AT E. CLUS, FRATRA LA T ok
\ A TR S T

XL ) /proc/sys/net/ipvd/netfilter FF)—LEREE ) R



GRS, [TAEE
/proc/sys/net/ipv4/netfilter/ip ct *H HJAZFEIE,

M AN EFEAE AT ) LA AR, conntrack 10 3% MM R [UNREPLIED]
br&, RJGEE. fEARJBA [ASSURED] [id R Ut I J7 I D A il i . IXAF
IR AME 1), (EIERRERRIEI, SASHMERE), %A [ASSURED] ()i %
AR . IERIREERBER N Z Dl s — MBI, B RN
(1) ip— sysctl BRELIE . BOAEI TR AE R/, 128MB AJ LAAL 75 8192
4 H %, 256MB f& 16376 4. Rt AT LAFE
/proc/sys/net/ipv4/ip conntrack max HEH. W H.

AP RN B E TSN I, BB hashsize RN, 3
FRER R A i RS T IXAME 4 1%, FATAE i 617k g o

work3: /home/blueflux#t modprobe ip conntrack hashsize=4096
work3: /home/blueflux#t cat /proc/sys/net/ipv4/ip conntrack max
32768

work3:/home/blueflux#

F P 2 PR

IEWRCEFE 2P, AR AT, RO A% B ] e &2 LA 584
ANFNPPARES o HIEH TR oSl BATE A T80 4 MRS T
X 4 FieR A4 W& NEW, ESTABLISHED, RELATED and INVALID. ‘EAl135%i 2 F0
RASVEREC— A2 o 1 St ) 2L/ 25 DL R 3K LFfeIR A

R 7-1 AP AERERE

‘ State ‘ Explanation

NEW RS R R IEANR SIS BT E B — AR, MRS
R RGN, S Bt UiEL . B IRAT AL A SYN Hi
X, S RREE RGP BN MR, A EH AL
NEW fic. {H2—LEAJE SYN (RS AA v RERE AN & NEW IRZS, X
FEHEECAE DL T i RE S TR L), (HE e T RRATTE B R B
ARG KRGO AR A, s il MER SN T, H
FEVA FLAE G

ESTABLISHED ARZFK/RAEX M #E Bl E T, HH HANRFEEILE .
ESTABLISHED AR AL SR 25 Uy B g, SEAHIE N ESTABLISHED 3R

ESTABLISHED |5, —AMHLas LGB R IE—NMRSC, ARG USRI R 1) R 2 S o
SEEEZ B — AW, RS M NEW AR B ESTABLISHED, Eff
BB 2 TOMP (4R 4R 45




State ‘ Explanation

RELATED @& EEEBRBIAR S o A —ANERREA CAL T
ESTABLISHED AR WERAT K RM, A k& RELATED ¥ 7 .
Pt ifid, —AMEREAUE RELATED (1), H08a—14
ESTABLISHED [#)i%4%. X/ ESTABLISHED ¥4 7= A — A k4%
ZAMPER:, IXASHIE U RELATED 19 1, 43R ATHe 2
RELATED conntrack FEHLFEHEFEME RELATED. ftp &/ MELFE] 1, FIP-
data JEHHLEM FTP-control 43 RELATED [, A3 HARKI ]+,
tetor, J@ak TRC 1) DCC 4z, A TIXAMIRAE, ICMP N, FTP 1%
. DCC 25 A Re g ik By kB IE W TAE. W, Ki4ridAs —%L UDP
PSR IX AP . XL PURIR R %11, e &R Bl
FER AR, JF B SRIX e B RE B A A

INVALID MR AR SO RER UM B B AR . 33X
XA LR AT AT AR 22 A, 4510 A A7 AN A2 ORI [T () TCMP 352 A7 DT

INVALID o | i, — MR, 7EIRFIRA F B AMRLFIE
.
UNTRACKED KA, faiHLmvi, RO raw 2 B g NPTRACK
trncEy | FArEet M TR, AR BB T (R A

UNTRACKED . X tH /&5t ir A5 RELATED [f15E 380 A3, — Lok
PR T BAT AN R, I AnAR ISR TOMP % SC 7 B4k AL PR

REORA A Lh—state MIAILE 58 lFE AR AR OCILRS, X4 ik
PATHER IR ER R G A T BB st A M & LART,  JRANI7 24T T Ay 1024 LA
Ry AR ST RATASH R 4, (EEAT TIERIRES RS m, sty
AT IFRAT IS T o U AT 2T I BA By B2V 3R [P g 1

TCPi%

X RALCRN Y, AT R RRES LU AT TR = AN A G S
AME TAER) . FATRATAN T — T IX = AR, RO B AT
FATIEFE TCP IF4hR, KN TCP AL i — MR IIPML, JFH. iptables H.
T (R R 2 MR AT RS R

TCP 4l i = AR F RV, KRR S F T — AN L Fr s
RIBWEFE . AT Rl SYN RSCTIFURT, FAG RN —> SYN/ACK # 3¢,
BJE45 T ACK #ROCHANER: A vl k. I7ETRA TSt Re el i X A% ki
BT, KM BUEERREE R R EAS SN, R Lk,

IR BT AR Y, SRR T B RE RS AR AR AL 2 — 82Ul 3,
IAranE—~ Nl A, I WSS APIRS L. Rl ieaB kT,
HEAEERER RGO B A% P REM T A A TCP RS AL . — HUEHR R —A




W, ISAFEBARZSHIL NEW, 23— B I A, SE R MRS AR i
ESTABLISHED.

BNRRE 2 % —4, RN %I A A X AT o Sl IXANEER )
SEPR T, FRATTELAT LAk NEW Fi ESTABLISHED JRAS (KR S AL 4L, (H2E
HERAVE B CA RERIZBITRAIENL, BP0k ESTABLISHED RAs, HAth
ROCHE P, XA TAE T R E . Rk, W RAEEE S A T
W IERRPRASER S NEW,  ABATRAT DA GBS BH 1L /N5 0 4% ik 25 AT T 4R
o B FRATAZINEL BENS 2518 NEW AR AR SC— IR BI AL, M el =
DART, XFERATHAGEL B B KB EH -

FEWNAZ I SEIL T, TCP RPRGSHT A R 2%, (HAR R Z ARSI 251 e A 2
(K1, AERFEAK YL, ARATIREA RFCTI3 BSUE LT TCP ARAEIRZS, FRAT I AEARRY
IR eRAIN A

Client Firewall Server

SYN

& N
ESTABLISHED

( ACK )4/

REOLER T, M%Fﬁfﬁ IR ER I SEIUA M R, (HSE, N
WV%%V%%E&@ eI RS A AN T o NI RATEAMI T, 5L
T/proc/net/ipfconntrack Eﬁ, ERNPRSE B AT . B RSER
B LA SYN 3L,

SYN/ACK)

tep 6 117 SYN SENT src=192.168.1.5 dst=192. 168. 1. 35 sport=1031 \
dport=23 [UNREPLIED] src=192.168.1.35 dst=192. 168. 1.5 sport=23 \
dport=1031 use=1

WL F A ERES IR RE S E B, SYN SENT bl &t ik B {H 2 W
W 356 o ) [E] A2 SC (UNREPLIED) o Y{IRATIZEAH S 7 1) 32 3 5 — AR S,
WIIRAS SR 1 Ah—A .



tep 6 57 SYN RECV src=192.168.1.5 dst=192. 168. 1. 35 sport=1031 \
dport=23 src=192. 168. 1. 35 dst=192. 168. 1.5 sport=23 dport=1031 \
use=1

MAETRATC LW R [F R ) SYN/ACK R 3C T, B 2RSS TR K AR, FRAl]
A L 2 & SYN_RECV. SYN_RECV ARZARTEVRIRAT] SYN $ SC L pliA% 338 [A] i FR AT 14
WKL 2156 g A I (R I SYN/ACK . 53 AMXANIE R IAEAE R # LA BIH SO

T BRI FRRBATATI . — HIA RS e m 19 ACK /3L, Bem —MIRAS
UEE T .
tep 6 431999 ESTABLISHED src=192.168.1.5 dst=192.168.1.35 \

sport=1031 dport=23 src=192.168.1.35 dst=192.168.1.5 \
sport=23 dport=1031 [ASSURED] use=1

R — B, TSR T 3 R T BRI G ACK 30, BT LUERE
AR Y, ESTABLISHED ARAKM , — i, IUAEMERE A REN T .

— AN AT Ak N ESTABLISHED JRAS, HEIAEHMHER . £&RA18
8)) tep-window—tracking ¥ T 2 J5, FATH AT AE 2B B E 1

AR, AP R PIRAS AT

(F'"’“CK)'\-; ESTABLISHED
( )/ESTABLISHED
ACK
F:llllli(:l(::)

ESTABLISHED
(:: ACK
CLOSED)

R A ok, XA AT EIRSG —A ACK IR A FIER
e BRI, XK R A DOE IR 00 R W bl — k. —A4

ACK )

M

CLOSED

i &




HEAEAT I BERE RST RH], B8 UL MERRPHE LI, A& 3L %1k
.

M TCP IEH RPN, IXAMER 3t TIME_WAIT IRZS, XAMRES
(FIERININ TR 2 438 IXFER PR R SCAEE RS A I, R AENS 52 Al it FeA ]
(PR Ay o S Al il AR AE— AN, XA R SCRIEAE B LA ZE 14 % H
% LT RE 8 F 2 BIR FRATTB K B Bl I B2 10 o — g

R —ANEEAE RST AL, BAREEHEAZ R CLOSE, 7EXMREST, 3,
1B 10 Fpep b PR ANERE FFR . RST fRSCASEEFHATA A, B H
XANER: . R HA ) — e FRATE A RS PR, 588K DL ARATT i
I TR T 3R
Table 7-2. Internal states

R 12 HIRRE

‘ State ‘Timeout value

30 minutes
30 7

5 days
5K

2 minutes
2 418

60 seconds
60 Fho

2 minutes
2 418

2 minutes
2 G5

10 seconds
10 #h4f

12 hours
12 /NI)

30 seconds

30 Fhp

2 minutes
2 418

NONE

ESTABLISHED

SYN_SENT

SYN_RECV

FIN_WAIT

TIME _WAIT

CLOSE

CLOSE_WATIT

LAST_ACK

LISTEN

XA AR L ] E SO, FRATTRENS T8 I 2 3 A AR R B IOX 2841, 3 AP RAT TR
nLUERL proc SCPFRGURB S, HAREXAHR B



/proc/sys/net/ipvd/netfilter/ip ct tcp *. {HAZTFEUIH KL, XLLERIA
{HASEAE S P A R TS 0 ORI, AR AR SEAE 75 BB o, IX S ) sy S D

U CRASHUEIAE R 23 B BRE  A s BB TCPRL AR SN, (At
\ VETCPRREXT M S AZEHRD o G RIRATALENEWIR A5 ) A8 1ot
\\\O*L = BikEE, BLELRENEWIRAS, FRATERMEINEWIRAS I A S TR
\ D Stve, Al iptables UR SRR SSFR AL, AL HBBE.
- AL BAT B E SYNERACK AL, 2B B AENEWIRZS (1. IXFEIF A
A RESS A TUAR BT KR 2, A H A AP KBS IR R 28 2 AR AR
1) (Al Re s Bk o BFRATEFEA BEA SZIXHFE AL I 52
We 2 R n] LLE A B B SYNIUNEWIR G B 4. BH —AN )
v, gD patch-omatic B ¥ tep—window—trackingd fEIh
e, RERE
/proc/sys/net/ipv4/netfilter/ip conntrack tcp loose A
0, IXFEFRATHLRECLR KBS S0 H SYNZ A1 BT A NEWH 3L 2 3¢

UDPi% 4

UDP JERA B TR o AT AAFAEE L ML ASC A, [RIINEK
#il73 UDP R SCHGETC PR o MRS UDP 3 3C 56 Ja U AN S [R] T A ATT K &
LI TR fEARVE N, FRATRES BEUSAE A% LI W EDE R NRAS, NI 3RAT)
WUE BRI R GE B AL .

Client Firewall Server

UDP Packet
oe raced
( )‘/ESTABLISHED

IEAPRE B, WAt WM IR EOKE S UDP JERL KSR TCP 4%
WAL U AT ARSI, ERRINE B AR ZE R (HEAR
i SRR, BATESCE B VI UDP RICKIE G, DL

UDP Packea




udp 17 20 src=192.168.1.2 dst=192.168. 1.5 sport=137 dport=1025 \
[UNREPLIED] src=192.168.1.5 dst=192.168. 1.2 sport=1025 \
dport=137 use=1

AT ANME AT 50, XA UDP Ao 25— AP RR, o ANE Y
T, ARSI AEAER ], BRR 30 b EETFORZAMUR.  H bk A
I, R A a S H kbR . [UNREPLIED] Fic i W 3 A e £
I

udp 17 170 src=192.168.1.2 dst=192.168. 1.5 sport=137 \
dport=1025 src=192.168. 1.5 dst=192. 168. 1.2 sport=1025 \
dport=137 [ASSURED] use=1

BN IR, RS2 CEXRI IR SCRIE T — AN RIE, ZFEXAMEERE
ST LAIA A & ESTABLISHED, HARIX/MREIRAVE LIHEA L k. A2z
Sk UNREPLIED S2ARIC#0E 2 T, S04l BRIA B I 4 15y 180 b —{H 2 7E
XA ¥ AT 170 B, Wl 7E 10 BPJE, XAMES S 160 B, iR
B S RASIE T, I ASSURED Axid. WS ixAMbrid mdbikE F, 78
LB TG B AT NEW AR B 3% — A Gk I R S

udp 17 175 src=192.168. 1.5 dst=195. 22. 79. 2 sport=1025 \
dport=53 src=195.22.79.2 dst=192. 168. 1.5 sport=53 \
dport=1025 [ASSURED] use=1

BUEIRRANERL AU A TR T o WERIXANIERLAE 180 M A AR BEAT B ] 5
WA E RN . 180 MPhE K LB, (B RIS, XA
NG T o BRSO IX AL B P K I, X MEA SR

ICMPiZE$:

TOMP & SCHARA SR — RS T, A A TR RA
ST, (IR 4 PP IOMP R S0 IR BN 200, B LA AT 12
APIFIRAS . X PIFCIRES 730 A& NEW AT ESTABLISHED . FRATT i 3 1) DU A RE 2
ICMP R it /& Echo/Timestamp/Information/Fianly address mask, 734
timestamp Fll information request # MK FE T, FrLAXLL G KR SCH
nlReml 3. {HSE Echo M Address mask X PR SCHR N 1245 31 AL 98 1) > FF o
T HENREFMATEEA TIEM.



Client Firewall Server

/CCMP Echc)

— request

ESTABLISHED Client
processing

ARG K, EHUEE HASHLARIE A echo iE3K, BikBEatah
EANRSCHT EE—ANERE, HAR NS DB KBS, XEERS KBS A
XS —/NAbT ESTABLISHED ARZSHIERE T MM —AMRCCH R &, SRS
W

CMP Echo
Reply

icmp 1 25 src=192.168. 1.6 dst=192.168. 1. 10 type=8 code=0 \
1d=33029 [UNREPLIED] src=192.168.1.10 dst=192.168.1.6 \
type=0 code=0 1d=33029 use=1

XA X FNFRATTE B TCP/UDPA s 2 5, B T FRATTAETCP/UDP HL i & 2]
1, IX) LA HABL =ANF B, 3l sE type/code/ID. Typeflicodesy il &
TCMPIIE R RNt ,  ELAARIK AT DL BN SR ICMP types— 7. W EIDTB, 4
— /N ICMPIREUA AR — AN & T B 1D, MEATCE]— A TOMPHR ST I i,
P Tt 1oL IDR IR 25

T—AFEEB, SERATER UNREPLIED Fric. MAIFTH —FE, XAl
RGBT RAE—AN T m bR E. &a, RIOED T IHHEGNE
WCfER, HEirHhkE B LA type/code/ID i T AH N & 24

EAETI —FE, NI SCHEIA A & ESTABLISHED fRRA . {HZEFRATR] LA
PRAE TCOMP NB R L Z G A B2 RS, Frel— BRI N SC, IXANER
FiRAg

7 LT AR — AN 7 EL TR, SRR SCESE 1R NEW, 1 N & SRR 1
ESTABLISHED. HBAFRATEIRAMIE — FiX/MEHIE, 4B KEE 2—/M SRR
I, EINAIRASE NEW [, e EHLVERXANE R AR AN, X R K
FUIA K IX A ERE AR T4 2 ESTABLISHED T,



| EENBUBINT A IER IR R R e B A S0l 2
\ ESTABLISHED, 45— SCHS A2 IXFEM .

o
\\\\

TCMP 17 3K [P BR A GER IF IS R] 2 30 Fb4dr, Rt m] LAAE
/proc/sys/net/ipv4/netfilter/ip ct icmp timeout H A&, XAMHE L
Je LU PIAR, B NAZ BRI A R 7 1 1O

ICMP [¥) 5 4 — MR EZ W D REHE H T R Im A, U IEAN R A,
TOMP (RN 254 0 B %2 I 23 3% 24 4E RELATED JCHERI—A D& fEE i, —A
fRT A R4 7 R0 TOMP EHIAFIIAERE Mg AT ik . nFeA 12k iE8: —6 1
PLERE W4, (HIEABAIEITREC M T, X — G i 2yt S8 ATl
52— TOMP HE R ., IXFFIXAS TCMP [RIRY 7 i A JE 4 T RELATED JRZ
. FATE FHE:

Client Firewall Server

SYN
NEW

Client RELATED
( Aborts )‘/

LT, BATRIE A SINHRSC, B kRSB — g, (2
H 25 838 ENLEE AT RIAT, RIS i as & IR [F]—A> TOMP R4 1540 5 o
XA IE IR B L2 I A IX A TCMP 71 B A& RELATED (1. 25 A 12 B g i)
FEE, IXFE TCMP [RI N 3R SOt BENS W A A IE R I F s, AT b At 25 1 5% 4]
XANER: . [FIR, B KBRS IR ANIER:, B S FTE X 2 — MR R

ICMP Net
Unreach

XFF- UDP JERZIM 5, an SBARA RG] T8RS0, AT 2 —FER . BTl &
Xt UDP 34211 TCMP 8515 SC A I A 42 RELATED.



Client Firewall Server

UDP Packet
NEW
Client RELATED
Abort

KA UDP IR — G TN, XA BA T XM &k, H
FEIXAN RN R V5 ], B AFRATIIRI B KB st e 21— TOMP 33
Ko B KERFITEIZ A TOMP B R EORIK B C 20 4T TR UDP 3R, Prblmlhigs fh &
BRI B, BT KA S TS RN B R X A IR M B . fe
2, Forum RN R S OT oG HIXANE R

ICMP Net
Prohibited

FE—SeRp e O, IR AN NS G ] A BE— AN R AN, AERRATTASIA
W BATIA T ARSI CAENLEI st 2 R AR IX PP Bl o FEIX L6
s, BTATH— O AR BIX AN SC. 140 NETBLT. MUX. EGP Z5%%, R
WAT N R R KARMG UDP &8z, B — /MRS A A& NEW, IR N2 & e B
k3 ESTABLISHED.

MBATEREERUAT I, P X e U A —FEER AR N I 7], Atk
fITer L ok /proc/sys/net/ipv4/netfilter/ip ct generic timeout f&4. %k
NS 600 #PEkaE 10 208, DUMEENARES &, JUTHRERERNEZ . E
EORRIESR, e A,

A% EREE R EE M rawR

A IRAE AL ER I L LI, UNTRACK A 4 Ay fal S,
b 32 UL YA RIAE raw RFRIC IR SCABIRER .



Raw =B E 0 TX/NH MR, XA, /R0 DL AR
W IR EE I SCHT | NOTRACK R

| ORI LU RSO A Z1ER:, PUAIXAS mark 2 E R4
N HRICHTI0, 75 I FRAT TR AG 0 T FE AT S B A e i e A 15 7 2L
c@mﬁ' B o

BAHEARFITRC AU 1, ERIREAAIRGS ILAC AR 2 A I AL R e BT
(Fr, PUAIEAN B, RA R, el il 2 R XA fg .

For =AM 7 WU AE — B AR K% s TR ARVEE 0 e i St e
PR, ST AR SCANE o IXFEARAE AT LA raw BT AR H A3kt 2y
AL SC ¥ B NOTRACK icd,  BeAi st il AN 3 A SOWOERRER I, 1y HO%
AP SCRCE, ML) T KRN RSB

FIN— BT R — AT EA K web RS 4%, ARAEXT web 2
AR SCACEFE IR o IXFEVR R A] LLZE raw 2 BLH 6 web Y 45 NOTRACK .

9K NOTRACK i3 —SE{ 3R % RE 1 In) A, 9 an— N IE R4 4T | NOTRACK
Frid, EEXNMEENAHGEREA SRR AU yHEEEREEF nat 11
helper HANREIE S T4E, TCMP #5 iR e, TRIEFIFT AN g . 2
TN BB Z iz, #14n FTP 5 SCTP 2545, XL n] GEmi R M2 5l o

52 2R P U 3 4 R I

B Lt EE A BB 2, FROX A T ) T 2 AT T X R i AR
IR BRI g, ] BEAR MERR BE A . IXRE S I 7 it /& 1CQ/IRC/FTP 4545,
HATTIX e SRR i S R E ks DX 5 A A SLAh 5 B, DRI IRATT 75 2L helper Bk ¥
BhERAT F-HIEFK R

R AR AR R AR, AR TEMBAN R

Table 7-3. Complex protocols support

‘Protocol name‘Kernel versions

FTP 2.3
IRC 2.3
TFTP 2.5

’Amanda ‘2.5




o FTP
e [RC
e TFTP

TATESELLFTP A5, FTP WSl B 56T TF— M RRZ W 21
B, HIATERLXA ST AR A2 I, A R 3 1T RR 56 B 4 (1 2
Padtehano XLEHARER n] LUB R AT 2 GE e, 0 ilie Eaifgsh. =i
Bt TahRAN, FTP & i 5 Uik 554 B Qb g 1, 285 B ST IHi
IRy 1, B g5 s P A B L 1 st 1 AR 2 ) S (Y 45 0 i 1

[ I3 K AN FHITE A AT TR R, DA AT A2 e i S e X ok
PR IR A5 S, BT AR Kl AN R R 55 o B 3 S RO MR 1 o

fif R RGN helper, ‘& EE R A HIER G, KO
ANEEEN AN RERS, AR IER OB TR . XA 55 A 5L RENS iR
BT, BATE A,

Client Firewall Server

/( SYN )
RELATED
ESTABLISHED

\-L( ACK )

Bezh FTP TAEAEA S A, FTP 27 i i VR iS5 s & 2T A 888, IRS5
B R v bR B . 2% v BIE Rl B A 20 v FERE R
55 AR B o o WA FTP ARSS SSAE T KB I TR, SRS FH P BR i i) bl A
¥, HARVFABATIVT R) HTTP A0 FTP, T T HARS A5, A T ik7E Internet
FEM P HLRE VS ) B FTP, o 7528 i B2 helper. FIREM BT
data ZEHEI AL FE

(SYNIACK




Client Firewall Server

SYN/ACK)

ESTABLISHED

SYN
RELATED
( ACK )4/

WA B S —2Ehelpern] U T, 505 BAKRIAZ, FTPAIIRCHMNFC
KRS IEH TAE T o BRWRAE A% BB BRI T 2 W helper, A=Y
fRE|patch-omatic & —F . XN REWEA, IBairicfs i —LL
ik, B M EEGH W iptablesfUs, HHEMESEE; RO EEInail 1ist
HIH R — N E2EFOam AN 1. BaniX ek mlse a3 2R, A
A P EE— TRusty Russell’s Unreliable Netfilter Hacking HOW-TO C([ff
PR A BRI A R B , AREECSITFES A

HEARERER I helper W LAGwEHENAZ, AT AW PR bR, 2 SRR G 136 b e
82 AT LU 3 T (1 iy N 28X LA e o

modprobe ip conntrack ftp
modprobe ip conntrack irc
modprobe ip conntrack tftp
modprobe ip conntrack amanda

T B RN R E B R B ANAL B NAT, T AR 75 B 58 22 AR Rk 58 e NAT
Yifige BIANPRAEA NAT Jf HLXF FTP MUEBRER, I AIRER T FIP [IE R BRI
B, AT NAT bk, FifT NAT helper Ll ip nat JF3k, XML, Hln
FTP NAT #ER[¥) helper NiZ%#ir 4 A ip_nat ftp, IRC BEELMH) helper N iZ /&
ip_nat_irc. HEHHEREA R AIIE, Kk IRC [MEHERES helper 74
ip conntrack irc, Ifi FTP ZE#:EREEF) helper 4%k ip_conntrack ftp.

TEMRR



ARENHT netfilter BLIHPRZAS A WA TAE 1 PA AR P SO 25 T r] 4%
o AREIERVHE T BABSUBATIAT N, AR Zh S 0E B IR R & Wl A5,
EARTT A TIESN 2 T AN FIEEAL] helper.

BRI R B ARG A, SR ANAR U A AT A
BRI NS, Al Al .

FHINE RAEFEMKRE N

Iptables B0 A IR 2 AEH A H M T H,  RralE7E R b 35K & 100 45
[FJI, iptables—save fll iptables—restore HJAEHLIRA AL, A THERLIUILR
AF B — NS 2 S B

|  Iptables-restore n] DAFIHIATE F —IEH, J7ikmt /Rt
o A% HOE [ B iptables—restore M. BUIIRAT KEAY
\T\D B, FS XA M. 0 nake rules. sh|iptables-

restore.

T TH B %

H iptables—save fll iptables—restore [t)—>H 3L i K gt A AT T RE S Nk
PSRN ERAT R IR HIN) o A5 FH] JD AR B kI () ) B e sl R 200 i
% iptables, TM&F—iXIAH iptables, 'EHEHCE Netfilter WAL AR [ 4
AR R, AR5 PR BN, s s, &Ja, PR
R E B A7 25 a4 AN B AZ S Al R . XS AE 2R AR 22 [

R PLIX S B RS, BAE iptables—save fll iptables—restores
Iptables—save 772 F R K DU CRAT 21— AR W SCAR S, T
iptables—restore WREME INAIXAN A, FF HAE AL P IR E RN ABATTI) Bk
MmO TR R A LR 8k K . Iptables—save Aefg— X PE NN
HL SR E AR, I HARFE R — AN SO BT . T iptables—restore NGRS
— PSP O BT B2 2N . Bergulud, X T — MR 4,
WER AR S, IRIX LSRN 2 I I B Rl 2k . 28R 2k, 3kAT]
AR AT UEAEAS AR — DO AR AE TR, N g — IR — AR, XAl
T ORI TE]

I RART ZHE KR R A N, XA TR B R, %, &
AT AL Z AL, F IR 25 PRGN U ]



R RIAL

AIREVR &SI T, iptables—restore BEMGALEL AT A D 2 21 H Hih
1b, BREGEEN, 1mHAR A GEKZEEARE. iptables—restore I FEAL &
ANBER RN 24 AR . B, FRATTARAEVHENLR S SREGE H2110 30 &40 id
(1) 1P Huht, RJGHEMIAR . 1X—5, H iptables-restore JKSLI, BRZ Y
DIEANETRE

— PRI REM IMNER AR B O — AN, XA AR T3REC ip Hubik, 4%
JE FE T30 5 1R R0 L T ) D% B e N WA B HBEE T, SRS ERAT N — AN IR
S, EANNE T iptables—restore SRKE XN XFE EARIR D EAH
2/ DU AR R, AHEIRAT TS AN, XN VAR SR

BANINERETRT R ZEAZ, S— A, XA
iptables—restore %X, SRJGH E M4, iptables—restore MHIA. XAT7
TEAERLNAR LU 22 IR I i ARTR 2 R 48 B2 U

WA IpEIE N iptables—restore XA, BT AN E HHIAIE 3
SN . Hs, XM ERR 77k, iptables—restore HAE S T H
A 1P G, W SRARARAE C B SO A e Tk S AN [R] ) LK
iptables—restore W ANEH »

iptables—restore il iptables—save it — AL, FLZINEEAESF4.
A AR KR Z, BT DRI A ABAZ, A S —2E match
F target BTN ZREANE, Xnlfes BIIRMTUH 2 AT . ST
TEIX L) B, FRab Zam N SRAE R EATT, R AT DT K50 2 B AR TAE )
FEARLFIR, BB RO Hh ) B 2 A8 LT (1) AR AN 0 Ao A FH 1) match

target.

iptables—save

HATATIH O LR T, iptables—save & — N RARAE 21 BN 2] —A>
iptables-restore ] UAT I SCAF. XA A SELEIR T, S AWM, K
TTEB XA A IE.

iptables—save [-c] [-t table]

—¢ 2T iptables FEORAFIIN AR ORAF QAN P 8. BB ATTF 2
AKX IETHA MR T o F ZERAEEAE LN, R SEAEAE .

-t ZHE R iptables Wl AR B E T B, WHREXNSETLLR L E
TSR . T EBRH TN iptables—save %



# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002
*filter

: INPUT ACCEPT [404:19766]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [530:43376]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002
*mangle

:PREROUTING ACCEPT [451:22060]

: INPUT ACCEPT [451:22060]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [594:47151]

:POSTROUTING ACCEPT [594:47151]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:17 2002
*nat

:PREROUTING ACCEPT [0:0]

:POSTROUTING ACCEPT [3:450]

:OUTPUT ACCEPT [3:450]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

BATRAS R —F LM RC & .

DL#TF Sk R IR IXAT R R o

Fp—MREURRE, fflWi*mangle.

PEEEAE— DR, RATAE RN, —AMEEE G N rk
HEAD CBETRMES (RGO : <A E0 ], B4 W] e & PREROUTING, 1y ERIA
TS AT Be S B AT TR T Uik 1) ACCEPT . )5 SCAI 5118l iptables - L -v
e — 2

T AR GHCATH — 4~ COMMIT SC8#5, COMMIT SR WM 2 AT 124t
T R A% B N A

TR B AT R, DR FRAEUH — AN AT IH 451 R I X AN S R T BE R4S .
HpE— N R /NRNEE Iptables—save ruleset. iptables—savet %
R

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002
*filter
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:INPUT DROP [1:229]

:FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

—A INPUT —m state ——state RELATED, ESTABLISHED —j ACCEPT

—A FORWARD —i ethO —m state ——state RELATED, ESTABLISHED -j ACCEPT
—A FORWARD —i ethl —m state ——state NEW, RELATED, ESTABLISHED —j ACCEPT
—A OUTPUT —m state ——state NEW, RELATED, ESTABLISHED —j ACCEPT
COMMIT

# Completed on Wed Apr 24 10:19:55 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002
*mangle

:PREROUTING ACCEPT [658:32445]

: INPUT ACCEPT [658:32445]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [891:68234]

:POSTROUTING ACCEPT [891:68234]

COMMIT

# Completed on Wed Apr 24 10:19:55 2002

# Generated by iptables—save vl.2.6a on Wed Apr 24 10:19:55 2002
*nat

:PREROUTING ACCEPT [1:229]

:POSTROUTING ACCEPT [3:450]

:OUTPUT ACCEPT [3:450]

—A POSTROUTING —o ethO —j SNAT ——to-source 195.233.192.1

COMMIT

# Completed on Wed Apr 24 10:19:55 2002

RATRER S T, D ar S aiHA T ARG HE, X AR NN T —c Z
o B TAT VRS, FOA 0 AT T (A A — A o I (10 Il e 25 A 4 B o
B ARE T, BEARAEF linux, PRBOZFANE T, FHEE Mkl
LAT .

iptables—save —¢ > /etc/iptables—save

a2 A FTE Y iptables MACE RA7 2]/ ete/iptables—save A
H,

iptables—restore

Iptables—restore iy H KKl it iptables—save R E . A3
Mg, & HBEMPRMER N2 N, TIANBEMN OS2 . T 2 e 1 Ad 1
R



iptables—restore [-c] [-n]

—¢ ZEERNBATEMR L TATZ BT RAZ I LLAIR G, EANSHEH S 4h
— M KA% I E i—counter,

-n ZHRWARBE RN CAAAENEE, AL T iptables—restore 2%
JET MR IR T AT Z 0 CEAAAE G . —n ZECA R AT LUl —nof lush KB
O AT AR

BATA R B IMNERINBBC E ST, X LBATH AR 4Tl g -t e AL
INPISFAS

cat /etc/iptables—save | iptables-restore —c

XA AR T AR

iptables—restore —c¢ < /etc/iptables—save
XA A /ete/iptables—save XA A T, SR 0t brvfEdm A A%
4 iptables—restore.

AR E FEWS 45 IE A IR IN AR B N AZ T HV % — D) AR RS, BBy, M
ot PR AT AT 17

TEMRR

RERAN]—EFEE FiHE T iptables—save UL iptables—restore X
TP A ABAT T S . XA N RSP #RAE iptables B4R LI RERE K2, i
A7 3 EEHR R PR AR A7 R R R = R

N FEEAIEEE T iptables MUWMITEIL LA NS iptables [RIA)
W, JF HIRABERIE T A2 52 5 (2 5 X

BIE EAREIN

AEE DL AR R = 5 R ORI W 2 S UK E AR, R AT BLIX
2K, B REVSR 5 KR IR BH 28 B SOV BE L AR BE IR OCEAT . ARPT
BEWEEATHA DN, A TR TR IEA ) matches/target BLK
oA A FABATT, o AN BRATT AT AL 2 1 SR B




AREERA T VHELE raw RPN B2 QDA LA iptables H 7 2 W R
B a, CLRANFEIFIERIE O, A RATGEW K ikss iptables @2 . 1E
K2 JEEAT, BATSH —ZRAH A ] HIY matches, g PR N B R —
P target A jump.

Iptablesy4& HIZEA

FfiTan ol 7, AU AT, AR R AR e S A
AEFRARSC . AN T B E 45 HFECE matches $EULIC |, ABAFATIHAT target
o jump 5% MH FATITS BRI ARAT I 1%

iptables [t table] command [match] [target/jump]

B NHRAIER target AMAUNAE fr 4 IBLR T, AP RARISAE R TR 25—
OB, AR A, TN IBTS MO TR 01K 20 0 A
R, B, KRHRE BRI, B2 ST .

AR T ARARUE target, R 22 € RERAEMR— K&, (EREEH 00
NERAINTESTERAFR, BFOABRNIIIREEAE filter R Bl thiscfT 2k
FHERX B E RS, Shr BP0y . 2R, LRI init
CZ LA E R B bRE .

T BRI kB BB R A, AT a5 RN RE e B AR
Do BIURHEIN—AS RN, AERE RGN AN R S AR 2R, T AT
IR 2 I AN ] L

match I BUBFE T M AR S, DEXANE X T LA e, 76
XH, AT LR r kYR 1P Hihlk, Mgsder, sml, Wiy, g i
fBAt 2. R FA TS E B2 AH ) match

BGRATW N target, B— MR SCULECFTA I matches, A4 target &l
HVREA RS AZAGA T 2 o a0k N AZFE I SCE B FRAT] H e EE L, ATl

LA VR AL BAE B IXAMRSC, H R AT DAL KR [nI 2 — MR g i
o AEABINRSET, TAISTENNIRAE.

* (Tables)

— IR IR PR IR AR AN, BROATE DL R, filter RagAli . ERIATT
T2 1 PN 2 S dl D R AN BE — M

# 9-1. #F (Tables)



‘Table ‘ Explanation

nat &) AL g bk 354, B Network Address

Translation, 455k NAT. ek NAT B4 i Eds 00 i bk st ik o A
T AR R AR TR AT AT . BT MR B R A&
EANER— e R — A FCVF NAT B¢ Masqueraded, AR I
RS A S U O R 8eE . mat S ul, & NS FREL A
=2, AN NAT, TR AR E . X TRA A A A AN AR
AN TP AT R A E B, XX — A, SR A e il st
o PREROUTING 4 () 4F FH 7 76 £ Wi W 20132 B K s s 25038 e 1 H ()
ik, W R FEEE . OUTPUT B e AR At = A= (1) A0 1) H sl
POSTROUTING 710 5t 2 25 I 7 K 3% 2 i 28 HoJsi ol

nat

EXANK FEH K mangle Bl . Bl Tn] ASCRAN R A6 ALk A
2%, Htn TTL, TOS % MARK. I MARK Jf¥f EIE#Msh ¥k, &
HURAE N A A H T —hnic e B KRS P ) FCA B0 ) e fe e Can
te) A M X AP AR e AT I e B s A . XA R AN AT
% . PREROUTING, POSTROUTING, OUTPUT, INPUT I FORWARD.
mangle [PREROUTING 7EALHE N K82 J5 6 e AW el gs,  POSTROUTING
JEAEFTA B AW 2 J5 . OUTPUT ZERf & A0 1) H )2 R 5 o8 40, «
INPUT EE 5 6 tH B A 2 J5,  AHAE P 25 [ IR P 2 2 Al AR
£, FORWARD 7F S W1 IFT i o AW 2 I« Beda — R B eeE i) H (1 22 /i
mangle fl. £, mangle RABEMUTAT NAT, ‘& H 2SR H P
TTL, TOS 5% MARK, ANy H Hodil. NAT J&7E nat R HEAER

Filter BHAAIG0EH R5E Bk SOt gy, AE MR —HE, IRATITE
filter B nl LA 57/ 055/ 852 /A 4 SC . FORWARD % 3= L >k b 2
AEANIIRSLC, INPUT FEACEE I H bk g AL SC, 11 OUTPUT W)
AR BRI AT AW LA IE AR S

filter

Raw R FI'E HEAAE netfilter MIRLERZ FT, b 3= ZE5t 2 H R 5¢ ik
NOTRACK ZRE, WIRFRATAEI XA TIRE, 2 2.6 UK Z G NZ.
raw  |Raw ¥ HL 4 PREROUTING A1 OUTPUT W 4%4%, 7rixXmy4cet FAbg 15T
netfilter ALFEHR L. PREROUTING T BIAHLI BT A IC, 1 OUTPUT
T AHLURIL T BT A L

EORE A TR 4 5K, AT e A TN H TR,
HMRIE T BERE R SRR MU A BN BRI, sl it
FERT K BG LB NI, e NEAa ez Bl fER it B, ] Ciednbitit
TIXLEA R RAE . WARARBAT 58 A B A 2 Bl IR ek . BEMi,
PRI L& A E

firS (Commands)
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AT RN SEB ST A AR S (Commands) LA HABIREW At 4 . fy
4 (Commands) 75f Iptables ZEXF AT RENMSAT 4, TEH LT, FRATHEF
AR —LefE R, FHm4 (Commands) AT LA .

Table 9-2. Commands

’Command ‘—A, ——append

‘Example ‘iptables —A INPUT ...

XA AEBE RIB N 2 RN, AT DRI A RN 2 AR AN
LRI AR, Wl e A PR er, BRARRIGAKOGEI T 55— %
M. ©

Explanation

‘Command ‘—D, ——delete

Example  |iptables D INPUT —dport 80 —j DROP, iptables —D INPUT 1

IX G A A M B e B T A — 2 RN, BAT AT W ey gt — 20

W, SN A SE RN, S At S . B
Explanation [{RHIZE— P vAMMER, A2 f e A R R0 U a2 Z50AN AR AEUIAI 3 Fd) 08 )
e WIARARA S5 R VAR BRI, R s 25 5 A
RIFe, BEIR 5 ISR AN 1 965

‘Command ‘*R, ——replace

Example |iptables -R INPUT 1 -s 192.168.0.1 —j DROP

X Gk A AR E AL B TH RN, A delete AR HE,
ESEAFLE T EAE e MIBRX AN, i e b — 28 kL
e XA TR 28K, SERs LA AR DS H] o

Explanation

’Command ’—I, ——insert

Example |iptables 1 INPUT 1 --dport 80 -j ACCEPT

FEBERLITAm AN — 200, XA M AR AT € I N o 4
AR, B AR A 2 UK NI 25— M s, Tl
(EtR sy T S

Explanation

‘Command ‘—L, —list

’Example ’iptables -L INPUT

XS5 A F R e BE BT RN, AE bR, FRATS 1
4 INPUT B HL BT A B0 . an SRR AN YR e B2 R, I Amisl
Explanation [IX5k3 B FTA FEE LR, ERIAETRERAFR, B
filter &, WHRMHABRRIERM-t S M5 HE% 2 LS
vz, Flian-n f-v.

‘Command ‘*F, ——flush

’Example ’iptables -F INPUT

A G OUEE BTN, e SRR TR AR BT, R
EE R, BAAIRES R, e dUa e & L gm0 K

Explanation




| T34

‘Command ‘—Z, ——7Zero

’Example ‘iptables -7 INPUT

XA S RN R OUEE LT AV EEs i, B e e B
ETEEE. iRV 2580 E-L &%, RS- LEH
Explanation f. i§Z XN EARAT LAH-Z 40, -7 504 HF-L —A4>
B, BRT-Z &A% . MR-LF-Z LA, ZXFEEEHHI
M, ARSI T ECER B TS 2

‘Command ‘*N, ——new—chain

’Example ’iptables -N allowed

XA LA SR & B g — 2R T A e XAk, 7E
Emi ) B, AR T AU allowed IHIT HE X
B IR, ATPARNMARGNENES.

Explanation

’Command ‘—X, —delete—chain

‘Example ‘iptables -X allowed

Rk o R EIMERSRE K8, EARMMBRIXANEE, X L2
AAEFTRN SR BX AN et il v, RN R s B4 i A A
Explanation | OGRS, SRJEA REMBRX F58E. o ANXAar& R REMER T A
S SCHE, iy B IR @ BEA AR R, 23l e R ra 1)
HIP B e SCHEMIER -

’Command ’—P, ——policy

Example |iptables ~P INPUT DROP

ot B BN target (W] F¥)J& DROP I ACCEPT) , XA
target FRAESHG o AT ANSF G R 11 B FR AP it o450 FH 31X A SRS
Explanation | A7 A IEEA AT LA IR . (H Py st s A1 P 13 e SRR A
R VRN RIS A, a2 AR R XA iptables P
INPUT allowed (ERHBWEMIEE) .

‘Command ‘—E, ——rename—chain

’Example ‘iptables -E allowed disallowed
Kt 2 SRR S — N4 PR A, filan B, 34T
24 allowed U disallowed. VR IRMIFITE SIINALE H TR EE
T A RUNEA S A AR

Explanation

B T REECE R K Bh s 7 i 2 IORRCAS 5 AT 2 s A\ S8 BE IR i 2o

RRIAEE, AR D -v 240, A 2138, 8 -h 28 WRIREEER
38, EAE-h SN EARARICH B (0 A - A FR. T IHFRATTA A R4k
I, A eI

Table 9-3. Options



Option |—V, ——verbose

Commanqs ——list, ——append, ——insert, ——delete, ——replace

used with
IXANEIN R —1ist —EAH . BuwmA~—ER S,
TR B /R E I DA K TOS fkRid. ——list 4>
WP SCE . T 2 LKL My 6 CXEL A

Explanation A& 10 P AN A 2 (P B2 an SRARANTE 2] 2 /b
ML 20T, EEHBIET-x, FHaNH. W-v fi—
append. ——insert. ——delete BY{—replace %], iptables <
VRN A B VR RN Qv B AR (1) . 2 75 IE A b4 N\ 55
&

Option |—X, ——exact

Commands st

used with

Explanation ff—T1list v Boss Son e BuE, mAH K. M. G 25
il FRbIEI L e F—11ist EH.

Option |—n, ——numeric

Commands st

used with
%t H g TP sl A O LBME TSR, A Z BN 44

Explanation |, HLinFEHL4A. WA FEPASE, ARtk L gef—
list &EH

Option |——line—numbers

Commands list

used with
—line—number iy & Ml—1ist —a2 &R, ABATTH Sk H 4 H £

Explanation |F. H TIXANENG, B—4MNEHET5, KFERMNEUR T
{E P FNTERE I, E . XA HEEf—list &

Option |—c, ——set—counters

Commands .

. ——insert, ——append, ——replace

used with
IXANE I AT DALEFATTE Q5 Bl A5 SO Ry B i, T 719 B

Explanation [HRCHITFEE . 1EVERBUEXAMET R, —set—counters 20
4000, X2 BCE RSO EE R 20 T 15 T HEUE A 4000.

Option |——modprobe

Commands

used with ALl

Explanation HET 5 F iptables PRI e B EAF H B . X2 IRH A H
]—ANEIR, J7— modprobe iy & ANFE REELH, LA 2




T A TIXAETA, (R, B — i B Sk e |
WaEd ., iptables tW4NiEE L%,

TEHR
XA EZE N T iptables MFEARM AL ENA T netfilte 1)
Ro IXELATALEIRATTBE M X N A Py A% B HRAROR 32 R AN [R] 4

N —EZRATHELHE iptables LA netfilter B n] HH matches, 1IX—
WHIRZ, REVIRATESR— matches ZEWFITIIRIRE, FRAEIREHML., —
A I B R IRANE S match AL, FEUR T B0 R AR RN 2
o

#1+E IptablesHJIJLEC (matches)

ABERATEE VUL matches, FRMMSHAEMATD 0 1. FH—AEml AL
Bo, ‘En UHAEATATRIUE, 56 R0 AEH T TCP [¥) TCPmatches, 25—
Ref% UDP (1) UDP matches, ZHPYZEEHBEH T ICMP [¥) ICMP matches, 55 H KR
—SBIEBRICH, B3 TOIRES (state) , BT # (owner) B BRI (1imit) 2545,
B G — I A R /NP matches, RGN IA G FFRAH AR, FiX
KNGy HAE N T AR R S B REE T

TR FATHTH LN E, RATLLE S T . Match szl je—AN 0
— AR true/false 154, — 4NN LLEL & £ 4% matches, #0134 1ARIT
TC A Hb ) 25 (1) 52 5 LR B IR, AU IRAT TR AR 44 28 NIX &
HLEIWEAN 56 1 E & . FeAl 1335 v LB TS matches MY 45 Bk YR A S 300 2 175
XPIXAAR SN AN I target ¥4 jumpo ARG 25H0 00 HL I IR AFAo]— ™ match
ANVUHC, BRAFRIUER S, B T 5 bk o HoA R 4 F, FRATTIE SN A
AR PCEC R, B — 2 M HE— 2D UL IEC . R WIBT A 1K) matches #5il
A&y IBAIXZEFMINT B [P) target 843 jump BE2s 8% A

i) N

AN LB GEHIVLAC . 38 VTSt e A AR AR B A A P B gk 1
AP JEILES (matches) , FFREWAEH]. J34MEA 28 match Ty ZA K E AHe
A BEMAE T, B4 TCP match, FATLINE SEiEL—protocol il & TCP 4 fg
LA VAT TCP WM AIVLEC . I P A A il VLA .



% 10-1. @ A UL

’Match ‘—p, ——protocol
Kernel 2.3, 2.4, 2.5 and 2.6
|Examp1e ‘iptables —A INPUT -p tcp

XANEHCZS (match) E 2 HRAS & 2 s, #lan
TCP/UDP/ICMP 4645, ‘& EA LA R JLFME A 5 K
1. e LHFR, BEAIAE/ ete/protocols HLIHI &
S, AR HRES
2. 2. MR DA¥E E —ANEEE, fFhn TCMP w2 1, TCP
S 6 1M UDP A& 17.
Explanation 3. HAMERATLAFRE A ALL, ALL SRR{UN VLA
ICMP/TCP/UDP #pill, XAMEERIAACE, FfEHh 0.
4. AL AR, DASESCE S o o Ba s, i
udp, tep
5. I JaERATIA T LIRS s, 51! TCP R 7R L L
UDP/TCMP, 48R AIX JLFA T o] LU 2B H g%t

XJ TCP/UDP/ICMP /333 o
|Match ‘—s, ——src, ——source
Kernel 2.3, 2.4, 2.5 and 2.6

Example |iptables —A INPUT —s 192.168. 1. 1

XASVEAC S (match) EZAORICACHR SR bAE,  EA AT BLIL
Fei & N, B RLDEHE A2

1. B bhl, 40192.168. 1.1, A5k
192. 168. 1. 1/255. 255. 255. 255 B§, 192. 168. 1. 1/32

Explanat i ;
Xpranationly gz, 11192, 168.0.0/24, B 192. 168. 0. 0/255. 255. 255. 0

3 FEHWHERY N SO S KR, R SHK, W-—source !
192. 168. 0. 0/24 K/ Huhb4h 1 pr A Huhik

4. SR 2P A ik

|Match ‘—d, ——dst, ——destination

Kernel 2.3, 2.4, 2.5 and 2.6

Example |iptables A INPUT —d 192. 168. . 1

Explanation |FCAZAR LI F s kuht, FIEAISHEAEDCAE 3.

|Match ‘—i, ——in—interface

Kernel 2.3, 2.4, 2.5 and 2.6

Example |iptables —A INPUT —i eth0




DAL E N A Hib B A FH 1) I 286 2 L1 SR DU e A . B89 RIX AN UL e

JLREFIT INPUT, FORWARD A1 PREROUTING iX =AMk, FH#E HABAT
a7 e on e R . IRER LA — N7k

1. feEFEO4H, W: ethO. ppp0 %5

2. fEAEBCAT, BPoesons, eREAFFET . EHEH A
Explanation [Il"5, B[l iptables —A INPUT —i +&/sULHCHTE 4L, MAHEE
{E AN L X AT BT A W ECATIE AT LUK

R POMJSEI, W eth+F/RPTH Ethernet 511,
Wi, VLHECHTHE M Ethernet $2 L3E A AL o

3y TR VR IN O SRS RN IR, FEE K, W —i ! ethO

= RUEPUAECR H B eth0 AMPETA L.

‘Match ‘—o, ——out—interface

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A FORWARD -o ethO

PR BT A i B4 110 W 4432 LR UGS A o AP (R TR AT 2 2

Expl ti . .. ~ N
P anat Lo |y 95k H—in-interface S,
’Match ’—f, —fragment

Kernel 2.3, 2.4, 2.5 and 2.6

Example  |iptables A INPUT -f

FHSRIEHAC —ANM 70 AL IR B8 — sl S LR BB 23 o BRUA EATIAS
WA EHEH tbhl, B TOMP SRR L, FLAB R JE AL Bl 2

'y FTAAATEAVCACHERAE . EOE R Ao XAt T Lo
INFESLEI G Rn I, HESERALE, W | —F o BRI, &
Explanation |7x R BEVLHC R AT 70 A MR B JE e A IR IR 2 — e Fr s
JE AT o BUAE NAZAT 5635 (R AL Th g, mT AR LERE
Bilis BT AAS A P S R Zh RER s LR il oo SR AR i
BRINES, SEANSE BUEMTRE A1, DBOVAEEA BIAAEATHE 2 /i
WALFL T

a4 LA (Implicit matches)

A BRAMEEZIHERSIUALSS (match) , {18 AN, XWEKRER
P VCE n] LB B AT AT AT B A I sh A, Bl 34T TmT DL E Al FH—
protocol TCP. IFERGHINAA =FREILH, 439 &: TCP matches, UDP
matches PA S ICMP matches. &f—Fh matches #SL X & 1WA FRK 1 VT
Feactho TS 2 ARSI 2 B /R VUES, Bt R s Ul FRAT 75 ZE A (1 F —m B35 —
match 45 B PRATTEMULHAL, X NE T —F i,




TCPULAC#s (matches)

IXLEPURL A A SO, AT L BE L AE T TCP 30t AT ABRATIZEAE H
XANUUHE 2 (match) [ B T 5 g 2 hil—protocol TCP. 1V = —protocol
tep WMZIAE TCP ILHR#% (match) [R/2i, TCP PAJ UDP I&4H ICMP #f/% Ba & UL
(), BATE Se i TCP, Al 20 I 43 .

% 10-2 TCP ILACZAS (matchs)

’Match ’——sport, ——source—port
Kernel 2.3, 2.4, 2.5 and 2.6
’Example ’iptables —A INPUT -p tcp ——sport 22

HET TCP ALy R UCHS AL, i e e e X T
I ANFREIEI, DG 7R BT g 1

2. AR 2 8 L, HZFUIREAE/ete/services HE X
(1, XA iptables NIXAN SO B A $RAH R (155 55 NIX ] LG
W, A A O S SRR AR — UL, 9K, nl ek e gt

T o HR BARARS — AN 200 B 2 NN, SR
e S A v 5, RS R R (R — S S 0N
JUHAL T b, X2 S 10 FhHAN R, [HEE 1000 45 10000
2% .

3. A DM IES v 1, Wl: —source—port 22:80 iXFE/RM 22
280 T H I, G 22 F1 80, WIHP/ANS 1P T AR
A, UWl: ——source-port 80:22 IXFl ——source—port 22:80 [FJRL
Explanation |3 —F¢,

4, nPIEBEE—AT, BRIAGE—ANE 0, Wl: —source-
port :80 F M 0 ] 80 ¥ FTA Uit I .

5. WAILAIAMEEE — A5, BRIAJE 65535, UWl: ——source-port
22: R M 22 3| 65535 [T U I

6 Eu 5 i D0 SO S KRB, RS, Wi ——
source—port ! 22 FINFE 22 52 AR T A ¥l ; ——source—
port ! 22:80 F M 22 F 80 (fUFE 22 I 80) 2 AMKIFITA Ui
l:lo

R XAVCHCERAEANRE TR MIANE S (5 414, . —source—
port ! 22, 36, 80 IXFEMIHRAEZ H 5 S ZEA 4311 2 b 11 UL
PRk 5T .

Match ’——dport, ——destination—port
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Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A INPUT -p tcp —dport 22

Explanation |F 93 1 ARSI H 035 11, PRI 1R
‘Match ‘*ftcpfflags

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables -p tep —tep—flags SYN, FIN, ACK SYN

VCHCHS 1 TCP ki AWML, ENERRSIR, FIRHNHH
PELWRE SERRTT, XA FIRZ BT BN
fREBMERERbOE (TERSREME) , B oA Hdhe “1
F—ANFIER A I Bk e 1 (RPIRESZFTIFRD 17
Frid CGE—ANFIRPHAR G LS 0) o Wi, F—4
ZHFRAR AV, A SEIR MR E A O 2 MREe
B o XAVLECERAERT LR BL R FRid: SYN,  ACK, FIN,
RST , URG, PSH. Yy#M&A AW AT, & ALL F1 NONE.
Explanation |4 8 X, ALL J&481E @ B bnic, NONE ZF5 AR @A r
e IXANMVEC R AT AR 2 0T N0 SC 5 R~ U . 9l n

1. iptables —p tcp —tcp—flags SYN, FIN, ACK SYN /< ULHACHS
G SYN AR B 8B I FIN FTACK i G W E 1A, &R
Z IR A — AN A 2

2. —tcp—flags ALL NONE ULECHTA bRicHSAE 1 I,

3. iptables —p tcp —tcp—flags ! SYN, FIN, ACK SYN £ /~[LHd
HBLEL FIN FI1 ACK ARic g ¥ B 1M SYN FRic v ¥ B AL, 1 2 g

1B,
‘Matoh ‘——syn
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables -p tcp ——syn

XANVCHC L % B/ 5 ipchains IARHII B, 2 BT LG BE
©s N T MR, WA T N iptables Al
ipchains [A][{)#6 4, & UCHCARLEE SYN FRicd % & i ACK A1 RST 5
WA RER, XH iptables —p tep —tep—flags

SYN, RST, ACK SYN [fEFHZ L=, XFERI0 = ZH AR TCP %
WAL & SR o N RARBEE T IX R AL, e B E T T
AN N ERAE, XAE— R BB T 2. HAMH
HEBAEW, R IEARZ SRR I — A iy 5
i R S5 38 2 5 e s s — 2k, EAREE R CAF IR 2
IEVRIINLT s TAEL TR T — AN o IXANVC Lt ] FH 9 S0
SWU%, Wi: ! ——syn HIRUCHECARLE RST B ACK B E A7 EL,
PTEUE, BUEIRES A CEE A IR A

Explanation

’Match ’——tcp—option

Kernel 2.3, 2.4, 2.5 and 2.6




Example ‘iptables -p tcp ——tcp-option 16

MR IEINVCHC AL . TCPIEI A TCP 3k H IR 4, A =AY
oo A 8 M FRIRIEI IR, 5 A 8 ALK RIE I
K CXAMKERIEA R B, (HAE S 735 7 o b 17
A1, T HEE EARRATCPIE A A X — & 1) , 250N
Explanation SRBRZIEIIINES T o A TIENARHE, FRATALIATITA L
I, (HIRATT AR IR R, i RASE AT R0, At
HIRBB KRG E 5853 o XA ERAE AR 4 128 1 1) -3k 461
RV, B nT AR 9 S5 BUR . A IR T ] 8
Internet Engineering Task ForceH 4k,

UDPILHCES (matches)

X AR UEEC 28 SR UDP SCH R, i = A 1EH—protocol UDP
SRR i, UDP DLPCEs st he B S in#k 7. UDP 2 —FRh o, FrbifEe
FITF S R PER DL A Sk H s A 2 Dk id B E, B AT AT
PIRfIN . B a—AN UDP R SCE T, MEHMET (WASH 1CP MR IE 2
XK A TCP Ehiliok, UDP RUULRCE /DS 2, (H &N T R A e
T AT CAERRIE A —FE

Table 10-3. UDP matches

’Match ’——sport, ——source—port
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A INPUT -p udp ——sport 53
. BT UDP i R UCHC AL, o K (K45 & JE R TCP matches

Explanation e s

H ) ——sport 584 —Ff,
‘Matoh ‘——dport, ——destination—port
Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A INPUT -p udp ——dport 53

FeT- UDP 1) H A R VL ME L, 3w 1 AR 52 JE XA TCP

Explanation )
P matches " [fJ——sport 584> —Ff.

ICMPJLHic 28 (matches)

X RATTE S TCMP [FUCHAC2S (matches) , 72256 I 1) & X BE4
AR A7 BRAE S (50, ARATT2 UDP —FF R CIE R, (H 2 EAr R 5%, TCMP
P T R R AR R R T 2 2R 1, TOMP AN TP B-F s, T2 Al IP
AN —AN, e B E ARG TP DhRERIH B [P B T4 R AR . TCMP [k



http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#IETF

KA TP ARG, (HIEIRA e e sy, W EARrE et 2R, Wiy
AT B IR EEAE AT 4 . Bl IABEY M) 1P Hbht, ABAFRAT]
B — A TEHATTIAR TOMP IR AL, SEFEH TCMP SREYFZR, 155 DL &
i) ICMP types. ICMP KA —ULACES (matches) , {HEEW T, HIMERT
[T 28 138 P VS EC 28 A TR T LA o

Table 10-4. ICMP matches

22 10-4. ICMP matches

‘Match ‘——icmp—type
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A INPUT -p icmp —icmp—type 8

R Y5 IOMPR AL LA, SEHY (K a wI LA 33k il 80 (E s A v (1)
4, BUEAERFCT92 € X, & v LI Hiptables ——
protocol icmp ——help &, BUETEMRICMPARMHEHL, XA
VOREH v] 9 S0 5 B s, Bi: —icmp—type ! 8 pi&/NULALD
BRI 8 2 AMFIFT A TOMPRL . EF R A LEICMP KA &R 7 AH
T, RS X ENAR ek, B eEfTRS
Explanation |HEFEL 5 5 ) B E R I HL T

| 5V 255 B netfilter FSRUCHC BT 11 ICMP 43
0 TR RTINS, 4T
\\\\OB 4 et R BTG 1 TCOMP 35

SCTPULEZ A (matches)

TR R (SCTP) S22 — M4 B PN, T SCTP IPE4I N4l A B &
e PR B E FH LSRRI iptables #5689, SCTP Mlid—p sctp FMNEAH VLD
%,

SCTP WS e LL RNy A 2 W] LA B AL/ W 4 il 7 A T (14, SCTP il
B R AT R A A ZOR I KR R 55 . A RBAT I SCTP,  fr AAS
N AR 1

B~ULHEE (Explicit matches)
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S ZQUCHE A28 —m B—match 3588,  H i R 25 DT FE sl 04 25048 FH —m
state. fAYEULALIATE LRI, HLEMATE, WUIESAREMA L, XLk
ARZSIE NEW GEARE P ERN S —A8) . ESTABLISHED (CLEEA[HIE
B, R O WMD) , RELATED (i C&AEAEl. &b T ik
BIERERIEER) , 5%, FEJURIRAETF R B, SEiE ST
UtH] iptables B KBEST . X VLA R P A VLA —IFaR st 2 S Y, HLLS
R e HEIE . i iptables BIRAMILA, A LRI ATH. B
B VEPC AN 2 2 UEC £ K TR X 3 A — AN ERBE B IS B sh3e 8y, — M 2R
AL

HoHER A VCAC RS (match)

HE S ) VU FE IS T Hu R0 >R AR B ST, Hhk 28 00 4 P R R R AEAS [ ) 4
SCHAT S, T IX AN VU FEC 2R VR B0 BE 05 AR B P9 AZ (1 k28 e 4R SCE AT LA,
BRI IR LI e S R 2R = RS X, Ran— M RERNH, (H2
HEZH BRI NFIEE1ES W Linux Advanced Routing and Traffic Control
HOW-T0 and Policy Routing using Linux. FIHAEETA HI2EBIES)H K.

2 10-6 Huhk25)

‘ Type ‘ Description

ERHE: XA B2 S, AR 1Bt 2 ) 2% 5L i
HUF 28, (B2 A — Rt S brselle 250, sl i+
ANYCAST 5= DNSo AR — PSSk, (252 Fs BiXA bR £ 6 3
ML, A RARIIHR S S BAE M EHERTS . W EIXANE Tinux
(1) TPV4 HL R A SEEL

RO PR M B B R U X AN ik TR T R R S,

BLACKHOLE TE linux B3 2 L HBC E -
IR TRERRE AN RO R IR R W g L RN HLES, ARP
BROADCAST ey~ v tmaep iy i 7.
LOCAL A A RE R TRATT CAE RIS AT bk, #ilan
127.0.0. 1 s Hop B —f O bk,
rensy | BAREUR MICCRISEARE AT R, ORI T

SRR 7 ) 3L

NAT INAT: 4l P R A Ml e PR

SRk MBI AR RN, R e AOX EALRE A

PROHIBIT 1y oyp e g

P53 (THROW) = BHEEAIHEAMER, Eot linux WAZI— SRk
THROW Mo R M RSCA KB throw, A S5 LB B H T
HECRER . IEHEOLN, B BNUGES 4, EE AR g
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’ Type ‘ Description

| PR, 7E 53 A A b 2 LT T R PR £

UNICAST — [Mifff: —/MELSCRTBEHIRHAIL, S Bl Sy i WA

ARIE: XRYE AN RE TR bk, X AMRC

UNREACHABLE | ,_, ‘ 8 oy e
SWEFRIE IR A TOMP EHIAATIEE S

UNSPEC ~ [UNSPEC: WO SUIKIHBAEIRAY, 4Rty 847 (L0 75 XL

FERATT s IXAN I P A% P SR A % i ) A BT IR B ) 2 R R
XRESOLVE  [IXANA] (e &AM O ) S W N A% 41, BB A vl e fa L)
(KA . Linux BV SCHLIXANThEE .

Hubl 2RI PUAC#S (match) J@id-m addrtype N#, M#Esc2 )G, FHEIXLEHEITR
Al LA T

2% 10-7. Huhk UCHC % 35

’Match ’——src—type

‘Kernel ‘2.6

’Example ’iptables —A INPUT —-m addrtype ——src—type UNICAST

TXAN I T0 = FH R UGl SC R it i 288, g B ] DL — A —
k25, Hlhn—src—type UNICAST; Hn]RESE JLANRAYHZH
Explanation |&, ZI[AIHILIE ST, #HlUl-—src—type

BROADCAST, MULTICAST . 48R FRAT T T AT IXLEM Y i, fH 2!
PSR AR BT, 4N —src—type BROADCAST, MULTICAST

’Match ‘——dst—type

‘Kernel ‘2.6

’Example ‘iptables —A INPUT —m addrtype ——dst—type UNICAST

IXANTEIIE FCAR S H Rt 2550, ARt bk oy SR L AE —
o

Explanation

AH/ESPULPC28 (match)

X ANV 28 3= B ] T+ TPSEC [#) AH/ESP #4, TPSEC 3= FH SR AEAN 241
W& bt S 2 A IR, AH/ESP Bt 8 Rt a7 IX e 22 4 i 42 1), TS AH/ESP
ST UL RS, (E AT AR 7 SARARAL, i LLRRAT A — i it .

WALT Z RN IR IPSEC, A T 5 215 KiEE FysERE:

o RFC 2401 — Security Architecture for the [nternet Protocol
o FreeS/WAN
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e [PSEC Howto
e Linux Advanced Kouting and Traffic Control HOW-T0

PR ARAR IR T BT, E2 S DRk EiE .

AE{F AH/ESP JURCSE, i#4d FH-m ah hn#% AH DTPC2E, %% -m esp MZk
ESP JCHC 5.

! 52,2 LK 2.4 AL, Tinux H FreeS/WAN SRSl
| [PSEC, HAE 2.5, 47 LR IRAS BLIT, Linux WA HESEHL T
\N{}B IPSEC, 3%} IPSEC fly5e 45

%% 10-8 AH DLFC 283E TR

’Match ‘——ahspi
‘Kernel ‘2.5 and 2.6

’Example ’iptables —A INPUT -p 51 —m ah ——ahspi 500

IXANJURE 2% = FEPUHL AH $) 301 SPT Zfy, i i LT EHE &k
T EECEC IS 51, SPT AHEFN H 1l LK 2 4% % kA
WA AR (SA) o AR (SA) BERSME— T E L
Explanation |&f—> IPSEC &1 . 7EM-MHIF AL H]), @I SPT RefE X 7
HANF I IEE: . FIH—ahspi ZEFRATTREW AT BRI SPT kL
B BN AR ST, 2MARBATIE T LB a:sign IR ORICH — B
SPI, 41 500: 520.

Table 10-9. ESP match options

%% 10-9 ESP DUACSE 3L TR

‘Matoh ‘——espspi

’Kernel ’2.5 and 2.6

‘Example ‘iptables —A INPUT —p 50 —m esp ——espspi 500
Explanation [FIi:F1 A SPT —3.

Comment match

IXAN VT 2% 5 B F R AE I AZ AR 42 FE T v B, IXFER RE S ik N FE N 5
FOWP/ER B T FFE U2 IX A S — N IERULACAs, S A
‘©r LLUE R -m comment JNZ;.



http://iptables-tutorial.frozentux.net/iptables-tutorial.html#IPSEC-HOWTO
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#LARTC

Table 10-10. Comment match options

’Match ’——comment
‘Kernel ‘2.6
’Example ’iptables —-A INPUT -m comment ——comment “A comment”

——comment IR ML bR FNEREN A, & MNERRAKE

Explanation Yy 956 G

Connmark[LACES (match)

Connmatk JLAC#E (match) H#CHRKIR4% MARK/mark [ target F1 match 45544,
Connmark JLAC#s (match) HIRULHC—ANiZE#ziE ik CONNMARK target 15 & I
marks, & HA—NSE.

U URAEZ AR ILACHR L, I HLAE CONNMARK ¥ '8 1 i 3L mark 2

Aty
o=

% 10-11. Connmark match JEIR

’Match ‘——mark
‘Kernel ‘2.6
’Example ’iptables —A INPUT -m connmark ——mark 12 —j ACCEPT

Mark 326500 FH R VCHC— N EFE R BT mark, XS mark A] DA #E
i, ANd H ERIA A OxFFFFFFFFUL. BlUnfR¥e'E T - mark 1/1, AN

—ANER) mark 24 B10001 (33) , HBAXNERSE W LIULE L, B
10001&&00001 25+ 1,

Explanation

ContracklLAC#s (match)

Conntrack match s2ARAFVCACIY ELIRE, ELBATHENS £ 5 A0 (RTRLE
FUCREHRSC . EibIRATEAT T HRR S HOE R ISR I RE S, AT ZEH — AT
i)z, BIWARES ILAC.

Conntrack match JEEINLLEE 22, AATTAR A X E R IR IR 2R 48 B 1HI IR AN [H]
HETL, RIEIRA A

Table 10-12. Conntrack match options



|Match ’——ctstate
|Kerne1 ‘2.5 and 2.6
’Example ‘iptables —A INPUT -p tcp —m conntrack ——ctstate RELATED
XA match HSRARYE R PR ER PR UL BCHOOIRES, B LLATY
RAVLEC DI RE 2 —FERT, mT M PRSI R
e INVALID
e ESTABLISHED
e NEW
e RELATED
Explanation ° SNAT
e DNAT
BRI LAEEE ZAVIRES, HR IR SRS 0l 108 S I 4
U1-m conntrack ——ctstate ESTABLISHED, RELATED.,
AT AR ! SkEUR, #1-m conntrack ! ——ctstate
ESTABLISHED, RELATED, iX%%fir4 VLHCRR I~ ESTABLISHED Al
RELATED Z AT AIRES -
|Match ‘——ctproto
Kernel 2.5 and 2.6
|Examp1e ‘iptables —A INPUT -p tcp —m conntrack ——ctproto TCP
|Explanation‘tiﬁ‘matchEﬂﬁﬂtbi%, ' fl—protocol FHVE—FE.
|Match ’——ctorigsrc
|Kerne1 ‘2.5 and 2.6
Example iptables —A INPUT -p tcp —m conntrack ——ctorigsrc
P 192. 168. 0. 0/24
Explanation [IX4> match DEREIE W RO HHE, FHEANBEHLAL IC AL —FF
Match ——ctorigdst
Kernel 2.5 and 2.6
Examp e iptables —A INPUT -p tcp —m conntrack ——ctorigdst
P 192. 168. 0. 0/24
[Explanation |JCE F i 41 H paE, JHVER E.
|Match ‘——ctreplsrc
Kernel — |2.5 and 2.6
iptables —A INPUT -p tcp —m conntrack ——ctreplsrc
Example

192. 168.0.0/24

Explanation

XA match VERC e &S s bt Fvan .




‘Match ‘*fctrepldst

‘Kernel ‘2.5 and 2.6

iptables —A INPUT -p tcp —m conntrack ——ctrepldst

Example 192. 168. 0. 0/24

Explanation XA match DRI FI3EREA H frdbdl, FHikdn b

’Match ‘——ctstatus

Kernel 2.5 and 2.6
’Example ’iptables —A INPUT -p tcp —m conntrack ——ctstatus RELATED
:zwmm@mkﬁm&m,ﬁME%,@m<& UERL) — 1A
o, ATHMED R

o NONE—ZZEFEARA IR

e  EXPECTED—iXMiEHE &MY expectation B A R B4 4z,

Explanation| e SEEN REPLY-AIEH% S RIT7 MR, (HRAEEAH R,

o ASSURED-IX/AMEF CEARER T, FRIAEE R8N B3 —Fh
— PO, XA ERA SR .

PRI WU (D) BAERF, #Wi-m conntrack ! ——
ctstatus ASSURED VCPZER T ASSURED 2 AP T 3o

’Match ‘——ctexpire
‘Kernel ‘2.5 and 2.6
’Example ‘iptables -A INPUT -p tcp —m conntrack ——ctexpire 100:150
ﬁjm?m%%@m T 1 P BN B AR e HL I PR IS IS ], I 1]
W AERD

L, FATAI A — 45, il iptables A INPUT —p tep —m
conntrack ——ctexpire 100

2, BAVLATLAVCEL—/ MG, 10 iptables —A INPUT —p tcp
-m conntrack ——ctexpire 100:150

3, X match i FFEUY, #lUl-m conntrack ! ——ctexpire
100 DEPCHT A R I I A AN 2 100 F2(1)

Explanation

DSCP JLEE#3s (match)

XA matchIt T-DSCPULHCH SC, DSCPH] AL R SCH T 215 B RFC 2638

- A Two—-bit Differentiated Services Architecture for the Internet
REC,

Table 10-13. Dscp match options




2 10-13 Dscp [ULFECESLEIR

’Match ‘——dscp
Kernel 2.5 and 2.6
|Examp1e ‘iptables —A INPUT -p tcp —m dscp —dscp 32

RANIETHRE VLA, BAT T U 10 BERI s 16 BEH
Lo WUERBATLL 10 BEHFA, HEH AL B W]

Explanati . . A .
FPRAARON o A BATILL 10 BRI, B2 BT 0x JFk, f1h 0x20
3. AL (1) #4E.
|Match ‘——dscp—class
|Kerne1 ‘2.5 and 2.6
|Examp1e ‘iptables —A INPUT -p tcp —m dscp ——dscp—class BE

——dscp—class match FRIETHCH diffServ )R UL H
Explanation |3, iXAME ] LA4& RFC BT & X1 BE, EF, AFxx, CSxx 2545, Ak
Tt SR (1)

| iR —dscp M—dscp-class PIANIETUE B w1, AT ARER

No'i_e‘- AL
=)

ECNULHC#S (match)

Ecn match I REE T TCPIECN B UL HCHR 3T,  ECNIK) N 251 WRFC 3168 — The
Addition of Explicit Congestion Notification (ECN) to IP. NIk
i,

2 10-14. Ecn match JEIR

’Match ‘——ecn
Kernel 2.4, 2.5 and 2.6
’Example ‘iptables —A INPUT -p tcp —m ecn ——ecn—tcp—cwr

USRS CWR LU #BeE, 4 —ecn—tcep—cwr A SRILCHTIX S
RIC. CWR == LRI Hont i A Bt L2 Wi 1) ECE, 1y HAYCHE T i
o BRIMEHLT, FRATUTHD CWR BEE T (HRSC, (HZFRAT] LU
TR (D) RAB AT A

Explanation

Match ——ecn—tcp—ece




Kernel 2.4, 2.5 and 2.6

‘Example ‘iptables —A INPUT -p tcp —m ecn ——ecn—tcp—ece

——ecn—tcp—ece HRIGHCHR SCIH ECE FbE. a5 EHLNC R h 28
BB CE 3T, B4 FHLEE &% ECE R E e, i ix i
Explanation >R KO0 s Pl (G ACOETH B, Wi B J A% CWR 4R SR . BRIA
500 ECE LURF#E s B AR SO B L AL, (2 FATTAT LA I B
(1) Ktz

’Match ‘——ecn—ip—ect
Kernel 2.4, 2.5 and 2.6
’Example ’iptables —A INPUT -p tcp —m ecn ——ecn—ip—ect 1

—ecn—ip—ect FIRVLAC ECT #- 3¢, ECT A an K JLAPH:.

L. EAT T e T B A N LSRR SR 8L ECN BE 4 S KF
Explanation

2. ECT #% 4% HH #3% F Skl an 4 28 & A4

ECTI/ME vl LAXE I ECN Field in TIPS

Table 10-15. ECN Field in IP

Iﬁi;ﬁifs ECT|CE|  [Obsolete] RFC 2481 names for the ECN bits.

0 |O RTWNot—ECT, ie. non—ECN capable connection.

] 0 It ECT (1), New naming convention of ECT codepoints
in RFC 3168.

9 Lo ECT(0), New naming convention of ECT codepoints
in RFC 3168.

5 Lk CE (Congestion Experienced), Used to notify
endpoints of congestion

Hashlimit DLACES (match)

‘B Limit match FEGEERRAS, ‘e B —A H gk, JEhht, Hfu
DL R s I AR 2N hash R I, Bk vl LAkt & AF—AS 1P Huhh &R0 b i 2 i
1000 NS, BEE IR A PLBE B AR — Pl 5 i SC RN iR 22 200 /)

B2 BN BNt — S BB (K] hashtable, %F— hashtable #5H f: K~
DL KB A . Hash SR HLRGE—/ N ZANEuhE, Higkbht, JFumd,
H i 245
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Table 10-16. Hashlimit match options

’Match ‘——hashlimit

Kernel — [2.6
iptables —A INPUT —p tcp ——dst 192.168.0.3 —m hashlimit -

Example ~hashlimit 1000/sec ——hashlimit-mode dstip, dstport —
hashlimit-name hosts
——hashlimit $8%ER—MAAYBRE, XA Hif2 1000. X A4
BAE P LA4:/sec, /minute, /hour BY#/day. BRI\ &/ seco

. 1 IXANEDE A .

Explanation ¢
¢Gﬂ5ﬂﬁ

|Match ‘——hashlimit—mode

’Kernel ‘2.6
iptables —A INPUT —p tcp ——dst 192.168.0.0/16 —m

Example hashlimit ——hashlimit 1000/sec ——hashlimit-mode dstip —-
hashlimit—-name hosts
—hashlimit-mode JEINFE & T MFLE(E FHRAE A hash [H] key. XA
17 HL i, FRATH dstip, BrLh 192. 168.0.0/16 4% HL i 145 —
& EHLERS B R 1000/ sec. FATTAT LAZEYE/ H bk, 95/ H 1
s T LT — AN A

Explanation VAT A
¢Gﬂ5ﬁﬁ

|Match ‘——hashlimit—name

|Kerne1 ‘2.6
iptables —A INPUT -p tcp ——dst 192.168.0.3 —m hashlimit -

Example —hashlimit 1000 ——hashlimit-mode dstip, dstport ——
hashlimit—-name hosts
XANEDFRE T HAK hash I FR, FAlTn] LALE H ok

Explanation|/proc/net/ipt hashlimit HH& 3.




1 XA R LA o

|Match ‘——hashlimit—burst
|Kerne1 ‘2.6

iptables —A INPUT -p tcp ——dst 192.168.0.3 —m hashlimit -
Example —hashlimit 1000 ——hashlimit-mode dstip, dstport ——

hashlimit-name hosts ——hashlimit-burst 2000

Exolanation IXANETI A —1imit-burst —FEE BRI R AT, &—ANHE8
P AN, A PR T /EE I 5% Linit match

|Match ‘——hashlimit—htable—size
|Kerne1 ‘2.6

iptables —A INPUT -p tcp ——dst 192.168.0.3 —m hashlimit -
Example —hashlimit 1000 ——hashlimit-mode dstip, dstport ——

hashlimit-name hosts ——hashlimit-htable-size 500

AR E e ] AORACH , XA B, SR i

Explanation % 500 A5 1A B I I
|Match ‘——hashlimit—htable—max
|Kerne1 ‘2.6
iptables —A INPUT -p tcp ——dst 192.168.0.3 —m hashlimit -
Example —hashlimit 1000 ——hashlimit-mode dstip, dstport ——

hashlimit-name hosts ——hashlimit-htable-max 500

Exblanation ——hashlimit—htable—-max %5 hash F I & AAE, X H S
P BT IR, 28R A TS ST I 3 A S ()

|Match ‘——hashlimit—htable—gcinterval
’Kernel ‘2.6

iptables —A INPUT -p tcp ——dst 192.168.0.3 —m hashlimit -
Example —hashlimit 1000 ——hashlimit-mode dstip, dstport ——

hashlimit—name hosts ——hashlimit—htable—gcinterval 1000

B ep 2 Adety, — s, X AME LB NI TR, Sl spr
&mwﬂmn%%@o@mk¢,%Zﬁ%%%%ﬁﬁﬁ%ﬁ%,@%m%k

KW A KR T HIERL 5 ) hash FRI,  AEFTHERTICAE
Hl o IXAME 5 B bz 3 R AR A Ia AT — K

’Match ‘——hashlimit—htable—expire

Kernel — [2.6

Example |iptables A INPUT —p tep ——dst 192.168.0.3 -m hashlimit -




—hashlimit 1000 ——hashlimit-mode dstip, dstport ——
hashlimit—name hosts ——hashlimit—htable—expire 10000

XAMERE 2 A— W1 hash RIVSEERS, RT— i T IX
Explanation | MR HEAMM, EutaslE, & kR EE St e
M hash RITH HIRER

Helper DLACZS (match)

XA match FIFANTZ AT match A28 5, XA match &3 T8
(1) helper B A FRILHCHR LI . FRATE — T FTP (et #E, & 2e4T 41
SUE, AR R B PR SRS 2, ip_conntrack ftp helper
B oo RIXA i s, B B — N ORBR IR s e b, 1XFE—
ANHROCER AT TR e 08 S8 e BE BN — AN O R ER 1) 52 AR st
) .

Table 10-17. Helper match options

’Match ’——helper
Kernel 2.4, 2.5 and 2.6
’Example ’iptables —A INPUT -p tcp —m helper —helper ftp—21

—helper EIM I ZEE—NTFRFH, B8V match Mf— helper
BEULEC, Bltn—helper irc. FHIHLZIXA match FIIABA—FF
Explanation (877 T, FRATTA] LAFE @ AEMIE— AN 1 _E TH XA TS 4 B
a, Bl el N, FTP #f2AE 21 b1 b, (HZEWnT§esk
954 B F HAth, IAFATH T LUXFEVLEC—helper ftp—-954

IPYa [ JLAZ S (match)

TP i [F VU SR VU fie — 3 BR 1Y) TP, Fll—source DA ft—destination VG T
YEIREE—FE, W& TP YuUCAC R o R g, & nl PAUCHS —FE B -l

Table 10-18. IP range match options

’Match ‘——src—range
Kernel 2.4, 2.5 and 2.6
Examp e iptables —A INPUT -p tcp —m iprange ——src-range
xamp 192. 168. 1. 13-192. 168. 2. 19
——src-range HIRIGHL— 3B () yE H bk .
Explanation
1. DUPcasEr ik, —src-range 192.168.1.13-192. 168. 2. 19




VURC A 192. 168. 1. 13 3] 192. 168. 2. 19 Z N H i3 Huhl:
2. AlLAAFHBHEE K2, 9! ——src—range 192.168. 1. 13-
192. 168. 2. 19 VLK T 192. 168. 1. 13 £ 192. 168. 2. 19 Z 4

(1 5Ttk
’Match ’——dst—range
Kernel 2.4, 2.5 and 2.6

iptables —A INPUT —p tcp —m iprange ——dst-range

Example 1109 168. 1. 13-192. 168. 2. 19

’Explanation‘E@@ﬂ“%%E%E@EﬂE@ﬂﬁﬁt, FHVEFNYE—20

KEILALSS (match)

K VC It 2 — AN a7 FR (P AR R i SC K BEVR LI mateh, AR AnAR A Ry — Ly
PRI s R B AP 1 ping—of—death—1ike XK, HHXA match IR,

Table 10-19. Length match options

‘Match ‘*flength

Kernel — [2.4, 2.5 and 2.6

’Example ‘iptables -A INPUT -p tcp —m length ——length 1400:1500

1. ¥ — AN, f#ll——1length 1400, PURECHK:JE K 1400 )
i S

2. FeE—Nul, flin—1length 1400:1500, VCHE 1400-1500

Explanation Z WIS,

3. U #RfE, #ltn! —length 1400:1500, PEHC T4 IE 1400~
1500 Z PN AR o

PRIEVLACES: (match)

XAVEACERAF L2 - Limit WIRGFRE A BEAEH] . A7 T e M8, mtnl L
XHERE IR H S i AR, AR R A B P ek e, fici]
DI BOE N ROEME, AR a &N E SR AR e, wlidss; Bl
T ANER T o FATTRT L2 2 U AE — B i TR) Y A UG R 8 Ctgli m]
AVCRE I B ECRD , XMERLRER J2D DoS syn flood BUlifI5Eml . XJE & i)
FEAEH, 4R, IR ZIAMER (B b, XTI LEAE R g%
ARG E R, DL gLk 95 ) o limit match tn] DL 9SO RS
BUOSG, e —m limit | —limit 5/s R EduE@d IEM ), raraiis
VLR o




11,19 Bl B 24 TR B, X)L S B 5

1. FAiTEsewe —40-m 1imit —1limit 5/second ——limit-burst
10/second, limit-burst &M EWHIL A 10, RE—4500 L IX 5N
PR THFE— 2

2. BEERAMEE 1-2-3-4-5-6-7-8-9-10 +M R, X 10 R ) f#1a]
R 1 =0, T HIX 10 MR OSCHBRERS VL _HaX 45 K0 o

3. XFEBAIMA AT T, —HABH, BARXNRICHAREHIX 5
FUUCHC, A e midhst b —4 N VLT, SR R0 st 2 BRAAT
A, 5180 ACCEPT {3 DROP.

4. BRM 200 =R EA LIRS, SEPHE SN 1, SRR Z
B ERE, gt —linit-burst F5EREUE, XJLE 10.,

5. MK, FRATEULRI— RO, AEREEER S 1, Sk 0 il
foe, ASMMLULECA

Table 10-20. Limit match options

‘Match ‘*flimit
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —-A INPUT -m limit —1limit 3/hour

This sets the maximum average match rate for the limit
match. You specify it with a number and an optional time
unit. The following time units are currently recognized:
Explanation|/second /minute /hour /day. The default value here is 3
per hour, or 3/hour. This tells the limit match how many
times to allow the match to occur per time unit (e.g. per

minute).
’Match ’——limit—burst
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A INPUT —m limit ——limit-burst 5

IXHLE 2] imit matchiPUEAE, e e BRI [A] GX AN TH] B
F-—-limi tfge) AEZ AL CRHBET I, —Timit-
burst FEZE E—1imitHIR) o BRIMESE 5. b T WS & Wife]
TAER, MRATLUES “ A — 4 AR Linit-

match. txt, ARJEHANFEIRIER ARG AOEA [FECE M ping 2 d
£, IXFE, IR echo repliesyin] IEH L TET T,

Explanation

MACHi it LEC#$ (match)
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MAC match REM% HISRARYEH S 1) MAC HihEDURCHR ST, I H AT IE, XA
Pesc AR — Lo R, HAEARYE IR SR MAC JEATILIE, (HRR R E S AR
EAL E R a1

N

T B IX AR 3 —m mac ISR DA, IR FTUAE A
IRZ NSAR =SSR K /& F-m mac—source 1%,

% 10-21. MAC UTEC (3% IR

‘Match ‘**maC*source

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A INPUT —m mac ——mac—source 00:00:00:00:00:01
FLFAL0K) MAC YR B REDC AL,  Hihikds 20 H BE 2
XX XX XX XX XX XX, 48Rt m] DU 9 SIS B, il——mac—

Bolanat i o SOUTCE ' 00:00:00:00:00:01, BERFEHET, SR AN

xp HohE#R v Be57 Wk, 7, [KIA MAC addresses H T Ethernet

KA, FrLLIXA match S EEA T Ethernet B0, 1 H, &
it HEZE PREROUTING, FORWARD A1 INPUT %% H.Ad A »

MarkUGLEC 28 (match)

Mark match FoRFE T 3¢ IR 13 B 1 marks SRULECHR SC, marks & —4

IR IN 7 B

iy HLe AL A AT 3. Marks w] DU ASIR] 1) P R AR B A

., Flinm st gg. SIHAh L, B RO A BT marks
B, JRuhAE MARK target, 7FLART ipchain HL[HNY {4 FWMARK, IXtH5t2 k4
IR 22 NAE = 2 2% i BL AT AR 38 f% FWMARK T o Marks “FBUE—A 32bit 335K,
P LU B B KA R 4294967296, IUAEFRREAHH T .

Table 10-22. Mark match options
‘Match ‘**mark
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables -t mangle —A INPUT —-m mark ——mark 1
PLAL A B 1) mark (ERULEC AL, X AME A2 A2 T PR 410
MARK target R EN, B N 58S, radd
Explanation [Netfilter [JELESSHE /0L — NAHICERH) mark field o {HZEE

mark {5 W] ANEEAEM IGO0 M EBEAEHI 1, & R BEAE D Bea e
WA B, D e S H AZAE A A7 B2 BC IR AT AR G (1




I, FEABTAARS, P IRATARRAEARNLZ SN A
FAFH . mark HRE 2 ——mark valuel/mask], @0 FTHIFEH]F A2
ARG, AR B W -mark 1/1. WAREE THEN, 5t
SEA0 mark [EANFEASBCE L, AR5 ALY mark {8 LA

Z i O ULAC2S (match)

Z i 1 match HIRUGHEC 2N ANESL K3 1, AT IR AR ATT 3t H et
2 2 IR 5E X AN T g

| RS RS — 4 M) ST AR o 1 DGR 23 UL RS, 451
\ \ 1—sport 1024:63353 —m multiport ——dport 21, 23,80, &
.Nﬂﬁ- T AR R AR TR 77 20 T AR, R LA 3 — 4 B 2R,
\ HJ}Eﬁmz%m@m%wg%o

e

Table 10-23. Multiport match options

‘Match ‘*fsource*port

Kernel 2.3, 2.4, 2.5 and 2.6

iptables —A INPUT -p tcp —m multiport ——source—port

Example 929, 53, 80, 110

WAL 15 MANEZL P D, S 2@id-p tep
Explanation |B{#&—p udp FEE WM, HSZE w23 58 i fI—source—port I

Ao

‘Match ‘*fdestinationfport

Kernel 2.3, 2.4, 2.5 and 2.6

Example iptables —A INPUT —p tcp —m multiport ——destination—port
22, 53,80, 110

[Explanation |JCACHSCIA H i3 11, 0 T

‘Match ‘**port

Kernel 2.3, 2.4, 2.5 and 2.6

’Example ‘iptables -A INPUT -p tcp —m multiport ——port 22,53, 80, 110

[i) it 1 22 3 IV UG AC, et JEL gt A 6 DG IC 1) 2 AR bty 10 R0 I ) g 1
Explanation [f&[F—AN 4L, bodn: S 80 6 1 80 4w, 110 ) 110
(K RLEE o A FH g S A i 1 22 3 1 DG HE— A

JB EILAEES (match)



RTaMAERE (WA E, SFEHAEE, owner) [ 1D KITHD
£, owner W] LU A St REH P Y 1D, BOAH 7 Brfe 4l 1D, sRadEFER 1D,
BRI ID. XA R IEAIUZE R T30 iptables nJ LMf T4, IAE R EE]
SEHBYBE T . HENER, by N BeRAE OUTPUT Hr,  JRtpRligh iy 2 WL: AL
AT e B AR IR AZ Y 1D WATATE ., B 78 LAE 0 E H Ui % Bk LA
. FLRAE OUTPUT 5, WAL+ 5, BUOVHEEMRARAH owner,
Ebln ICMP responses, FTLLVEATMASH XA match ],

Table 10-24. Owner match options

‘Matoh ‘——cmd—owner
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A OUTPUT —m owner ——cmd—owner httpd

XA EVCHS a2 8 £, Wi R IE XA IEFE ) 247K,
FEIXAME] 1 HLfT, httpd SLSHEULAC. 594X NIk I S R B #
YE(), fli-m owner ! ——cmd—owner sshs

Explanation

‘Matoh ‘——uid—owner
Kernel — [2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A OUTPUT —m owner ——uid—owner 500

B AL ) ID (UID) SRUTECAN A4 . A IX AU RE AT
DIASOXRE—SEEE, [htn, BHIERR root AMEIFE P n) B KBS AN EE ST 8T
Bz, BBHIERR P http ZMPATART AA$ F HTTP S 1 1% 5 d

Explanation

‘Matoh ‘——gid—owner
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A OUTPUT -m owner ——gid—owner 0O

Fe e AL IR TR ID (GID) SRUCECAMH AL, Mo, F%
AT UL & T network M 7 L Internet, 1At H & #iA
175 B RV http 4109 5 EM HTTP S I A 26 50

Explanation

‘Matoh ‘——pid—owner
Kernel 2.3, 2.4, 2.5 and 2.6
‘Example ‘iptables —A OUTPUT -m owner ——pid—-owner 78

A A RERERID (GID) SKRULECAM . Ehtr, FRATATELA
RAFPIDA 94 [HERE (http AR MRS 2 6 FRIKD A HThttp
Explanation ¥ o SXANVCECAE R — SR, BRIk (R s HEAR 1 1D
B R, R AT LS AN NRIBEIAS, S Mps It R E
PID, FRESINAHRM HEN, X LA A FPid-owner. txt.

’Match ’——sid—owner

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A OUTPUT -m owner ——sid—owner 100
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FAE ARSI RID (SID) SKRILECAM A . — N EFECL e
TR E N 2 A EFEH AT W —SID.  thtn, B iHTTPDREFE
Explanation |[FJSIDFIE ACHERE—#F (eI HTTPDIEERE) , BI{FHTTPDZ %
LFEN) (AR KB4l 2, tblinApachefiRoxen) tHh—Ff., XHA
MNEIA ST d—owner. txtA] DL IR H X — 55,

| PID/SID LA fein A VCHCAE SMP N E TAEANIESR, oA T
“§ AN REREA R, (B S J5 SR RRA BLIXAN o) 5] e 15 .
)

WRICKEAIPLALES (match)

HROCUCHC AL FE T HOSCR RIS H S, Bl and SOy B bt &4 2 FH P I8 A& B
HNEEE N, AT TSR S i, R . TR
1EH ICP/IP repetition i,

Table 10-25. Packet type match options

‘Match ‘——pkt—type
Kernel 2.3, 2.4, 2.5 and 2.6
’Example ’iptables —A OUTPUT —-m pkttype ——pkt—type unicast

——pkt—type P YFRSCEMILALESAT A FERRSORAEILEC, Ern]
BefH 2 unicast , broadcast or multicast, iXJLtHn]LLHEY %

(1), #ln-m pkttype ——pkt-type ! broadcast #tAeHILHCE P
AHHEHE #RHR ST

Explanation

RealmlLEC3S (match)

Realm match HoRIET 4 realm SKRICHC R SC, % realm 758 4210 H
Wyt , )40 BGP 4545,

i realm 7 1inux HIKRICES dki o> o2 4k thdl. £ Skhds b
17, HR N A R HAH 2 T8 ] AL USR] 1Y, (B AE linux R8¢ B, A
NEAETE I A, P RAE 220, i A RAE Tinux A%
1, XAEA R AR AR VU T o B 1 realm 5L b R LR A ] i 7 T A
(¥, AT Lk ZR 58 R A R

Reals # BGP 5543 AN & i i 4% H s i Ul 51 A, B i s 3 BERE R s Al
HIRT 2R/ PR S 25 e A T E E AN A ) realm HU . Realm & — Py, {HZFRA]
BRI LUl /ete/iproute2/rt realms W B %K.
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Table 10-26. Realm match options

’Match ’——realm
‘Kernel ‘2.6
’Example ’iptables —A OUTPUT -m realm —realm 4

EXAEIUCECH LI realm, FATIE W] LA In— /MRS, (HEH
TR AR . BRIV AN IA R AN, WA RGHS2R
JHil/etc/iproute2/rt_realms SCAFRAFNT . BUNFRAIAE 1) /&
SRR, BATRATRARE R EFEAD T o IXANIE I S P B 21

Explanation

Recent match

Recent VLA — M2 KT H AR 2R WIULHCES €k BATRENS MR A1 1
VCTC ) A 2 PR — IR UL RC . B An3RAT T 21— TRC (1 i, ARSI A
HhE A ERUFIR, IF HBATEAT 53 50— Z U BE 5 P H KR PR S

RN HABILRCEI AT, FAVeZ R — N e TR, &
58, BATHILSEAFA FIEENR 5E R recent VUL, recentmatch H JLAAN R4
FR A, BOAMSIERE DEFAULT, FATELE set G At —AN 8 i sk
PR, IR XA B VEFE I, FRATT XA SR an R e A3 . B3R B
SEARAL S — AN TR /Y ik o SR BRAT TR wit nT DA IEAt AN [R] i e R 2 11X
SO Eb AT DL C Bl B T I [A)EAE 4

BeJeis BNBATN T — 2SR DAl ZEM R — A se 4k, JeflTa) LUl —remove
IR TE M AEFATIZE SRR 71, BATGAH - FRrELRIE .

Table 10-27. Recent match options

‘Matoh ‘——name

Kernel — [2.4, 2.5 and 2.6

‘Example ‘iptables —A OUTPUT —m recent ——name examplelist

Explanation %ﬁi&?ﬂ5U%%f§$$}%iDEFAULT, H R QR BAT AT R T — AN F1 R
{5, XA BEM A G T .

‘Match ‘*fset

Kernel — [2.4, 2.5 and 2.6

’Example ‘iptables —A OUTPUT —m recent ——set

IXANIEIAEFE € I B3R 3G n— AN sk (Y THEfR e sIsR k
HhIn—ANI0%) o XA match BAE2IRM] ture, FRAERAIEH T
U B4

Explanation

‘Match ‘**rcheck




Kernel 2.4, 2.5 and 2.6

|Examp1e ‘iptables —A OUTPUT —m recent ——name examplelist ——rcheck

——rcheck BEIEAETR & I F1) K B & B S S X A5 L
SEAR CMPE ip bk FHRBER BT ) o Rk T, Iank
B . [R[A] true, AMIR[F] falses

xplanation

FATR SRR AR (1), IXFEQUR A 4k ) TR [P false, 157

Iz [H] true.,
|Match ‘——update
Kernel 2.4, 2.5 and 2.6
|Examp1e ‘iptables —A OUTPUT —m recent ——name examplelist ——update

BN IE BE TS AE 45 5E SR LI R R M) true, JFHEH

EXPLANAION|) o ot seen AT AT U REI R A

|Match ‘——remove

’Kernel ‘2.4, 2.5 and 2.6

|Examp1e ‘iptables —A INPUT -m recent ——name example ——remove

XA match 2 G2 U b AR B R HL T A e S, ks T
Explanation |fiik[0] true, q8R#Ja XA SEARBIS MR . XA ERA L SCHFEL

SERAE
|Match ‘——seconds
’Kernel ‘2.4, 2.5 and 2.6

iptables —A INPUT -m recent ——name example ——check ——

E 1
xampLe seconds 60

IXANEI A B 5 —check fl—update —#2 i, XAEFEE T
Exolanation HM LEIR” last seen” # 8 HT LR BIBLAEFIN TR & B0 last-
b seen HCIXAMAIIH, AR (A false, S TeptAI_E i (6 TAEHLE]

—FE.
|Match ‘——hitcount
Kernel 2.4, 2.5 and 2.6

iptables —A INPUT -m recent ——name example ——check —

Example hitcount 20

—hitcount %/ E—check M—update —HEAE . Lml & FRAHR
Explanation |SCI#E . RUWIE M—seconds G H, MHLERAEIXAN I 8] & AN

2% SOV SR .
|Match ‘——rttl
Kernel 2.4, 2.5 and 2.6
|Examp1e ‘iptables —A INPUT -m recent ——name example ——check —rttl

Explanation |—rtt] Z3iiE AR AL N BLAE 0 SC TTL A8 Ze b1 i S ¢ L




TTL BAE LR AT — 3, IXRE it o TR 2P i I

o
’Match ’——rsource
Kernel 2.4, 2.5 and 2.6
‘Example ‘iptables —A INPUT —m recent ——name example ——rsource

——rsource I IF match EEAEFZR 1 SR SC I bk R

Explanation 0, XA

‘Matoh ‘——rdest

Kernel 2.4, 2.5 and 2.6

‘Example ‘iptables —A INPUT —m recent ——name example ——rdest
Explanation ;ﬂ;;iest MM —rsource AR, By G AR SCH H ik A0

ST Ak B recent & WA 4 Y, R0 LL7ERecent-match. txt
B A

AR, XM T netfilter BADIRSHLHIK —DNEAL, (HEE
PR ZE o EETRANTBIEEMN48E, — MM http-recent, FA—AIYfi http-
recent—final. http—recent i H7E—NEHE I FF 4R UL A SE B r 2 A& b B,
M http—recent—final AT & )5 &R M4 .

LA T ML RS TR AT b, 1 58 S AN B AL LR A5
o ICRBFETIR, BAMERNE, R AR SRR T . R
\ﬁmﬁi)ﬁm%%—ﬁﬁm%zmwm@mm%m%o

AL TRATERBE — RS IEIX LA, B 5Ef SRR INPUT 5, AT 140
TiL % http—recent %%,

Lo ZB—MROCNAZAE—A SINRSC, IF HAREAE ACK/FIN 803 RST R 3o
FrLAFRAT T i —tcp—flags SYN, ACK, FIN, RST SYN SRULHCHR L. 763X )L
FATFEIXNRCINAF)E-m recent —name httplist - set, /i 4R
FA1455% (ACCEPT) X AN L,

2. TEE—MUE, FRATN IR —A SYN/ACK 3, IXFEFRATIIE hnax A
VLlit——tcp—flags SYN, ACK, FIN, RST SYN, ACK. Ut%l, FAITHE Hra% 5
M RI5E4K, —m recent —name httplist - update, #x)r5$e5% (ACCEPT)
XA

3. RN FRATIN Az MOEER P R i 5 2 — A ACK #fiA IR T, X LIRAT I A2 5
BraR B sEAk, I HE:52 (ACCEPT) i 3¢
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4. WZ, B RaE T USFG T, M UG R B BE AL AR 7] SYN #x
id, [H2N LI ACK Fric ki BN I Eds o R — IR FRAT T B IX R 1
S, FRATTHIC A B S AR TR] LA S #8252 (ACCEPT) ‘&

5. JIXW LI PIANJT Rk, S5 ] IR st & 3% RST 4R, RST #i2
A R R AEBOXFE e 21 T o L FIN/ACK, il FIN, IXFER
EH A RE AL L T o (X um /R Re e MO Zdl, P DAFRAT 143
RS E N final SKRACEFE FRIITFHS

6. fF http—recent—final BEHIH, FATREFIXNHRICEEVIPRAE httplist
Hm, R BATEHE e &% %] http-recent—fianll B [l . 7FH]EE
FMFRAHEIXAER M httplist FIHMHIER I H AW http-recnet—
fianl, WIRER:CSBMERIF HE 2] http-recent—final #ERH, kAT
HAEIX MR R IE R http-recent—final2 #% [

7. 7EdJ5 http-recent-final2 B I, FRATEEAFBA KMIH— B gl k%
By, JEHAROCH XA ER: ., —BOXAMNMEESE R, X MEE e B bR
T

IEWRE I, recent HERAAFTMII R IL, (ERIREER SRR IMRZ 7
o BATHEACAERATNRATZ A WG 1 B ST I shfte, =R
mAZ B A .

RELAES (match)

RSVCHCFE B IR EE— R ME, U e N IEB IR EAALH P15 2R RS
(Mo IXEERRATE AT DL T BT AR PR . LT EH TRTE s, a6
LEICARZA ML, WITCMPFIUDP . B AN IR AR — /NS AA PR INAE, 2R
PRI TR T IXAMEL, A TX AN B D SRR 23 M F B R 1 o S B I
PR, A VUERESANEATAE T . X matchb i -m statelE A RIHEA B
A CIRSHUHIFITFELN N A AE = ATRE VLA .

# 10-28. RAILHEETR

‘Match ‘——state

Kernel 2.3, 2.4, 2.5 and 2.6

Example  |iptables -A INPUT -m state ——state RELATED, ESTABLISHED

FRE ZLEC M BIRES, AT 4 FoRES T : INVALID,

ESTABLISHED, NEWAHIRELATED. INVALIDERG XA LA
MEEH S 2 R0, ] R e S s sl A Sk AT T

Explanation |[ESTABLISHED & MRt 2 58 A 441, 1 HJE T—A> i i)
P, IXANER A DA B RIE . NEWERO R EE ATt
BHEESE—ANETE R, B IR RN — AN I A 1E P i A 4L
P RIENIERA . RELATED U B IEAE #E v, — N B ik s, XA




BEHSEM— A  EA K . b, FTP data transfer,
ICMP error AI—ANTCPERUDPERAH I . ERNEWIRZS IALEIXE]
ENTHEFE I TCP A B T B SYNR L, R & AN N IZ AN & et
TE R — AP KEREAEAS RN 97 K35 2 180T et A -1 ) 3
J7 o BARUHTAER], AR A A RIS LT

TcpmssPLACAS (match)

TepmssURC 3 22 R IE T TCP 1) d5 K 7 BOR/NRILECH OC . 3X M matceh Hob
SYNFISYN/ACKHR SCH R . AL SEREIMSSARRE , 1A M ITCP optionsEL# REC
793 — Transmission Control Protocol and the RFC 1122 — Requirements
for Internet Hosts — Communication Layerss

Z 10-29. Tcpmss JCACIEIR

‘Match ‘**mss
Kernel 2.3, 2.4, 2.5 and 2.6
B 1 iptables —A INPUT -p tcp ——tcp—flags SYN, ACK, RST SYN -m
XAMPEE e cpmss —mss 2000: 2500
——mss LI VFULALAS VCAL 2 RIMEUE, Bnl Do — DB n]
PLg—Nal, a0
-m tcpmss —mss 2000 B
Explanati
Xplana 1On—m tepmss —mss 2000:2500
XA IR I SRR 44 (1), 94
-m tcpmss ! —mss 2000:2500
TOSULFLC

s TOS FELULHL AL, AU H-m tos A REEEAN . TOS & IP ki—H4),
HoAr X J& Type Of Service, M8 #EHIN A, BFE— 3 bit ML
FB (MECHZIE) , 4 bit [ T0S FFBF 1 bit KHME CGLGE 0) .
© MR R S TR AL S AN TR B RS (L, Ee/NERF . B KA
S AN A (EUEE AR A B BN AME AL AR ZE IR, A AR A A
B2, A RS RS E LK,

% 10-30. Tos PLACIETR
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‘Match

‘——tos

‘Kernel

2.3, 2.4, 2.5 and 2.6

’Example

’iptables —A INPUT -p tcp —m tos —tos 0x16

Explanation

HRAE TOS FE VLA . XA match 4% H K mark 1, DUEEH,
FRILZ AN, EIRH A iproute2 B m g% HhRe— i . B2

T LA 16 JEdE, RnT LU THEHIEL, e mT LU AR () 44 7
(H iptables —m tos ~h fE#&E]) . FIHXEICFER, HFLIF

ST H -

Minimize-Delay 16 (0x10), ZERIK BRI LENT FH/)N, —L

WRUEARSS W telnet. SSH. FTP-control &t ZiXANiLTm,

Maximize-Throughput 8 (0x08), Z>RFk—4HERefli it Eix

K, BrENRS: FTP-data fEFHRX AN .

Maximize-Reliability 4 (0x04), ZR4k—4cEEARREM Nl S5 i

w1, A% E 4 BOOTP Al TFTP.,

Minimize—Cost 2 (0x02), ZIRIK—ZKMLREAE P HRAL, —MK

T LT A AN e T (1) — LR AR 0L, 41 RTSP (Real

Time Stream Control Protocol) .

Normal-Service 0 (0x00), —Mik%s, &AM ARAE K,

TTLILAES

R TP SLHL ) TTL (Time To Live, BIAFENA) FECRUCHECAL, 020 H-

m ttl FEA,

TTL field j&—ANFT1 (8 AN HEHILSL) , —HAE—NALEE

HEY, CEREIRE ERE. P BURERC 0 I, ISCHaA S EA
AR, BRI ESE, JFRIE TOMP SR AEENL, ASnT# R RS0
ZFte XWMAAPFEDL, AR IR A I TR 2 0, AERISEA N 11 4GRS 0

f] TCMP $}% 3¢
[ TCMP $} 3¢

s AR AL R A AN R D 0, AERISREE Y 11 AU 1
o XA match JUEMRYE TTL DLECAL, mix HAVEBUERT B, Prbl e

B Ad AT R L) match.

% 10-31. TTL VLECIEIR

‘Matoh ‘——ttl—eq
Kernel 2.3, 2.4, 2.5 and 2.6
Example  |iptables A OUTPUT -m ttl ——ttl-eq 60
AR TTL MR VLG, SR BT —Fr, gt Tt
fHo &R BRI AR R 10 Rk, L ok LAN P9 ) E ML)
Explanation Internet ERIEHLNES A, s#kili Trojan (Trojan) WIfig

AR, XA match BAHALARDA IR, HEHIGERAMM, X
SUE VRIARZ U 1o bednn] U BRI LE TTL HATH ix
FgERINLT GX ] BEAE I TCP/1P AR ThRE MR A & (14




| B, S RRUE A D .

Match ——ttl-gt

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables —A OUTPUT —m ttl ——ttl-gt 64

Explanation VIR b, FURTER A T (K50

Match —ttl-1t

Kernel 2.3, 2.4, 2.5 and 2.6

‘Example ‘iptables -A OUTPUT -m ttl —ttl-1t 64

Explanation JIVEIR b, FURTESR AN THEE M50

FRIEH R ICILAC

EANVCECEA AT S5, AT EE AR FRX N EEL
SEEOPEMMULHL, A RAAREIER TAEM, XA IER A (unclean
package, WLEPTIHMAECL) Bm @, &RMWIMAIR . XA match B EULAC
ABLEUT W T BAN IE (L, L an B S B B e Al , 2555, B nTREH ok
DROP 45 R FIERL . R G E L, (H B ANIE X R vl BE & v W S vk i Bz

FEHUR

ARELEENY T iptables BT matches PLAABATIIAEF
Iptables Fll netfilter [¥ match 1R &7 IF & LLA R A M 4 RIGTE. B —33A]
FHEIHE targets PUAAMATRIVER, BLA Linux B KBS P RE

¥ 11 ZE. IptablesHIahfE
(targets) FBkF (jumps)

Target/jump 5 VF— 250 244 S 52 4 VR iZ A ) ) Ispe, W% B4 Ak
PRI, RE R AR ZIEAN target, %141 ACCEPT F1 DROP 4545 . {H&7E
BAIN XL target 27T, AT —RFEEME T jump ;& W1 TAEM.

Jump H:SZAN target TAE A 5E4—FE, & jump FFEAER—RNTREE—
. BAZETC& MR, Hm A XWEals-N a2 a0, Sl st
Bt — tep_packets 8, FHUWI N4



iptables -N tcp packets
P FATTAERE In—> 25X 4 BE I kA% .
iptables —A INPUT —p tcp —j tcp packets

P BAM M INPUTEEBKSS B tep packetstE, FFHIFtHtep packetsf[# i
Jio AR SCRASER R ER CRIARICE EARM TAE) , stiREI B QHEM F—4%
AR ST o BT —ANHSCHE 74 LA — S U VCHEL b, B FAER
FEHHULHES, EASTER AR S ) o T R MR SO R A B
IR FELE BT oAt ) B L I g, A 100375 7 R R 1R G ) Y

target ¥5 & BATEXT WA EAE, LLan DROP F1 ACCEPT, A 1RZ%, Al
RSN H. ANFEM target HAFRMEE R, —2 target S IERTS, B
AR AN T R 8 LU 2 > e 7% SE AR D B A% R R AR, e e r 4B A
DROP F1 ACCEPT, 1fii J34h—2£% target fEXT AT ERAEZ 5, WA ARE I AD
IR EE R, 4 LOG, ULOG A1 TOS. ‘BTSN AU Tid 3. mangle, #RJFil{l
Wik, DUMEVCHCX 44 i AR ) . A T IXFER) target, FoAl Tk T LUK [ —
MM TR TTL X EgA8 e i) TOS. YL target W EH WIS EL (W
TOS T3 Eff 2 MEUED » AL AL I, RIS EET L CinH
BRI, MO, 255 o A RNSRATRE A B —A4
target. METMIWUKRE B HWLF target,

ACCEPT target

ACCEPT target Al ZATATA I, — H—MRICH L TILRHN, Eie
W ACCEPT . IXFEAF MLV B2 )5, "B A Gk SEAE A s AR 1 HoAth
b . (HREEER, Rabalgeie A AL, WOChAa T REENR L E
25

o

| 7£2.3/2.4/2.5/2.6 Wi B TAE.
N

CLASSIFY target

CLASSIFY target IR, En UARIEAF Fadiscs KA, Bl
atm/sbqg/dsmark/pfifo fast/htbll Mprio qdiscs. ¥ ZfE iEZS#Linux
Advanced Routing and Traffic Control HOW-TO,




CLASSIFY target H{F mangle #[1) POSTROUTING %% HL 145 %k o

Table 11-1. CLASSIFY target options

Option ’——set—class

iptables -t mangle —A POSTROUTING —p tcp ——dport 80 —j

Example CLASSIFY ——set—class 20:10

CLASSIFY target i —"—set—classZ#. XNSEEHF
target WA 2) KM, classTr 240, MA@ B 5 RIT,
BIIIMATOR:-MINOR. 51K, 4500 45 ELR T 3 5% L inux
Advanced Routing and Traffic Control HOW-TO.

Explanation

I TAHET2.5M2.6 N,

N

CLUSTERIP target

CLUSTERIP target F&TH I 7 Gt —4l AR 1P A1 MAC 1 1484
FHENL. IR, RFFEIXA cluster MR FTE HLEs b E — AN
[F] K RERL TP (VIP) , AR —EHlgs LM VLAC CLUSTERIP. "B ANTE H4 [T 171
I RECE LSS, HURTE cluster B — S ML LIS BOX A TAE
HFRIX 2N ERF RN TR, FAEAS KRB M, eHNmEA
SCHL “0” BRIhfE.

T 1247 I EHLEA — D RGO AFE MAC, XFEE I I EALAS A v Wi 21
KYHE, RN — hash Fyk Rk cluster BH W — & P28 75 20 K
VEH N2, ZHHE MAC LA 01:00:5e JF3k, #iltm—AN4 5% MAC m] g &
01:00:5e:00:00:20, KE4LL TP bik o] CURATEATHubE, (HOZPTE ML 1P bk
A

| WREEREM & CLUSTERIP Wl HEXS SSH XM P s A5, dHz

N A AER AT, A2 R — OS] — BN L%, RS
mﬂﬁm' B Ah—6 FN, ZFEEH T REE AR EH, Fra IR ssh &
\ Pt SR IE . T T R E B WA

L X FEBARRNE, P E —a s, A MAE
cluter H ]
2. XTF cluster BRI FTANLAS, B EAH R H



Cluster ﬁ‘é%ﬁﬁzﬁﬁfﬁﬂéifﬁ' hash, 7328 A WEHLIE,  JHhl+)5m
LR st bk + 95 1+ H R o 20— by 5O TR TR B E RS
2, BInAT I ZEY web HR 55 4% mEﬁﬁﬁtAﬁ SeRIVER], AT LEhLgs
AR, DN E— & B AT e R A = 2 H - G RS54

Pt b+ AR AR AN T BEORFFIE BRI I e — AR WL 1]
LUK E SRR S

Bea R, VEHbHEH S L+ H R D AERA LA IRSS RS2 4T R
FRFFIEBRASNIRIR A 2. XFEMIE] 1 NTP/DNS 2545, X P TAE 5 e —
N W-EAE— & EHERR R — NG K

fF—A cluter B FEHILE/proc/net/ipt CLUSTERIP H 3% M —A4
A, XA SR VIP A5G, B anRir) VIP /& 192. 168. 0.5, HTAXA A5k
#2192, 168. 0. 5. FTIFXA SR e F 11X G HLAs 0] S RAN T f. ARl LA
BN RN 57 AR —ANT5 55, By s 2, ABABNTTELL a4

echo "+2” >> /proc/net/ipt CLUSTERIP/192. 168. 0.5
% Iz/\ Fﬁﬂﬂ?
echo "-2” >> /proc/net/ipt CLUSTERIP/192. 168.0.5

Table 11-2. CLUSTERIP target options

Option ‘——new

iptables —A INPUT —p tcp —-d 192.168.0.5 —dport 80 —j

Example CLUSTERIP —-new ...

——new JEIAIEE—NHTH) CLUSTERTP (R824, & s Z0UCAE FLU ()

Explanation|,,.

AN ©

Option ‘——hashmode
iptables —A INPUT -p tcp —d 192.168.0.5 —dport 443 —j
Example )
CLUSTERIP ——new ——hashmode sourceip ...
—hashmode XEIK H ¥ € A A MRl hash 81, 435 nf DL
Explanation * source%p
e Sourceip—sourceport
e sourceip-sourceport—destport
Option ——clustermac
iptables —A INPUT -p tcp —d 192.168.0.5 —dport 80 —j
Example CLUSTERIP ——new ——hashmode sourceip ——clustermac

01:00:5e:00:00:20 ...




The MAC address that the cluster is listening to for new
connections. This is a shared Multicast MAC address that
Explanation|all the hosts are listening to. See above for a deeper
explanation of this.

——clustermac FHHKF5 € I 10 L= 1K 41 7% MAC

Option ——total—-nodes
iptables —A INPUT —p tcp —-d 192.168.0.5 —dport 80 —j
Example CLUSTERIP ——new ——hashmode sourceip ——clustermac

01:00:5€:00:00:20 —total-nodes 2 ...

‘Explanation‘*ftotalfnodes RHHIXA cluster HH 2/ ba EHSE LIE,

’0ption ’——local—node

iptables —A INPUT -p tcp —d 192.168.0.5 —dport 80 —j
Example CLUSTERIP ——new ——hashmode sourceip ——clustermac
01:00:5e:00:00:20 —total-nodes 2 ——local—-node 1

—local-node 445 & AHLLE cluster HIAIMI S, EH T

Explanation
P GECIR
Option  |—hash-init
iptables —A INPUT —p tcp —-d 192.168.0.5 —dport 80 —j
Example CLUSTERIP ——new ——hashmode sourceip ——clustermac

01:00:5e:00:00:20 ——hash-init 1234

‘Explanation‘——hash—initFiéEfgﬁ\hash$¢%Fo

I XA targetfIRFC 1812 — Requirements for IP Version 4
- O RouterstH 5, B LG RN E ] GEH K IS . A, 3.3.2
NS L A T T AR B A G A L RRMACH) L
\ ) S B

[

| AERJDM 2.6 ARZEIEGIA, ATk B
\

)

[

CONNMARK target

CONNMARK target Hfbricd —45 5838 M1%EH:, FIMARK target [ TAEJ72U4R
%o & EEH KA connmark match —ZECAAEAH . F I FRATARVLECHR Sk 1 —
MEB AR TA AR R — MR OO & B4 IE R, XA I it 2
CONNMARK Ik _F FH I IRy i T



CONNMARK target W] LAZEFTH R FEE BIMAFH, (H20 1040 NAT R HLEH S —
MNRSCSHEULHL, BrA X TG 824 SC NAT 1 1) CONNMARK ANAERY

Table 11-3. CONNMARK target options
’0ption ’——set—mark
Example iptables —t nat —A PREROUTING —p tcp ——dport 80 —j
P CONNMARK ——set-mark 4
——set-mark BT HRAEERE b Ebrid (mark), Axid (mark) &
hlwﬂmn—ﬁﬁﬁ%ﬁﬁ,ﬁ@ﬁﬁ%&ﬂ%%m%Lﬁ—4M¢ﬂuﬁ
P —set-mark 12/8 KB RACHEE, IXFEME N AV mask BB K47
PG . Bl in—set-mask 12/8 gt LA H 4 17 A B A
Option ’——save—mark
Examp e iptables -t mangle —A PREROUTING ——dport 80 —j CONNMARK -
xamp —save—mark
——save-mark target ZEIH KM MARK target ¥ in 2 3C 1
Explanation |[[FJ#F5ic (mark) BRAE 45 32 45342, IXANric (mark) 7] LAIE L R
[K]—mask EATHER o
Option ‘**restore*mark
Examp e iptables —t mangle —A PREROUTING ——dport 80 —j CONNMARK -
P -restore—mark
——restore—-mark fl—save—mark fH ), ‘& MIER:E K EFrid
Explanation |(mark) Z54R 3. IXAMEDHE ] LRI mask & H, (HE2FTREEENZ
XAFRICHAE mangle 3 A 2K
Option ‘——mask
Examp e iptables —t mangle —A PREROUTING ——dport 80 —j CONNMARK -
P —-restore—mark ——mask 12
—mask HfEfl—save-mark B{#H —restore—mark & H, ——mask 3
hlwﬁmn%TW%ﬁ%%%ﬁﬁ%WEoW@Wﬁﬁ%%@%lL
P B1011, {HZE M mask 24 12, B1100, &4 1000 A%
1.

[

TAET 2.6 WiZ.

=)

CONNSECMARK target




CONNSECMARK target FH R AFHR 3 fimark FISELinux 24> K 3 ffmark 2 [8] H.
MFETL . LT SELinux 3CARY, 1 Wt Securi ty—Ftnhanced Linux¥ 1. A
target H fefEmangl e B M FISECMARKS H o SECMARK H 2R f # S0 f rmark %
Ho

SELinux [R5 H A SCHR IV L, (2 f] S DX AN DI g Linux U
) 4 K B 9 Dh g o IXAS DO RE HLBLAE B3 1K) Linux/Unix B JRIERZEEE 22 4,
IO 11 R e o =1 i A1 27 ool il NS AP G B[ 4 B | I R o AR
T, iR AR e

Table 11-4. CONNSECMARK target options

‘Option ‘——save
Examp e iptables —t mangle —A PREROUTING —-p tcp ——dport 80 —j
xamp CONNSECMARK —save

Explanation |—save MBI HIRACH S L 192 Abric P DUEIES: L.

’Option ’——restore

iptables —t mangle —A PREROUTING -p tcp ——dport 80 —j

Example CONNSECMARK —restore

’Explanation’——restoreFﬁEEﬁkigﬁgliﬁEfiﬂjffﬁéttif?ﬂ?&jilio

DNAT target

DNAT target HIkA H bbb 46,  Hemg ih bl & S i B il
fRan—ANRSCUEHS T/ EE, i HOX M) target /& DANT, B4 XNk
LA SOX GG I T G SR SO S i e ik o XA DIREAH S, il
PRA —A EHULE LAN NIBAT web k%%, HZWAPTLILE internet FE&HIfY)
IP, XANHEAR AT LU URBI7 KBS A U a] HTTP S 3RS0 & 23X 5 F L.
H Pkt o] Do — ANk By, IXFEAtE 21 1 8 H IR AUR .

Y DNAT HLZE NAT 2% HUH 1) PREROUTING A1 OUTPUT &% A%k, B ZwtixX
WA B . (HIR B =42, A7 DANT target [KIBEAS BEMY BR 2 Ah
(I H A BE I, 41 POSTROUTING.

Table 11-5. DNAT target options

‘Option ‘——to—destination

iptables —t nat —A PREROUTING -p tcp —-d 15.45.23.67 —
Example dport 80 —j DNAT —to—destination 192. 168. 1. 1-
192. 168. 1. 10

Explanation [f&5E 5N 1P Skiduhl, 3t kb6 B e Bk T7 . b 41
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TR T R AT ikl 15. 45. 23. 67 [f)4 #5%E % 31— B LAN i
IR Hok A, B 192, 168. 1.1 #) 192. 168. 1. 10. gy frid, 7
KGO, BEANTES S BENL B — AN R B ik, (HL[H]
—NRAS R R AN bk AT AT PR e — A TP bk AR A
SR, KRR Ak B[R — B HL . FRATTE AT LAAE HhE:
Ja¥eE — ek — e E . Bbill: —to—destination
192. 168. 1. 1:80 8{ —to-destination 192.168.1.1:80-100.,
SNAT [FJTEVEAIXA target —FF, HI2HBIARSET . BE
=, HAYH-—protocol F87E T TCP B UDP ¥hill, A BEAEH
=

PAICA DNAT FFEUR 2 TAEA e TAEIER, Frbl3kde IR Z MR W kR e
FE A TAER . FRATTH — AN B ) TR Ui B XA TAERERE, BeAi 1A it
internet RATFATNI web 55, (HE2FANTHA—A 1P Hulilk, FfH HTTP ik%s#%
BCEAERRATHI A M, IX 4B KR T ME— 1 TP Hohk, AR A
$INET IP, iy HTTP AR4S#sfs — AN Rk, FRATFRZ NSHTTP IP. &) bk b
B —A P N HHESLAN. TP, B4 FRATIE NAT 2 (1) PREROUTING % 52 [h BN 11 27
— AR

iptables -t nat —A PREROUTING —-dst $INET IP -p tcp ——dport 80 —j
DNAT \
—to—destination $HTTP IP

BAERTA N Internet iy o) AHL 80 i [ IR SCHS 2 A e 21 N i Y
HTTP AR5 %% Lifil. MW@ Internet M FIHIMNR, — V) TAEIER 5
BB RIE L 7] N B HAB LT X 5 web R SS4:0E? BA B LAEA
IEH o IXHSGEE I e A RIS XA . O T A5 3,
FATHEAESMA_E U7 ) BATHR S 25 (KA S HL7 (1) TP Hahkid 9 $EXT _BOX.

£ NHBHE R $EXT_BOX HIML¥ ik, Z:AE#bk A $INET TP HIHL+
SR B K K

B7 KBS X AR SRk e, g HLIX AN SR B o HAb AR 22 4%
S T B K B e ke BISHTTP_TP

SCENIE HTTP HR452s, F H HTTP AR5 285 IX AN RSC/E 2, WA
) B BB K . AR, X ELSRIERI KBS 1E R HTTP 2iIA$EXT_BOX
PIOC . — R0, Bl KA 2 HTTP JR 4 2% i dkag 9 ¢

6. Bk JFURHR S, XFEXARSCE R R AZ B k8 B SR
7. JR[FHRSCRIAEH —FEIR [AI$EXT_BOX

ARl S

UAEBA PRE R BAEAT HTTP AR 55 & — AN 48 i =BT ) 2 a4 )
o S )LBATE U5 IR K EHLHBIE N SLAN BOX,  HAbANAE

1. T IFSLAN BOX FGA$INET 1P
2. ICHNIAR KK




3. RSTA DNAT DL R LA BT 75 454, (XA RSB I SNAT, T AR
HHEATY AR R —FE

4. WOCEFFBG KR IE H AR HTTP A4S 4%

5. HTTP fR4% s 2R PNV IX AR B, ki iR 5 a8 ml— A Mg i 3=
ML, BTk 451X & ENLARIE RN R S .

6. MIBAEEEI N, HESREE, FAXMMALRBETRBEG
BLFe XFE, ERHaitXAMMayiinm L5856 “HIE” MR,

BT S IXAN ) A AN TR) S (P e i, TR A X e R e N ok B, i e
IR 2 4E 75 B A5 DNAT A B RAA AR ki, BT DAFRATT I B i S5 f i SNAT $
YERIRT . bedn, FRATIRZS S B, an SR Le it N5 ks Hog 24
Bl $HTTP TP, 3 14 80 [RIFUfi SNAT #RAE, B4 IXLefu s 17 % & MSLAN IP
KT, WYL, XL YR L SO SLAN TP T 03X, HTTP R4S #smk
AR AR Yk, BT KRS XA Un-DNAT $:4E, JFHER AKX
JIWLo AL ) TR G0 T

iptables -t nat —A POSTROUTING —p tcp ——dst $HTTP IP ——dport 80 —j
SNAT \
——to-source $LAN IP

S0, HAsAT IR E POSTROUTING B8 2 i s i o —4y, b 5)ik
IXACHERS, WMo DNAT #2457, B DATRATTAE M DU B 23581 Py ) () st i
SHTTP_IP CHRLIFH i) RITHCE .

IS BAINIA SR AR 20 H & = AR R, X a2
o 9 MNAZ R AR E Internet fULERT KRG N 5E )G &4t
a0 | 7 DNAT A1 SNAT AbFE, A REFIIE HTTP 42 C EWMBIT |
Hﬂ)@@MmP%%%ﬁM%@%%k%ﬁ%%,WK%%EE%%
SKAREAR TP, XFE, el sk RSSO, BT UF g sk 1
P e B K 5 1 TP i AN 2 B AE 05 e FRATTan SR AR AR 4
IREEE SR T AREVT SO AN T BE T o IR T $R AL “ 1y 5 dp
127 AR AR IER, (HEfisen] g “getetim” 1)
W, HERAEHZEHHEmD,

\

HoAh 0y AR S5t AT AU 1) . Ebtun, RAE LAN P #ES7 T SMTP Al
G4, SRR ELU B 5T KBS DU BE %S K SMTP FIBHR L . IXFEIR
LB T — NI SMTP rh gk iR SS 2, BEZ R i mt & H 25 1

)@t T,

AR, X LT )8R R A ST DMZ B S R
(PR8I ELAN R 7 U 1] (1) 2 AR 452 10 A ) ik 1T 55187

(Ve DU T DMZ, B RSS2 M55 L Sk o0 7
ANFE T E, IBEEANTE EIX AR T o KA B U 0] R Sk 4B
ANTEARSS 28 FTAE DI L, BT AR A0 AN SNAT 25 A8 A () 9



HET, ATMIE SRR AR R T o AR A R ERT I iS5
i K9 RS e SR 1)

EUFRR T ML TE A ARIP) LAN 75 N N7 — &5 BT DNS JilkR4s 2%
CREEVE: IXFE, PR A Ik 44 15 3] HTTP Al 45286

DNS #tAJ LA S AT i il . 25 WLslt T L B 3% 2297 ) HTTP
R4 00 N I il 1, AT 3 S T I B ok R R, T LR
kbl nT AR HTTP BRgs-as i H B, Wty LmuiH
EME T, ), sE TN DMZ BT X R, (B4R
TAERME, PO ZmD

XTI A% RS PR A LY, IR AT — N BRI, R B K
H O ) HTTP R4S i & R AEAT 4, BEIE W U7 i 2 JRucfSe ) 1R nl f, B
FERIIE B IR AT, AT A T . BATX BAIHE LRt #R S BB+ Ui
] (1) A& HTTP 4525 G A Rt R AN A0 R bk HE Szt A2 7 Kk 8ok oh g st
BT LA 24 17 K B 1) IX AN AR R, R Ui e B S Bk EE B R HTTP il
%, MEPIURSF RN, AXAZERERN CEMZERAE DNAT =
T, WREA HTTP fSs, B/ RE R R G R T . BT Rz B
DAASELAE FH A R R BTG ki ket (R SR AN S I IR 4k B . I A3 B kB F
OV HY AL T R S BN - ) FRATTEEAE nat 26180 OUTPUT BErh 78 in K I (0 )«

iptables -t nat —A OUTPUT ——dst $INET IP -p tcp —dport 80 —j DNAT \
—to—destination $HTTP IP

A TGN, —YIRIER T o A HTTP RS54 ANE [ — A R HL 5 g
IEFVIRARSS T, AELE DN IIHL - n] DUER ViR RS 1, Bk A 5
WREIEH ViR ss T, WAt amd 7

| BRAUREK NV ZAE I A L) e B T £ 602 el 45 22
\ DNAT F1 SNAT [¥). Btk 4k, 78 filter FRHPIAFEELH A PRI
NOWC* | (75 FORVARD §51) . BLAVPREE I (LU REL AT TS 1) (75
Hﬂ)P%WWHM%ﬁHMﬂH%E%)ﬂMO?ﬁKEET,%%
HAL7E 2R FORWARD %~ 1§ U454 PREROUTING %% HL 4% DNAT it 17,
R eI B b O S, 7S R N X
| TAET2.3/2.4/2.5/2.6

)

DROP target




4 O, WHERA A S, XA target BLA e B, & Ui e
Rl EE A, ASEmEE—8, SRR T AR T, XA
target XHEEIMNOUS R, BN EAS R RIEE RIEUTATEE, HAS W 5% H
AR EE R, X ] BE S BRI I — T B sockets PRI AE[RIEFIM T ) ffRIX
A1) R B (R R A ] REJECT target, (¥6iE: PN EHEEFAMIA
IR 25 ) R IE 3 IR Pl — AN R A S, R — I stae I &5 a0, JEHJEZER
13 VT H RIS 2 1045 BN, ] DABRO  pE e 1 o 1 5545 (I8
DA F TR — o D, WRBEREE R, —8aA b ARSI E
Bels kB g T o I ENE RN TR A DROP T, I AEETE
TR A S R e it, AEREYW RS EAELMERE ., B2, Wit
T

I TAET 2.3/2.4/2.5/2.6

=)

DSCP target

XN targe t1& o SC BT FRDSCP mark, DSCP targetBEMS 1% B TCPHR 3L ]
DSCPAE WA B ARAR TR . B2 A5 BB RIC 2474 — Definition of the
Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers.

ki, DSCP J&— T RSS2 N TTE, I Ak T 1883 K07 iAe il
B BRI IR 2 T AL e R L IXAN Tk, Rn] LUK A E PSR IR TCP 23
AN EVERIER:, Bt (SSH, telnet, POP%8) o Hefgififf, Xif—ik
PSCGIARI I, 9 SMTP 4546, (i n] DA — e pgt ) 25 4% 34 o

Table 11-6. DSCP target options

’Option ’——set—dscp

iptables —t mangle —A FORWARD -p tcp ——dport 80 —j DSCP -
Example

—set—dscp 1

——set—dscp W E DSCP {H K — MR E MAH . XA R LUl T [
(1) class RIE, BE &b EEE 17N 2k T
‘Option ‘*fset*dscp*class

iptables —t mangle —A FORWARD -p tcp ——dport 80 —j DSCP -
—set—dscp—class EF

Explanation

Example

Explanation|-—set-dscp-classHBITHUE BUE TAFI0 55 40 I e B DSCPIKI 4L
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i, —Len] FP{E EF/BE/CSxx A M AFxx&55%, RA] LA ik
Implementing Quality of Service Policies with DSCPW T
HWZ., iEE A -—set—-dscp—class fll —set—dscp& H JxMF, —
OO REAS FH — Rkt id o

| TAET 2.3/2.4/2.5/2.6

=)

ECN target

XA target FEARAE M TPV4 #ROCL M ECN F B, flan vl AR e 152
P W EA N BT o A ECN A& — AN HT 34, B DA R 1) B A AT
AL @, e R T 2 AT TCP B TR P AL, 1y — L8l 25 R0 FHRE
NG R IK PR YR - B AL 4R S

VORI EAE R N 4T IF BON 7B, IX e 4 RRFC Pkl

\ (F1o DAOA XU R 5 ZE 0 AT ECN, BCnFRATHBAT I, XA —
\ OB g AU, BT AR RERL S8 AN T AR

Table 11-7. ECN target options

Option ‘——ecn—tcp—remove

iptables —t mangle —A FORWARD -p tcp ——dport 80 —j ECN —

Example
ecn—tcp—remove

ECN HfF—12%, —ecn—tcp-remove 151 target 5% TCP LK)

Explanation EON 5253

| TIfEF2.5/2.6
\ \

o
\\\\

LOG targetikIn

XA target s2 LT IHIRICK A AT RAT B, L5 Bn g ARAR, 8
B UHPRERES . LOG & IR [P AT R0, dn TP SKIK IR R 2 AN AAT R (K5
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Bo EADIRERAME I HE TR, —M2 syslogd. RMIFIfE BT
H dmesg 2, siE W UUEBEATE syslogd M HESTH:, tnT BLHH AR KA A
FEFRE . LOG MRS E AR A, el BRI E TR, 25 T4
SR AL, AT 2R A BEAT A RE I, 2555, SAREAEFEIRSS 4% 1
R NANHARIUE 100%1E 5 FIRUUEERT, H LOG A3 DROP 2 LL#sc i ity (A7 741
5 BTG, SRMAS EhL. e T) , BA—ANNTERE R T eS|
P ER RS, T AR EIOX R . ARARAE ] B Y R H
1, TATRESXT ULOG target fLeX4lk, [PAh ] DU H & B EE % 2 MySQL
databases YA H R A o

| EE, WRAEEGSE2I0E BA S IRIER, AR
\ iptables Bf Netfilter B8, /& syslogd Fl'E AR,
NONG* | i A2 fetc/syslog. cont. i HII £ (i
\ ) TH ATl man syslog. conf &% .
T AMRAE T B A dmesg W B, dmesg F Kk i@ MR LSS DR 24
MEREERG B Dmesg -n 1 &BHIEER T panic ZAMPIAT
AW E . Dmesg (M4 EH M syslogd —Hf, EHEETAET N
HAFR Log WL,

LOG BLAEAT 5 ANIETL,  ARn] LU EAT IR 5 s ZE 4 SR B ot AN /) (1045 S5 e
SE LB DML R R A . ZETU R

Table 11-8. LOG target options

‘Option ‘——log—level

‘Example ‘iptables —A FORWARD —p tcp —j LOG ——log-level debug

#f iptables il syslog fff FHMENIC SRS R . W RKERIITELAIGE
BT L&A R A syslog. conf, —MRiUiA LU LR, B2
PR S debug, info, notice, warning, warn, err,
error, crit, alert, emerg, panic. H:H', error Ml err.
warn Al warning. panic Fl emerg 43 Hl)A& [A] A, a2 BiAE A
SER . EEIX MO AT T, A,
EAEMFHEANT (BAGERERKR) « (50N Tl %G
ST s R R ) R EE AR R . PR S A e W AZ I D RE gl
S, WEt UL, JeAE XA syslog. conf B 'E kern. =info
/var/log/iptables, #RJ5 b KT iptables [#) LOG 15 EAH
H2) info, win] AERTA KIS BAEAN A /var/log/iptables
W R, Hitdegesa HHanE s, efE A info
IXANTEL I HAD TS 2 = AR 1 . A OCH ERTENE R, REVRE
F syslog fll syslog. conf HIFEHN, 1&F HOWTO, 2545,

Explanation




Option ‘*flog*prefix

iptables —A INPUT -p tcp —j LOG ——log—prefix ”“INPUT
Example ”
packets
H ¥ iptables 7RIl MAE B Z AN R @ I ATE . IXFER grep
Explanation il At TR S A R IS 3 25 ) A8 R S 1R ), i HLAR T 3 AN
[F RS . AU AE 29 NSO, Xeg AR A
PR AR AR S B KB T
’Option ‘——1og—tcp—sequence
‘Example ‘iptables —A INPUT -p tep —j LOG ——log—tcp—sequence

LR TCP FPA 5 MHAL H AR B —lid TR TCP Jy 41 5]
CARE—FRil AN, AR EEALI R T B R E R 4R R L
Explanation f7f. JE&E, XANEIAGERHRIER, BOYIXEALRAPR AN
R BRI, W RES A TE A SR R g, JLse, R4
iptables MR i (5 ARG I 13X A

’0ption ’——log—tcp—options

‘Example ‘iptables —A FORWARD —p tcp —j LOG ——log—tcp—options

03K TCP Ak H 1 7 BUK/INANVAR AL T . 3N — LB R AR A 1

Explanation [fE [, JHit'eHeftiifE s, nfCLATEM E ol e sy, siE e
S T

‘Option ‘*flog*ipfoptions

’Example ’iptables —A FORWARD -p tcp —j LOG —log—ip—options

0K TP AR BRI . X — LR AR I
(K1, 3 n] DUF R ER BT 2 ik g 2.

Explanation

I TAHET 2.3/2.4/2.5/2.6
\

)

MARK target

K Emarkfl, XAME R BEAEA M Pmangled& BAE ], ApEHAEILARAT
s, SUEAR U HARE S — 80T 7. FoAhmark lRERR R, EAREA
S5, MR e R ST RE H AR 20 BE IR R e AH DGR — A
Bto e n] CURUAS Y = 20 5 el DO REIEF ,  DAASEAS [R] 190/ BEASE FH A [ 1 DA B1) 2
K, GEEE. WIRRARAEAERS R WA X P )RE, EAHTOS targetltl, K
S Z(ER, ATLLErELinux Advanced Routing and Traffic
Control HOW-TO.




Table 11-9. MARK target options

Option ’——set—mark

iptables —t mangle —A PREROUTING -p tcp ——dport 22 —j
MARK ——set—-mark 2

BOE mark {6, XAMEL DEMNS L e, BAT— M
Explanation |[BMIE G HLT A I FT A IR B E T mark {E, it nl DU A e 2t
HIZIRERIS EATREA T I R 1 S5 R A T

Example

' Works under Linux kernel 2.3, 2.4, 2.5 and 2.6.

=)

MASQUERADE target

X/~ target Fl SNAT target [RVEFZ—FEM, XAIEUEEATER C—
to—source o MASQUERADE J&# % [ ¥ vk H T AL B2 SR HL TP bl iy 211,
tbdn, $85 ER9. DHCP JE4:4% . Wi S AR4 [ 2 i IP Hihik, i8JE 1 SNAT target
ne

PR —ANER RS, BATESIRBUN S A0 1P sk, A —to-
source o 44 A BT, MASQUERADE AN idAEA R &R, XA kill #z
IR AR ORI AL WERFATIME A SNAT target, IEHZEREE ) E s 2w fk /A
R, iy E TR LR, X ] B AR 2 R BRI N A . — T
BUR, XFACEE T AT ERSR BRI XA R O IR gk S AE
HD o WRBAIBE L T —DNARFAT—IK T 1P, ANEEFE O A
FR, HEZ SR R — RO S R B T L R, 2B

B VR i A TP, tA] LA{f ] MASQUERADE, i AN SNAT o ASid, XA
FEMOHERN, U E S RAANA TR, w1 H USRI RS RO E, el
VF& AR IIIEAS, eI RE

VERE, MASQUERADE F1 SNAT —#%, HEEH T nat £A POSTROUTING %%, 1
HEeRE—AEm A EBTFERD -

Table 11-10. MASQUERADE target options

‘Option ‘——to—ports ‘
b |iptables ~t nat -A POSTROUTING —p TCP —j VASQUERADE ——to-
P ports 1024-31000




FEFR E TCPEUDPIETHE F, e &AM B AL ge il F o 1, 7 =2 3

N, Wl-—to-ports 1025, BV & IV H, #1-—to— ports
1024-3000. &, fEiREVuHEREAHIET S XA T SNATH
B o AR, TENIE SR SVAT target.

Explanation

! Works under Linux kernel 2.3, 2.4, 2.5 and 2.6.

=)

MIRROR target

| FE7% MIRROR RAEKe, & B TT 5 KA b — AN (0 e B e 1
o\ NAT ORI ETTREHORSEK, T LB BRI, A
wam\i@) U DOS/DDOS. T LLE M 2. 5 A TTUA MR 14 -

XA target AESEIVER), IR —NEURTC, AEVURMEHE, BAE
AIRES EEEER, BRubz 4h, EnTRES ™ HE K DoS. XA target (4 H A2 Mitfs
IP Skrh s H bk, ARG PR, XS EIRABRIS, — %% E &3
IRl Rt 24t B LY. Bk, XA target 2/ 0] UEFRATI AL~ 5 5%
o) FRATWERXIHLF A 1Y 80 ¥ A T MIRROR, A& AAT4We? kKA
yahoo. com [N B AHZE i) A [ HTTP RS, IBAbA5 201k i yahoo (13 1T,
PRI R i K2 K H yahoo 116

VERE, MIRROR HAEFHTE INPUT. FORWARD. PREROUTING A0 &A1 H
1A e B . R, WERAME A2 MIRROR target A HiF, MIEAT]
AW filtery nat B mangle F W EEALFEN, XA HET GBI )
W, i, — &MY SRR T MIRROR H TTL {2k 255 LT Ri%—A 2
B e R A s L, R S LRI B B L, DU E A L i
GBI KA B = T MIRROR L To IXAFE, IRt AN ) WAt R AR %2
W, HBITIL 4 0. WRMENL T M HE — N ma, XM iEiR 240-
255 o XEZRRUL, IXBARMIEL, PO A IE—AS 1500 745 1 2
HEFE—MD 5 BT DU FEIRIFIERL M) 380K 715 o AT B & B ny A A
INF CINERATIEAEATFRAEAT 2 Kd, X AT AR B AR O

U HBEHIT 2.3 R 2 4 A, B s FRCAS R I Ol e K fe B P 4 A2
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NETMAP target

NETMAP J& SNAT 1 DNAT (RSB, AEF Al Rt B B A 2 12 1 (R
W, B —ANFAAT HiHE e ) — AN 28 Ikl Al AT S bk A AN e 5]
WA Z G —A 254 KEHLFAE MWL, JaRFEATHE T 254 PNamHhl, X
I RATA AN EE G HLASHE 5 o TP Mok, 04 B 142 B Sk b Ti ] DL T R
e

—j NETMAP —to 10.5.6.0/24, XFEMEL KBS I H R 4R SCERAR T 28 9 3
bl

Table 11-11. NETMAP target options

’Option ’——to
B 1 iptables -t mangle —A PREROUTING -s 192.168.1.0/24 —j
XA NETMAP ——to 10. 5. 6.0/24
.| XEME—SE, B R, 192,168, 1. x S HEARK
Explanation 10. 5. 6
. . . XQ

I TAET2.582.6
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NFQUEUE target

NFQUEUE target 4% QUEUE f¥™ RE, & RVFIEHRSCKRIEBIAEIFIBAF, BAFI
Wi 16bit IECF KR

XA target TN AZIK nfnetlink queue iz4T, ¥2 NFQUEUE ({5 &, 15
Z: W, QUEUE target.

Table 11-12. NFQUEUE target options

Option ——queue—num

iptables —t nat —A PREROUTING -p tcp ——dport 80 —j

Example |\FOUEUE ——queue—num 30

——queue—num LR E TAERHMANBASY, RUWKETEEEANS
Explanation |5, HB-A BRI FHBAS 0. 52 vl FH B2 H J& 65535, BA
510 4% QUEUE target fH .




| TAET 2.6. 14 YU JG4hA
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NOTRACK target

NOTRACK target

XA target ORI IERERES, XA target AERASVCHLY Unt racked
connections and the raw table—TiH N .

XA target WH S, FTLMRESAEH « B /GULhe EARAAER BL GRS,
SRIGAEIX AL _E N ] NOTRACK target.

I K target HBEHTE raw & H A,

)

I TR 2.6 Wk

=)

QUEUE target

XA target A H 7 28 A AR P BN AR R B RA 91 . & & flliptablesZ AMT)
P el LR RN, M TR, S sds AR E sl e N

A, IR RgID S T ASCHYERT. BIMET S, WEARR 2 WA,
HARXFE— i e 2 W ek utigfy KNet filterMiptablesfgnfe. HARMIME
G A ENetfilter Hacking HOW-TO.

| 7E2.6.14 WIEZHETH, netfilter AT A CLLKAET AL, il
Q FINT B A AL nfnetlink_queue. 5T ISKBL
\\mpcﬂi“‘) QUEUE ] target f&45 ) NFQUEUE [ ERIAIAZ).
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REDIRECT target

TERT K BE T AE AT N SR A BB 2 o — i . b, FATTn] DA By
45 E 4T85 1 HTTP [¥)45 REDIRECT £l HTTP proxy (flll squid) , 44RIXHS & 4E
ERANTA BTN A A B B AR 2 B LR 2] 127. 0. 0. 1. Her) b,
XA target fEEL R AL H FHbHE S A FRATH CHLF 1 TP FATEAGE
HACEE (LAN PN IHLFARANAN TG ZE A0 TE AR B AF g vl LLIE S D I, 33X A
targetqu%ﬁﬁﬁf?ﬁﬁ(f?ﬁﬁﬁ@o

TR, & HBEILE nat %8 PREROUTING. OUTPUT HEFI4E e A T F i B & X
$H,  REDIRECT A — Mk

Table 11-13. REDIRECT target options

‘Option ‘——to—ports

iptables —t nat —A PREROUTING —-p tcp ——dport 80 —j

Example |pEDIRECT ~to-ports 8080

FEFEE TCP 8 UDP MY Iai$e ~, & X HMmH, J5uF:
I AMEHIXANEDT,  H o A S8R,

2. f8E—uiH, Ui—to—ports 8080

3. FREu Hal, f-——to—ports 8080-8090

Explanation

| TAHET2.3/2.4/2.5/2.6
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REJECT target

REJECT A1 DROP A —FF, XHIFET EFR TR 4b, bW RIEH R [A]
e e BAE, Ik target ML GEMAE INPUT. FORWARD. OUTPUT &A1+
FEHL, T HAE REJECT ekt Haewi eI H, SWARERIEEH. e 1FH
—ANMEI, S F R ER A RS B AR R . BARAIRZ RS, (Han SR
A TCP/IP Jy MLt An i, AR A& 2 B e Al



Table 11-14. REJECT target options

Option ’——reject—with

iptables —A FORWARD -p TCP ——dport 22 —j REJECT ——reject-—

Example .
P with tcp-reset

T UFREJECT target/V o) RIAF R M ARG R . — BAWL T
BOEM A, EREAN ISR, AR5 15 DROP—FF G Hi i
FALeA, nf M E B2EMA . 1. icmp—net—unreachable 2.
icmp—host—unreachable 3. icmp—port—unreachable 4. icmp-—
proto—unreachable 5. icmp—net—prohibited 6. icmp—host-—
prohibited o JHHE4E A Eport—unreachable, RA] LALE M=%
ExplanationkICMP%@EEqﬂiiiﬂﬁiéiH@ﬁ%%io A — KA ——echo-reply, ¥
HAEMULES ICMP ping BRI o d5ofm — R A & tep-
reset, (3R, HEEHTTCPIHID & B4 %5 UFREJECTIR 1]
—/MTCP RSTAY (IR LASCHER) U7 AOCHHTCPIER:, A R E NI
4= ELAERFC 793 — Transmission Control Protocol B) %5k i%
% . IFWiptablesf) man page ' ¥, tcp—resetFEH K PH I
SO RS (R 113/ tep, A1l B AR 1) MISAF S AL A3 s A
IS, REFHEH B, SEASEZAIRIE .

| TAHET2.3/2.4/2.5/2.6
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RETURN target

4z S, e EIR A B, R R R B R
Mo EARMBUE, wtRATEETREP SR T RETURN, TR [BISQHE )R — 4 K0 ) 4%
BEAT ST LR, 7R AEAkE (EFR 4%, Hhtn INPUT) i3] 7 RETURN,
T A 1 s (— M2 ACCEPT B DROP) #4E T .

BAPRZEA ¥ Ui —T, R — Mg T INPUT %, UURC T K4k
target J——jump EXAMPLE_CHAIN RN, #Rj5#EA T4k EXAMPLE_CHAIN. 7&¥
FErh SCULHRC T HE4H), 45175 target s&——jump RETURN, ARk [n] INPUT %
T o WUIRAE INPUT BEH X8 T~ jump RETURN, JSIXANE0 5 ZEAC F R4 (1) S g
KALELT
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SAME target

SAME target FEA TAEJ7UAR 1% SNAT, {HEME— A e SR EikR—
B THUBER TP 4 3. Bl —4~/24 M (192.168.1.0) , A ME IPH
=N (10.5.6.7-9) , XIS 192. 168. 1. 30 dat. 7 AR Hihil i T NAT midif, IR
2B KBS RERRFIX G ML G SL T A RocHE . 7 Hhk i 2%,

Table 11-15. SAME target options

‘Option ‘——to
Example iptables —t mangle —A PREROUTING -s 192.168.1.0/24 —j
P SAME —to 10. 5. 6. 7-10. 5. 6. 9

Explanation —to Z4UFRE T AMHhL, bbbl Bol i “-” SiRE T ITE
gt Bl

Option ‘——nodst
iptables —t mangle —A PREROUTING —s 192.168.1.0/24 —j

Example

SAME —to 10.5.6.7-10.5.6.9 ——nodst

IEHAEOUT, SAME 3l ek Y5 kR B ikl 2 ok A FAH N 1%
Explanation [#, {H&Z$85%E T —nodst Z )&, i HAMEMNREFER: . A
XS, B E IR HERT H Rk A A 4

| TAET2.5/2.6
\
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SECMARK target

SECMARK target HIRAEHR L FINAT F 224 Fkrid (mark) , XASThHRE EZEH]
HSEIMSELinux Rl 4 RE:, AHZAATEELinux L& RN, (275
W o SELinux P PR B A Ve, 1AV Security-Enhanced Linux.

TAT LT SELinux J& — g s R sm bl A IE D RE, & A& NSA $é I Hse
LY. SELinux REGH &6 T RS B IME — MR AW E — e a @bt 7
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i ABAT T2 AT BEAT VLT . SECMARK 32 HISR B BRSO 2242 1R 30, A K
BEAT EEXT

! SECMARK HBEHAE mangle %,

=)

Table 11-16. SECMARK target options

Option ——selctx

iptables —t mangle —A PREROUTING —p tcp ——dport 80 —j

Example SECMARK ——selctx httpcontext

——selctx FIRSEATIEANRSCAL T AN 224 B3, XA BT 30K
7E linux P)224 248 I A LT

Explanation

SNAT target

XA target i HRAE W 28 bk B4 (1), e B A 1P Mk 53K
AL FIFE—A> Internet ERR, BAEEHBIE T . SHAENZEITIT ip
MR Iige, AR S —AN SNAT B, 5 mT CAFE Ty AAAS - 199 286 1 2 1 1 i
HEMCA Internet EFERIHINE T o a0 FEFRATTAN L RFEAM T A2 B F 37 A A 3 4 1) B 1)
1, Internet EHLFBAKITEAEME ) LAENZF T, KOG IEAH o B 3BATT—
i & TANA ZHZ 6 14R €

SNAT HBEFIZE nat 1K) POSTROUTING %55 . HEER NS — A& 411
AL SNAT T, AR XA &R oAb B (AL ER 2 B shHugl SNAT, 17 ELiX /N k)
M2 N XA E B TR T A S .

Table 11-17. SNAT target options

‘Option ‘——to—source

iptables —t nat —A POSTROUTING —p tcp —o ethO —j SNAT —

Example to-source 194.236.50. 155-194. 236. 50. 160 1024-32000
e R kA O, A UL LR oy G
C s R L
Explanation

2. —BOESAE, FHIETFS G, G0 194. 236. 50. 155-
194. 236. 50. 160, IXFEA]PASZHL B, RN S HEBENL AT




— AP, B TR AN A A A A TP

3. FEFRE-p tep B —p udp MURTHE B, Al RASEE W H 7E
Fil, 40 194. 236. 50. 155:1024-32000, JXAFAL PR 9 b 1 5ok oz B o1
£ 1024-32000 T .

R, WERWEE, iptables SURARRE G ATAR (1) AR, $of)if
Ut BRI A B B (W . (R IR E LT
ff FAH A (955 1, iptables KR & 3EA AT A b 2 — Wi 21 55 4
() —Aui o an B TR 2 v Ve, BT e 512 LA FY5 b
12 i 21 512 LN IS — N 1, 512 1 1023 2 0] (K1 25 1
WS 2 1024 1, JLARERRE 2 B s 2K T 80551 1024 1f5w T,

gt 2 U A2 R B i B o SR B, IXRP R A H A 1 TG

DRI, Gn L 7 AEURI 7 K RS AR HTTP RS 28R R, & SR AN S 4l i
5F%) FTP control B I3 11
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TCPMSS target

TCPMSS target 2% S B 4R S TCP (1) SYN R SC ) MSS $fl, MSS %ifi
FH Ry 2 E B I B KRR, IE RO, a2 MTU $fl, k2 40
o BIAMSS FE L R g8 TSP o & ARSSHLAL T 4120 TOMP 550y Fr ik
X, XS FPEURZ A BRI, M s/ B KU Tk, —28E
W, AR KO T R ML EIAS AT e BB o X el ] R 5 3048 A i
45 BRAENE KL /NIRAE, R BRANAE A IE BT, web YT B RERG 4 RE L T,
(BRI RS, o ssh TAEIES, {H)E SCP 742 F R e st T .
BN 5 2R AR SCER TAEANIEH

TCPMSS target Bt & FH R AR I e ) f (1), =5 B e 8 UM A SRR (4R
SCIIRAN o T R TRATT T EEAE SYN RS HL i 525 MSS $0fl, P N EERZ
Jei, FEMLA 0 MSS Hi A

Table 11-18. TCPMSS target options

‘Option ‘——set—mss

iptables —t mangle —A POSTROUTING -p tcp ——tcp—flags

Example IsyN RST SYN —o eth0 —j TCPMSS —set-mss 1460

Explanation|—set-mss Z%C 53 13 & Sh th AL MSS KA, ¢ LT 61 T




i, RATIFEEIE L eth H 221 SYN 1 3CHI MSS Sy 1460, KR A
[ MTU & 1500, 7632 40 52 1460. MSS H F5%E4E SYN R S H T IF
BOBEE, IXFENT L2 H B AL PE MSS.

Option ’——clamp—mss—to—pmtu

iptables —t mangle —A POSTROUTING -p tcp ——tcp—flags

Exampl
xampLe SYN, RST SYN -0 eth0 —j TCPMSS ——clamp-mss—to-pmtu

——clamp—mss—to—pmtu I H 3B E MSS BUE KN, XEEIREA

Explanation . X NRaa . . o e
xP TR E T . A H R E R PUTU 22 40 7.

I TAET2.5/2.6
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TOS target

TOS & k% E 1P Sk ff) Type of Service FB. EXNMFEEK—F
W, AT CAES IR S S L. B iproute2 M LT R AT LU AN FH 0 B
2o AHAFEREN S, WRAIRE JLANML B KSR thas, i Had AR e AT
AR AL B S i ste At it i 45 8L, TOS J&ME— 7532, R iiid, MARK J& A
AE R B IXPIE B, B REEANINAZ A a0 AR TS 20 FEAN 0 sl
R s S R, BB TOS B, B & XA I A 1

Internet AR 2 s (EIX— I IFEA ML T4E, Bk, fEhkkfr
AR H TOS WA A4 KA AL . S if G DL B 2SR AA B, BRI O
ST AR iR PE TOS AbHE, (HARRER IR 2R, WERARZAE—ME K WAN
o LAN L, 7 HAARZ Bl eE, TOS b2 e R IFIIVE A SRk, T
TOS RMELZ5 L DAAS A 1R 5 FH AT S B0 2 vl RERT, B AR 9 2% HL 7 BRI 1)

I TOS target FLA%YETE e Bl ok # fr 4 HUfl o X LT 5T XA
: () TOS %l vy LAZE ip. h OB, BNAGREH, FTLAK
CaVliO™ R iy E Sk AN AR . E AT — R i, 3
I — AN 44 17 JE Matthew G, Marsh 4E3 0 — NN T, (B2
AL
| IHEEXA target HBESE mangle & B H .

\

o
\\\\




Table 11-19.

N

TE— IR 1. 2. 2 LLREAR, iptables AT —LEFR I,
{E R ANHESE ] IX AR I RAS

TOS target options

Option

‘*fset*tos

Example

iptables —t mangle —A PREROUTING —p TCP ——dport 22 —j TOS
—set—tos 0x10

Explanation

BEE TOS [4E, (E MBI N] LU 2 - a o AR N . ko)
g 16 BEHIPD o —RAHOT, @SR 2 S AT EBUE TR
X, PN PLE XL E A v R Pl s, 1 44 5 — MO [ e 1 o
TOS “FB A 8 A i3EhI47, FrLAnT GEMME A& 0-255 (-3E]) 8%
0x00-0xFF (16 Bt o Wik, Rl H e e, &

{NE

1. Minimize-Delay 16 (0x10), ZE>R+4k—4BH LR fe/N, —
PR UEAR 25T telnets SSH. FTP- control &ty B IXANEIN

2. Maximize—Throughput 8 (0x08), ZLRFk—Z5IILHe A &
K, AUEARSS FTP-data fEH 21X,

3. Maximize—Reliability 4 (0x04), KRk —FEiEneflin 5
Phdwerer, A€ HIA BOOTP A1 TFTP,

4, Minimize—Cost 2 (0x02), ZERIK—FKEISreM o HERME, —
PR A FH X AN L TP A — LA A A Ui, 4 RTSP (Real
Time Stream Control Protocol) .

5. Normal-Service 0 (0x00), —f&IR%:, “WHATAEREKR.,
XA A KRB A 1

SEHEIR B R ] LA L fy 4 iptables —j TOS —h

3. £ 1. 2.5 i, RZAFIREL O e 8 1, i Ha ke
AR B T

)

TAETF 2.3/2.4/2.5/2.6




TTL target

TTL af MBS TP Sk Time To Live FBUfE. EARKMAEH], BAlTn]
PIEF A AL Time To Live (H#SMCA—FEN, han 64, X/ Linux [(IER
WE. L ISP ARVFRATEZER (AT TW] BLE I TTL IR R X 5 A2
SR ANEED , WERIRATIE TTL ARy —FEE, AR ATHiANGE
AR TTL SRAIT T

KT ELinux I TTLERAE, 152 5 B s A BRI e N Ifip-
sysctl. txto

TTL HHEAE mangle RAMEH], EA7 3 ML

Table 11-20. TTL target options

‘Option ‘*fttlfset

iptables —t mangle —A PREROUTING —-i ethO —j TTL ——ttl-set

E 1
xample 64

BOE TTL (M. XAMEAZERKR, WAZERAD, KE 64 HURES
(AR, AT AERE, A 2X e ? R
Explanation BB S IO E A K IER, R TTL XAER K, B EfIfiarix
Sk g L AR IR 2K, O, HHR L. XA
target Htn] LGEHIRBRBICRELE 20, — A FLBCIS 24 i BE B 22 M

I HERIIA DNS R4S 25
Option ‘——ttl—dec

iptables —t mangle —A PREROUTING -i ethO —j TTL ——ttl-dec
Example )

W TTL B, Hin—ttl-dec 3. R EERIALI
TTL /& 53, AN EHBANXENL TR, TIL AN 49 T. K
fEAAIE B0 We? RIASHEATX G T, TIL AGEmW 1, &
TG TTL target PRk 3, 8RB L2z 4 7. XA
Explanation |target nJ LLRRH “Af FHIRAIH RS W 7 BTG 2.
n, PR LR AT [ DNS,  ARFRAT 15RO LAt 3 AT 11 DNS Jil
S L AT LN ——ttl-dec.  (BFHVE: SR, FRAHAR
1 BE 2 DNS MR85 wsile — 2L H - U I AT RS 248K, H—
set—ttl |7l

’Option ‘——ttl—inc

iptables —t mangle —A PREROUTING -i ethO —j TTL ——ttl-inc

Example )

[Explanation W@ TTLE BB MAOE, ai—ttl-inc 4. B UERHLLH



http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#OTHERRESOURCES
http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#IP-SYSCTLTXT
http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#IP-SYSCTLTXT

TTLAE 53, WA MEEIFEATX AN TR, TILNZEZ/DIE? &%
& 56, JE Rl Al ——tt1-deco A4 FHIXANEI AT LA AT B7 K 455 5
M, MiA#itrace—routes KB, i@ EXE—ttl-inc 1. J§i
ISR T T, gl — A ess, TTLEZEE A3 1, (HAEFK
B KB HLIXAS 1 X gtb BT, a2 vl, TTLRERAE, A
trace—routesit I\ N IRA TG KBS EALEAE ). Trace-routes
NN MR, 2 RO AE R @, e n] LS ATt
WA RBER, SRERATWCEA EW; REL B TeEwnT Eig R
HE IR R AR B hrbLs ok, BA el ? X EAAMR
Wy, WEEBA It -inc. txt,

I TAET 2.3/2.4/2.5/2.6
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ULOG target

ULOG ] BAZE ;& 8] 3c S D C A A A L, I s BRI AN AR 2 il ik
netlink socket#Z#k. AR5, — DM F RIS ST ENT. B
)%, ULOGEZE A iptablesfiNetfilter P, EsesHETH, &1
STIRZEL T HHATERIER. XA target Al URIRATHESE B id s My SQL
B A . IR, PR RIS AR T T . AR AT LAFE
ULOGD project pageH 3R F|ULOGDH F* 2% [a] (1 AF

Table 11-21. ULOG target options

Option ’——ulog—nlgroup

iptables —A INPUT -p TCP ——dport 22 —j ULOG ——ulog-
Example

nlgroup 2

Explanation fRE WA netlink 4R34, EAI-— ulog-nlgroup 5. — A
’ 324 netlink 41, EATHER Fg 501 1-52. MR 1.

Option ‘**ulog*prefix
iptables —A INPUT -p TCP ——dport 22 —j ULOG ——ulog—prefix

Example ” . »
b SSH connection attempt:

Explanation B G DA, DMET X O ANFERAE R AEH I8 LOG
1) prefix —#f, HEAKERLLUAS] 32 NFEFT.

Option ‘——ulog—cprange

iptables —A INPUT -p TCP ——dport 22 —j ULOG ——ulog-

cprange 100

Example
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Explanation

fRERNMLE ) “ULOG 7EH 7 A (PR EL” Ak i1 4, n—
ulog—cprange 100, F/RHEIEAELIIHET 100 7545 DRI s
il FoR, Hihd rX ik, oA —Sary 8dh. 23R
IMERZ 0, Ko VUEAN, AEEHZ K.

Option ‘——ulog—qthreshold
Examp] iptables —A INPUT -p TCP ——dport 22 —j ULOG ——ulog-—
XampLe gthreshold 10
Hr I ULOG 7 m) P 203 1) 2 £ s A Ed Sk 2 1, 2248 A% HLISCAR
PR A e (R SR SEEEAE) , Wi——ulog-qthreshold
o100 XRIREAENAZ B 10 M, FHEEATAZERIH ) 486
Explanation

B, EMISBEER—A netlink M{EE, &ML L 4%
FT o BOMERE 1, XN T RJEAA, Y LURT IR AN BEAL
B BAE R

TAETF 2.3/2.4/2.5/2.6
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TFEHUR

REVEMITE T Linux BH A H K target, XANFIEREE S 5E K,
IFAEZRIEHK . ARFEIETR T ANA target LTI,

T AT E B VR G AR D BL S GE A A AR . B TH]
IR — B FE AR F AR5 20 bash #1 echo, 45 —5 5 204 540 41 nmap A1

nessus 2%,

FHH2F FEEARE A

O H SR A EE NI 2 B AT A DRI UL G AR
HR . AR FRE S SR (A DL ACE R T B, I T — D Dk IS 1)
AAAABEIERL BB KBS, Wiz B A2




— &M S, AT iptables/netfilter H& RVFL G k%, Wikak 2 s/ bH#L
FEAZIIET o 9% IR K 455 1) SBLER 2 DR A DA PR SR i 1P), - BT LERAE, RS R
D) PR B i e 25 S A0 5%, 1Ty ELAR 22 Iz Ik Al 3 3ok TR R AR #5247

R TIXAE, fRATREIL A0 AR, B g S R LR AR B AN RE
A BTG o XA )R AL HTREU A BT th ] BUE R 28 0o . 780y
MAFEEAE T LA R GR A D BE, AT RE 08 78 70 iR X LL A As .

BashiffiXH 15

L bask 4RAT 2 FOER A IKIIIA, KB bug (055D w2 K1iE )
HAERE—AT, X AL bash - x BEE B INHT BB )R SEIE . 451l -

echo “Debugging message 1.7

echo “Debugging message 2.7

76 BT 5, FRATT ] DA G WS T BNy >k e 7 SR AR ] e L, 5
WAL E F) Debugging message 1., HBA )8k ol GE4E RIHII P A) . (I FT
BN &/l DLga N e AL FVa . RIS, RASTE T HER, 5
Tk grep B MG AR K E AL

S ob—A TP x B, Bash ~ x FKAERRAERIHY 04T E4T
G ATiEA.

#!/bin/bash
Into the line below:
#!/bin/bash —x
Wk FscE, el LUE 23T IR — AT 2. b — RUARAER T
, bash AT RE—ATIB IR A — “+7 5, KPS BT A 158/
et B X T
—x I ] DA SRR — e 5 S8 ) 1), 434 -

#!/bin/bash

iptables="/sbin/iptables”

$iptables -N output int iface

cat /etc/configs/machines | while read host; do



$iptables -N output-$host
$iptables —-A output int iface -p tcp —d $host —j output-$host

cat /etc/configs/${host}/ports | while read row2; do
$iptables —A output-$host —p tcp ——dport $row2 —d $host —j
ACCEPT
done
done

RLERUFE R AL R T, (HR AL SR BTAT . EH O
PATIE4T 43 20 B I A IR

work3: # . /test. sh

Bad argument output—

Try iptables -h’ or ’iptables —help’ for more information.
cat: /etc/configs//ports: No such file or directory

KRB BE L —x IR UG T IR LA . AT AR, RIOFRIRS
$host Mrow2 AZHRBATHEAL, HA /I T Rl REE AL i JBL B Brdla i ix .
FERRAT XA LT s A i, B IER AT R AR U IR i X A —x ik
IHATHERE SN 2 (K AE R P AT I R

work3: # . /test. sh

+ iptables=/sbin/iptables

+ /sbin/iptables -N output int iface

+ cat /etc/configs/machines

+ read host

+ /sbin/iptables -N output-sto—as—101

+ /sbin/iptables —A output int iface —p tcp —d sto—as—101 —j output-
sto—as—101

+ cat /etc/configs/sto—as—101/ports

+ read row2

+ /sbin/iptables —A output—sto—as—101 —p tcp ——dport 21 —-d sto—as—101
-j ACCEPT

+ read row2

+ /sbin/iptables —A output-sto—as—101 —p tcp ——dport 22 —d sto—as—101
—j ACCEPT

+ read row2

+ /sbin/iptables —A output-sto—as—101 —p tcp ——dport 23 —-d sto—as—101
-j ACCEPT

+ read row2

+ read host

+ /sbin/iptables —-N output—-sto—as—102



+ /sbin/iptables —A output int iface -p tcp —d sto—as—102 —j output-
sto—as—102

+ cat /etc/configs/sto—as—102/ports

+ read row2

+ /sbin/iptables —A output-sto—as—102 —p tcp ——dport 21 —-d sto—as—102
—j ACCEPT

+ read row2

+ /sbin/iptables —-A output-sto—as—102 -p tcp ——dport 22 -d sto—as—102
—j ACCEPT

+ read row2

+ /sbin/iptables —A output-sto—as—102 —p tcp ——dport 23 —-d sto—as—102
—j ACCEPT

+ read row2

+ read host

+ /sbin/iptables -N output—sto—as—103

+ /sbin/iptables —A output_int iface —p tcp —d sto—as—103 —j output-
sto—as—103

+ cat /etc/configs/sto—as—103/ports

+ read row2

+ /sbin/iptables —-A output-sto—as—103 -p tcp ——dport 21 —-d sto—as—103
—j ACCEPT

+ read row2

+ /sbin/iptables —A output-sto—as—103 —p tcp ——dport 22 —-d sto—as—103
—j ACCEPT

+ read row2

+ /sbin/iptables —-A output-sto—as—103 -p tcp ——dport 23 —-d sto—as—103
—j ACCEPT

+ read row2

+ read host

+ /sbin/iptables —-N output-

+ /sbin/iptables —-A output int iface —p tcp —d —j output-

Bad argument output—

Try iptables -h’ or ’iptables ——help’ for more information.

+ cat /etc/configs//ports

cat: /etc/configs//ports: No such file or directory

+ read row2

+ read host

5 Ja M OU R VRl I ssh 4 T R GG RIP7 Kok FIsfric s, (H2e
BEEIGHA T, KRGO N AR RINIR 2, Rl ct-x gitn] LUG 2)is
TR —AT o HEAENE, EAEAMATEE, FAb—FhmTge 2 FA TP K

RN B, (HRE RSS2l echo KIELRINAL, T LLIX 4 Bl il o
37, FTLAAA incoming MV A& BEWS K IL .



R EmfRTRE LR ), RS RN IR DR HRE R T, 5
SR TRA TIE L 1 75 25580 SSH A5 I A A T Ry KHl, XpE—H 4
VUIC B R, iy ELACA O TR HE O, AT RERLASAE £ 50 & UMK B %
55 HAE K.

ARGHRA TR

Horr —Fh TR 15 Mt s 2 U 58— A I (1) A O 7 B K B 1 Sk, L B AR Al
INIXLCHIA TAEIE . FRAT— it cron SRisAT FIHEI/T 4. Cron T4
AT NI —FE, M HA A crontab - e B H,

*%/5 % % % % /etc/init.d/rc. flush—-iptables. sh stop
T FRRAAIN T PR AR (A G 7R 30 = 1% ) A A &

TAN AR BIA L 5 0 TR A& syslog, XA LHEA P ETA 1IME R
HE&, Fseh, AR LIra KRS syslog, WEZEMATEEN. I
K2 syslog WG SESA AN FEARAS &, 9 e W & FE B g0 /It e 2% .

et E U syslog EMb—MEFRIEHHE, REORMA RS XN,
ERBATRIERIMAE kernel ¥, OYPTA netfilter KX M A EE T
XAV A

THE G5 Uk syslog IXAAR RIIILIES, REEEA W N 0E A9 -

debug
info
notice
warning
err
crit
alert
emerg

O NSO W

Depending on these priorities, we can send them to different log
files using the syslog. conf. For example, to send all messages from
the kern facility with warning priority to a file called
/var/log/kernwarnings, we could do as shown below. The line should go
into the /etc/syslog. conf.

R AR B 5 R A 130 3 syslog. conf XA, w LIRS AEBIAE SO,
WAL WA R 1) warning i B AR A7 3 /var/log/kernelwarnings
SCAF . FRATTAT DL A R T A ECCE B In# syslog. conf SCAFRSE XA TAE .



kern. warning /var/log/kernwarnings

EWARET L, AR . XAFEREE AT LU /var/log/kernelwarnings 21
EWET, MRIXIEMEH netfilter KHWEMKZEH, XA LUHE—1og-
level JETHRIHFT .

WARVRBOE R Tog B AR SCHE AL R BN, AT X285 BAREL
REWS B AT iR A . BIAR n] AR RS HER B S5 BOE 1og rules, WLEE
A 2 DRSO AL BRSNS . — 2% Log {5 B AA TP HI % 3

Oct 23 17:09:34 localhost kernel: IPT INPUT packet died: IN=ethl
OUT=
MAC=08:00:09:cd:£2:27:00:20:1a:11:3d:73:08:00 SRC=200. 81.8. 14
DST=217. 215. 68. 146
LEN=78 T0S=0x00 PREC=0x00 TTL=110 ID=12818 PROTO=UDP SPT=1027 DPT=137
LEN=58

RATREC B T, syslog sEARIFARINAA ST IIXLE Togs 1K
HURENS W A A A URST IT IR 2 I TAEANIEH

IptablesiffiR

Iptables 1R 2 o S BEMH FL iRk, K4 iptables (%A RAEIR X
Ufo FETIXANEEH, WIFRATATLAIE—L iptables % WA LA FRAF 4

oS B IX LS
B 5E UL UL Unknown arg” 4%, IXAMEIRIKE KGR Z R, .

work3: # iptables —A INPUT ——dport 67 —j ACCEPT
iptables v1.2.9: Unknown arg ——dport’
Try iptables -h’ or ’iptables —help’ for more information.

EAMERIRA S, BOARATHM T — 24, EREF IR 3RAT
BE— KA Z S H . A )82 FA 15 fl—protocol $RE MM, XFF—
dport AEXF T FT A EMSCAR AT RN, BT ARSI BRIV Al i pa A ]

AL IR T = 75, e —AMIT, RIAGE
s =" BT

work3: # iptables —A INPUT —protocol tecp —dport 67 —j ACCEPT
Bad argument 67
Try iptables -h’ or ’iptables ——help’ for more information.



s HUER R IIPF SR, SR WAT S I XA B A ERATZ T
ARSI —FEIN, P LR S 4001 o

work3: # iptables —A INPUT —protocol tcp —destination—ports 67 —j
ACCEPT

iptables v1.2.9: Unknown arg ——destination—ports’

Try iptables -h’ or ’iptables ——help’ for more information.

WAMAA — S8 5 R ] fE S8 Unknown arg” &%, RUWREPEE IEAf T HHE
M PERT AR TERS, AT AN 0] B B AR 1 et DRIt 2 I FH R e T P A i AR AN TIE
B, FInERATSICAENZGEE filter £68, XFERRATHL AT REB RIAE R

work3: # iptables —A INPUT —j ACCEPT

iptables v1.2.9: can’t initialize iptables table filter’ : Table does
not exist

(do you need to insmod?)

Perhaps iptables or your kernel needs to be upgraded.

MH M S, iptables 2 HEINER € MR B N A%, BT LAEEA/RE S A%
JA B depmod,  FEANREIL T G FIXAMREHR o BB HY il PR AR R — A
match B, 28 LRI S S R OE T BEAR 1

work3: # iptables —A INPUT —-m state
——state ESTABLISHED —-j ACCEPT
iptables: No chain/target/match by that name

FERXFEOLT, BATEIE T 90% state b, (HEHRY BN RMRE S
fifto ARERIBZAR T IEMER G R . 85 TATE R Ui vl AN e, HA
X UOE target WA WREXAMERIRTBEMET A T, X TIXF R A
B, OGABAIAGE SE 4R

work3: # iptables —A INPUT -m state
——state ESTABLISHED —j REJECT
iptables: No chain/target/match by that name

AR IME R BB BRATE S 5IC T depmod, EYE IXAMEEAE N H H R &
HELR, HEW F/1lib/modules/2. 6. 4/kernel/net/ipv4d/netfilter. T H
ipt s, KREARE targets, MFTA /NG PR E matches. 1
4 ipt REJECT. ko @if:— target, Ifj ipt _reject. ko NJJ&—> match.

U AE 2.4 LECEMNAZ IR, ARBER YT A4 8. o, TIAERT
y, 6 A% HL A2 1. ko

ot
\\\\



TIAN AR R B INE U E R R0, AR A L R, AR
PRANGRIE ) FEAERR LI DL N, Xl g fe MR R INE . IR HE0T
BEE BRIy ACCEPT,  # I, W AR AR SO RAN R 2 0 I BEAT A 1%, 4%
MOXAN I MERAR SRR . S Z Ui Sl 7, AR X A BEA A, PRI
B A AR Lo

HA AR T A

LR T, FRON ) & nmap A1 nessus.

Nmap

Nmap F&— M EERIs K (13 AT 0 L, e RENS B0 i UG B0 LU R I

BZMIRIRE . BRI R G, 5 D34, SRy 1Pv4 DLK TPV6 4%
fariy

~J o

The basic form of scanning is done with a very simple commandline
syntax. Don’ t forget to specify which ports to scan through with the
—p option, for example —p 1-1024. As an example, take a look below.

SRR R IE R T R a2 ke AR A, isad-p FRE A L il in-p
1-1024, FAM T

blueflux@work3:™$ nmap —p 1-1024 192.168.0. 1

Starting nmap 3.50 ( http://www. insecure. org/nmap/ ) at 2004-03-18
17:19 CET

Interesting ports on firewall (192.168.0.1):

(The 1021 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

587/tcp open submission

Nmap run completed — 1 IP address (1 host up) scanned in 3. 877
seconds

Nmap & BEWIEATEAE R GV, BAERGVUN T ER BN A e, &
A



work3:/home/blueflux#t nmap -0 -p 1-1024 192. 168.0. 1

Starting nmap 3.50 ( http://www. insecure. org/nmap/ ) at 2004-03-18
17:38 CET

Interesting ports on firewall (192.168.0.1):

(The 1021 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

587/tcp open submission

Device type: general purpose

Running: Linux 2.4.X[2.5.X

0S details: Linux Kernel 2.4.0 — 2.5.20

Uptime 6.201 days (since Fri Mar 12 12:49:18 2004)

Nmap run completed — 1 IP address (1 host up) scanned in 14.303
seconds

BAERGVONARIRGES, FREREWSH IR M. Ehaeggiig
PRI, P AR B an AR K44 R e Il

Nmap A7 —ANEJEALII ) i, FATIFRZ O nmapfe. Ehe MRS
i, R RARH] SRR A, B VFRE IS BT BT

% NMAap Front ENd V3. D0 s ——————_—__

127.0.0.1

Starting nmap 3.50 ( http://www,insecure.org/nnap/ } at 2004-03-18 18:14 CET
i J:

but not shown below are in state: closed)
SEIWIIZE OMNER YERSION
ssh OpenSSH 3.6.1p2 {(protocol 2.,0)
sntp Exim sntpd 3,36
rpcb.l.nd {rpchbind ¥2) 2 (rpc #100000 )
netbios-ssn Samba smbd 3.,K (workgroup: FROZENTUX)
netbios—ssn Samba smbd 3.4 (workgroup: FROZEMTUX)
ipp CuPs 1.1
status (status V1) 1 (rpc #100024)
E open mountd {(mountd V1-3) 1-3 {rpc #100005)
2??Bft.|::p open sometimes-rpcl?

map run completed -- 1 IP address (1 host up) scanned in 280,909 seconds

nmap -sT -sR -sV -1 -PT 127.0.0.1




SR nmap [ TN B A (FIX—2, B EZiES Fnmap 1.

FREVR DA AIE 1, I /I EALINA TR, e ] A SR
v DL, BN, FESEHE, FH nmap $14— THLASE B ICE 2 5 AR

Nessus

Nmap /& —AMRJZ T8, FRERm D, BFRAESEE, nmap &%
R ok K I 215 5. Nessus WIEEHE— RIS, RILFTA $T FF 135
F1, 3 FRIIRS, FR IS DL S SRR FEHEAT 224 IR, e i — MRk
e

PAER A T, S AN T EX T AR IARHLES 12 R B A H . X AR
eSS A/ % ki, Wi AR nessus ﬂ‘f)ﬁlﬁﬁﬁﬁﬁgﬁﬁﬁgﬁﬁ
WIS b, & gt — AN AR T, ORI REAE 6 Bl 2 < E RS,
BEIAR BRC L LA S 5 i L 555 . T R — MR

-~ Nessus "NG" Report

@ submission (S874cp) Security 192 168

& ssh 2ncp) ) Secunry Hnle
@ smip (251cp)
¢ general/udp

generalicp
general/icmp The remote host answers to an ICMP timestamp request. This allows an attacker
to know the date which is set on your machine.

This may help him to defeat all your time based authentication protocols,

Solution : filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).

* 192.168.0 Risk factor : Low
CVE : CAN-1999-0524



http://www.insecure.org/nmap

I Nessus Mg TR 22/, BOh— S X0t A AT R HLA5 40
48, AH R SEIS R IX LE AR BR L SR T o

Cavio™
=

TEMRR

AR T — LA AT A — A Z RIB K H
SORBIRRE . JATEE T XL

o Bash 7RI 1EH
o RHEMIATH

e Iptables X T

o BRI T H

B+ =% rc. firewal 1 05

| TR S ANEA T (T R B A, (RIS AR A
\ TERR MBS I, SRR A AL bash A
{Nd@- i,

rc. firewal 141

DUAE T RPGHUMES LT T, re. firewall. txt B IR HLBA K2 1
B, AEAREATCHY, BORRE T AA, RERE M ThRE, A fEakek i B
AL,

rc. firewal 1R
[Tl
EHAEFE RN S re. firewal 1. txt HAIECE 7, & HREAE T HRSE

BRIABTAORI L84, PTG 2 . Bl dRi) 1P duhb S A —Ff
(7, FrLASINET IP G2 —SaEvknysthl, WURIREAT v RET 2 A



rc. DHCP. firewall. txt. S3#NSINET TFACE A% & 51 & 45 i A 110 S B Bedhe
XA fESE ethO, ethl, ppp0, tr0 2545,

A JHAEE A A5 DHCP 553 PPPoE M/ ic &, FrLliXsss a2 a5 H, H
IR, IXFEIRBE B B 2 ) 2257 . Sy AN SRR A 75 21X i
R, TR AR AR A X ) Lk s T A N A RO

AP AL T ORI LAN KER 70 e BT, AR LA I .
UNURTS B4 2 3E B2 b LAN (R BE8E 11 TP Huhk

FINE A —ANARHFEHLICHES, TR B R 77 SR AN 50X B i 19
o HHNX T —AN$IPTABLES A&, ‘EfRIA iptables N AR ISLBRAL
B, XMESHLAR, ik iptables BN E
/usr/local/sbin/iptables, {H /& L RATHUKCE LE/usr/sbin/iptables,

InES MR ER

ESE AT /sbin/depmod —a command iy A1 B A SR AK LA T B
B, FEERATINE A TR =, B an AR E N4k LOG, REJECT and
MASQUERADE iX JL/ target. JHUI Frd:

/sbin/insmod ipt LOG
/sbin/insmod ipt REJECT
/sbin/insmod ipt MASQUERADE

| YEIXSORA T, JRATERE N, BORE T RS A S BN b

IR BRI, T IR (2 TR 3 LR A
CalNO™ |\ gESm B Rk T B R T B T RS G B

\ B, I It 27 i

T ANETUE N ipt_ownerBidk, XA KRR E FH U )y e i
Beo BASAH XA, (HZRAT LR ikroot ) BEWHUA TR 2
redhat. comffIftpflhttpiZEds, HAMHSHIDROP, Rt n] DL iR flrooti%i: 2|
internet. WVFXTHAMNKURE L, (HREX IR Z R4 B E R d. B
2 B, WEAEWENFETT ) Owner match.

BATINBARSVCECBIER,  Prar R VLECFIE £ T HARES AN 3 L
ip_conntrack *fl ip nat *JF3k. EFZERES helper & —LEhppk MR, 1]
REs A R N R B A IR — S R K i . AT IX 8% helper, WRZEEARIIEEA
BRI — L BRI . NAThelper J&EHEERER helper P, E5FNEZE AR
BYHRSC DL Al O b axX e e TAR I . lhn FTP 2 —/NE A4, &l
B Rk B



B UM — AN T NAT (I EHLER S FTP k%54, et ait A At
HEFCE LR SO LT, 97 B R FTP IR 2& B X AN L o PR R Ix AN A
HuHbHELEAR X TERE, BT LA FTP ARSS S8 i AN SNl 5 2 M B AN EHe:, IR ISR
T T o FTP ) NAT helper BEHRGEGE MOX LeFEH, MY FTP AR 55 75 S0 i b
GHLES . J34h FCC/IRC 1 FTP —#f, #7525 —> helper BRI HEIE W I Lk
NAT 3,

| BAnRLE B SR ki EaBFImRIC DCCsn) i, {HJ& FrA HiAthIRC
% Pum TAEIER, i bd 12 5% Common problems and questions

\\\\{}"f") HLfimIRC DCC problems %745,

P HACAE, AL SR T A F R BN Y i SO, B 2 I i
FE1E 2 7 B 5% ¥ Common  problems and questions. fEpatch—o—matic#h ] H
i, O HEZ B, W g P e T, R e .

I  Note that you need to load the ip nat irc and ip nat ftp
\ if you want Network Address Translation to work properly
‘i{ﬂl * \ on any of the FTP and IRC protocols. You will also need
\ to load the ip conntrack irc and ip conntrack ftp
\ modules before actually loading the NAT modules. They
are used the same way as the conntrack modules, but it
will make it possible for the computer to do NAT on
these two protocols.

prociKE
BEI AT IR e R Dheg, ar A Wih:
echo ”1” > /proc/sys/net/ipv4/ip forward

\ RIPRERIhRERT =8, DUAEN ATl fe 2 e BT
RSO B AT v 17, FrRUER GO0 R, We R, AR5

\\marﬁ\i‘?—;\ T %

T — R E A R iE L, Hlan/RH SLIP/PPP/DHCP 4545, &l |

echo ”1” > /proc/sys/net/ipv4/ip dynaddr



I Re. firewall. txt A LS ASTE wg B 0 it HoAth i A #8002 proc
\ BB, AR AR R LU AR R, 7
\\\\05 VA IS 2 A VR AR T s

ML B KAk

A ] B IR T AT XS A . Firewal L. txt, FECRFUATERe. AU H] A i)
BEREAN A€ SCRORE . Pk FEd i — 28 4R N IXAS BN ) BE TG W] REE AR 1)
T X LG DU ) U AEAE T I s . 3X HLAXT 1T e 50T T
B, Ay SERELR PR R LB, DA BEARGE A 5 B B ] Hh R e AN
1P

TR R 5 FICPU, AT C L T T AN G A 2 e, 5kl
I, FRAC B D1 T 2 e B el B BANIETCPAL 25 3 TICMP, UDP
FITCPELIU I BEAL, T2 ] SR DT O P A7 I TCP A, AR ke 25— | e kv
WRAT o XML E S T A A IFES K. A UEREENet il ter
o, ARRIELE W AR BRI ORI T30 EAEA RN R, XA BB
FET) o WAHEEN AR T I B R RELE KRR A S X AN A H
(), PRI R AE J T LT .

Incoming Outgoing

———) Routing Decision FORWARD )

Local Process OUTPUT

FIHXAEIE, AT CAFHE AT H 1o A PRSP
W, WA M, — kRS K — Internet &4, HAE —EA IP
bt X RS AL, AR IES & DHCP. PPP.  SLIP, %5%%) , &
MG KREAE A Internet L[F)— & RS BRIEIT R LRSS . AT 2GR
W, DR AS i BH FEAT AT A Jg ek 0 At R Bl A R . 38— N IR I,
AT AV A e H A U BH A r AR A2 B T . O TR — AL BT



EHUBRAE SIS B DROP. IXFF,  ARLEAAT B W bR IR 0 SevRRE N IS5l AR
FHZET .

fE BT E B, BATTARLE R BERE VT 1) Internet. PRN Japdi R 24 5¢
EAFAEN, FrUABAIRAZ VBT R B R B . H Internet JEAH
fEAERT, PrLAIRATARBHZE N Internet [ JRATT A Jr bl R0 A S (R34 4% . MR- A LTI )
P, AR e 5 e Bt A AN Z A LR AR AT 4

FORWARD
Policy: DROP

ACCEPT everything ACCEPT everything
from LAN to Internet —J»| ESTABLISHED or
RELATED

B, AT RN EREIE R Internet )8, HSFRATEEXT By
B BN NAT B4, DR Ja s 9 P IR TR 9 ELSE ) TP Mtk NAT J&7E
PREROUTING 5 H 58 B, 3%t 02 JRIAS B s Gt (R 0 AN KR D) P 7 1 e o IX R A
FAT 1IN EEAE FORWARD % st & TAE, A MIFRAT 2 Fe v B A L0
Rese ViR T o A BRAT 58 A5 AT 538, i A SRV I ] Y 1) AR R4
Pl . T ERAVEH Internet ERIHLTARAS AT LAVS 1) Jaidg 9 Y BORL T, BT A
SERH ZE T A A N IS, (H OGS A DS KR R A, RO eI &
FH R RS A I GE 0 (47 1, T AN S 28 76 oA DX PR BT e 2

INPUT
Policy: DROP

udpincoming_ Localhost ESTABLISHED,

lcmp_packets —p{ tcp_packets packets | Localnet [ | RELATED




TR, FRATIIB Kh R T R LAk %s: HITP.  FTP. SSH
FITIDENTD. [At, FRATTELAEINPUTHE B o i/FiX Lo Uik, b 2iAE OUTPUTHE H
FVFIR P ERE T . FAIBR T 582 EEREM, A5 {FLoopback e [ TPHE
bk, PRI BRATTEEAG A N RSk SRV A 2k B R S8 Al Loopback (s B ik
{EE AT S O —Sepk I B ekl i, WASEZ Internet FHE—BIP
[PvsiR) . betur, BBt 10.0.0.0/8 j& b ik R B 1, —Mekui, IRATA R
YRk e MIase N, IR 90%4R /& R HEAT R ) . AN, 7652
IXSARUEZ AT, BB E AR, g — L ISPAEAATT IR W9 2 FLAE T R 45
G ey 11| A o Bt /N [ DR e s S g N ST < e s 2 P S

R FRATTAE B ki FasdT FTP k4, i HARLE B2 Dy d /D (R0, pir DL
AL H established Fl related IRASHIHLIEE] INPUT BE TS . 36T [FIAE )
JRA,  FRATTE X LR B R . IXFE, BT DUS /D R ZE R ), AT
AR TE], AT AR I 28 (R TU AR

FERXAN A HL, RAMKIEASF B Cln TCP. - UDP 8% TCMP) 44,43 21 1
Berp, FRUCHD TCP ALAEEMUM tep_packets, ‘BRI PLUCHCHT A A1 fo iz ik
(1) TCP ¥ty FVATFHp Can FTP. HTTP 45) o FRATBEZE . — 444 allowed [
FHE, DMETERCIERZ “ IS FH A m R U5 [l Bl K1) TCP & 2 /i, X
EATHATH MR . 2T ICMP &, HEAFRKME icmp_packets [FHERAGEE. 1F
YO8 WHAT G STIX AR, FR5 IS B R IRATT R =452 TOMP A R AR,
A B AR, BTl BB AT T . Ba, UDP ik
AEEEWE? MARIIE udp_packets T o WUERALZISH VR R SR A, i HE
AT T -

A FRATTH 28 4R /0N, BT LARS KBSt B o TAE R o Xk sk Al 15
SOV SRR R P BEAN B A, bl speak freely A1 1CQ.

OUTPUT
Policy: DROP

ACCEPT everything ACCEPT everything ACCEPT everything
from 127.0.0.1 ) from 192.168.1.2 ) from 194.236.50.155




BUE, FATRAEIEH S OUTPUT Bk RUGARMEAERT KhG, B LAEAT SRV ILF
PAT BT e M, 1B FLSEAR T P AT, HBAT R ARLE AR
GO AT TP I, A ATT AT A L A B K S A B 1) TP At M. 24 T
SIUIX - wd, FATR AT BEAE ACCEPT BEH I AIXHE— 2N G AL 2 iy B K o
(¥3 TP ACHi A, wIBAT, A5, EATHie 4 OUTPUT BEfKI§e4s g DROP .

WE BRI\ KES
FEFRATCI AN Y, 752 E N BROA NS, R, Wk
iptables [P {chain} {policy}]

RN SRS 1 L 1 P A R AT B D P IR S TR BRI R SAN
T A TR IR BT PR AT AR SR I A, T8 A A BRI AR, XA BRI A7 A 1)
.

| HEEBOARSEIEER, A g HE A RS, IRZ )
- ¥ fEr e R — e R IAT N o
Cauiot

FEfilterREH G 5

BUAE, TRMFATHIB KBS 2 T —MRIEIBEI S, 0a) T, O
AIATE, AERAHEE AR YIS . X A TR N O A B T
€ SCHEFNHE A 1AL o

TRTATIE, BTG X L4 HE X¥E: icmp packets. tcp packets.
udp packets Flallowed, H.Hrallowedif &Htep packetsBE . BT EA
$INET_IFACEF ICMP A # 2x 48 H5E 7] B icmp_packetsfE, TCPALIEH]
tep_packetsti, JUDPEL HAR#Ludp_packetst 1, TEAHNHIMEREALAE INPUT
chain®l. GIE A& HER A 21001908 2 R sk, HEAFHEm-N , 5
EFER A FRIN] CAREST, W s asE s m) , wr:

iptables [-N chain]

FE NI LR, AT TS A Bl e iR — 4558, BUEIR T ie
IR SRR A7 A4EH] .



The bad tcp packets chain

XL B LAY Y 3 A £ (incoming packet) ML A IE #EEH
WA oAb e, AT A S AN EE . (HERSE b, FRAVEH S R T i i —
%ﬁ%%@:&ﬁﬁﬁ&wﬁ@R%MW%kmnp@ AT B T
SYN/ACK {HHL 4 I\ A & NEW RAS IR TCP A 3X 4545 v LU SRk 25 BT ml BE[KIAS
—EARTE, el B EE XMAS port-scans . FATTE T LA INVALID
RS ELHE I — 4R [P

WRARARSE 4 T R TCSYNALINEWIR S (NEW not SYND) , AT RAZS Bk I i)
A i LA R BEESYNINEWIRZA (7, B4 TR BEESYNIINEWIRZA
R HAR TS DL AERCLENG D0 B Al AR VFIX AR it 2 99% NG I 2 3K
AR ST . Bt BATS G, KA e,

PATTHE 45 SYN/ ACKEL, ANEWAR 2580 N 1 S DRI e A 5 187 16T, VR NI U I AE
B335 DL 1) 05 A 25 TRINEWLR S FRISYN/ACK AL HEL . JEAC b, FRATTIRFEMOE H T-0t
oA FAL L=, AR T AT T 505 Bl X (sequence number

prediction) .

allowed®t

WU A& MSINET IFACE M), 1 HAE TCP 44, B miE e
tep_packets FEMIKHG . A0 X ANIER LS A B SO VR s ER 1, FRAT
REEXT BT — LR Ay, DU &R B e . XL CR R E A #R
1F allowed 5 HL AT .

Bk, BATERERXMIEE S SYN AL, g, eIR ] fe S pdEn s
ML, BATHREZ T WRAE, IEREES %E%Amm&mﬁvi
RELATED ARAERE, ZM1E, #ii%E5%. ESTABLISHED A A (R385 AR b £r A
J7 ) LA IR AP AR E R . RSB A, XANER: e T2
ESTABLISHED ARZ 11, PUATMIBAEGER 23X, UeBH DART & e W a8 17 AN
(1) SYN Ao It J5— 4 MNP DROP B A3 SLAh il o M B Bk dge Je X 40 ), 3t )L
TR BT A S A RS, Wit E v, FHATASEIN SN, 24
IR HAE SN QI A IER N, B ERIX AN . AN SYN B8 BE
PR ASEBR AL, 488, i DG EHEBRAE A . R ANTE S, IAE
B AT 245 HI TCP/ 1P R4 4di ) SYN 40 LAAR R4 k4T FF—AS TCP 2. K]
Ut BRATEAEIX AL DROP #1, kAT 99%FHEHR Ua e A1 1 A& s 148 FH ) o

REEETCP fry 4



tep_packets BEFRE T WL ] M Internet i) (HFRATTIE LN 3E AT
R 2 kG, Ik, ANBEERS B AR R PRI allowed B,

-A tcp_packets 51§ iptables ELAEMEACHE B IR, R0 B AE TR 2
BEIARR. —p TCP 5 ELPCIC & TCP 4L, —s 0/0 13 B L JURC [ 95 M bl 2 M Y
28 ¥4 0. 0. 0. 0 [Ptk 0. 0. 0. 0 FFLAM, #Hrgubud, wEramHihh. Xse
B b 2ERNE, SRR RERSE B . —dport 21 5 H % [,
Wl Ul a0 R R AR 1 21 (1), WU, SR ET A MARMEASICEC T,
I allowed 8o

TCP 1¥) 21 i LW A& FRVF UG R 1F), WAl & FTP i #iln 1, & n] PAF
FTP ¥%EHz, mrmHeslnt, Rk Vs RELATED IRASMEEAm T . XA, kAl
Wk n LL# ] PASSIVE (3h) MACTIVE (#k5h) MUER: T, MR, %
2 ip_conntrack ftp Fid. WERIATAM LA FTP 55, ek
ip conntrack ftp fkk, JFHE$IPTABLES —-A tcp packets —p TCP -s 0/0 —
dport 21 —j allowed IX—4T MM rc. firewall. txt B,

22 g & SSHALI Ko W 2RAR SR VFAM A B i AR FEIEIS telnet (fEH]
23 T D ViRARIIHL T, ARARIEEAEH] SSH L, "B 2 bR Z . i
s PRI B K, SEAEAT T R B4R BRI H QAN NARA R AT A %F
EEV-SID &) SYINAEARNS RS LR g S

80 J& HTTP 3 [, At /e BURAERT K FisAT T IS . W AR ARA SR
W AR S5 A 2% K

B G BRATEPEAE T IDENTD R4S, ¥ 42 1130 iXAN RS A b s & 25 20
7, W1 IRCo VERL, WIRAR NAT —L8/E py W LI =ML, 4K oidentd W1H
94—, 'e4 IDENTD i3k Fh 4k 45 oy I BL IE A KL T

AR VLS B AR, Bt 0L tep_packets HEMSCHE,
WL E AR tep_packets BEMALA U PrAEME. W RORARTT T 5E 2 (1) g
M, HEX tep_packets 8B RAEM AT “ 26l BiMRE” , HHES—
o S R

KhEEUDP 4%

WIS FRATILE INPUT BEH B3 T UDP A, mift'e &i%3] udp_packets . 7F
BHL, FRATTHALEE UDP £, PrAZER-p UDP SRFREAIN B MK A
AT bR L, Wefr—s 0/0, IX SRR Yk E I (R BRIAEL, (Hoh T SE
i, FTAVERICESHRT . oo, FRATHES AR e o AL, X i
FTRATVHERT Internet FFJI . VER, FRATANTT LA ik v (1) U5 11 R o o &
AT A 1, XA TAE R HRES LR SE R o an AT E AT HEANE
UDP % RS Can DNSD R BRSO M () 1, FeAb ) om DA TR E4T I A



Segh T ESTABLISHED WA IF ¢HE A B 0 B 75 BIA 0 5 —state
ESTABLISHED, RELATED (AR (iX & INPUT % BLIRLE “4bFisk [ Internet [
(RN A a2 D Z el s 2 T .

PATAHLZ AR LL 53 53 10 H B8 UDP AL, i, AT ®
HRKIKI DNS gty S, MNEZ25r T, BIURTEERR 7. WRIRAE
5 KEEAE A — & SLVF Internet Vi rl(f) DNS fikg5ds, MUHETERAT 5 L8

FEANNE, TSI 123 Shm 0, SN A PBGE network time
protocol, TFKNTP o B Tu] LAAI XA BI5GB ATR Al I 1) (0 1 ) i 55
SRR, DLBRCEAHURIN R o AR I HR 2 nTBE AN B BN, Pl ettt
EERE T, BT OS5I T

RATIFT 2074 SHT, IR KL I S A BT G . Hod
speak freely , HRTLLFANFE RS EHT. 22 70 SR FF42 15 Ho A A HEA7 500
ASi. WA, BRI A BT R

i 114000 AR A BRSIE 10Q Bril, H 1CQ 4, H 5 EAE H &) V2 (R iR
PPz —, “HiIR AZHE” o Linux B304 2-3 PSR 10Q vofs. FRAL
ANEIE AT A BT JGX AN G 1 T, (PEETE: B IWIRFE S, W LA
QQ (¥ 1 8000) , IAENA T UC (% 3001) 4. )

WIRARIELES Dy H AW R I, X EA PN A R ] A, 4
SR, KRR AT T o FRATX H 28— 225 BHL2E H 1o H 2
135 ] 139 ) #k0 . K4 Microsoft 14 <= FH £ NetBIOS BY SMB, it
ATERAd X e FR A . GX 4RI mT DABH 2E Fir 2 T4 W [ I8 £ Microsof't
Network P=A2f0)) #54L, FRATH HE Wi nl DURIE 28T o 535 400t 2 fig
RHER B, AL n SR e R AT, KRR R DHCP A ). a1 FAR A
S AR 1 LUK A RS, ZEA8 L& A HlnT Lol ik DHCP #3.2) TP Huhil, toalt
FEUE, RN 251 % DHCP 2 i) %48,  ABma HIX 450 ne

| R, TR A A bR T, A ] AR

\ KOS RRIES ) < AkH AL S AT, kil %

WO | Fstuim, s, e IvPUTHET, HEAERPIAH %N &R
\ 2T, AT AR

bR TCMP 4%

IAE, FRA1Z e ] LA sk s TOMP 2K 7, 7E INPUT %5+, 4 1eMp
M eth0  CRPAHIN Internet 10D BENM, T Tmt B4 5 ) 3]



icmp packets #F (RUHIHEEL) , DA A RS S0 IR, Har, A
B2 =% ICMP f4: ICMP Echo requests, TTL equals 0 during transit #l
TTL equals O during reassembly. BRINANEESZ HABATAA] TCMP 285 1) R K] A2,
JLFFT A oAb AL (K] TCMP 4045 /& RELATED JRASIK), st 2 Ut AT # 2 ik Ak 3
RELATED R A L5 AT

R AN TOMPAL R R[N “ DA [, TS
\ SR Se AT O, ke v, ERPIRASAERELATED. 52 145 &
\NUB 1 AP

AR RAFRE— T B2 82 B 21— ICMP . Echo Request
FKiE K echo reply, IXMEAEFZHH K ping HABRIHLF, LLAA & ABLEHL
TRAAH. WREAX—FMN, HAYL A REEN ping deific T A2
A VER, AEEN T ), HOR RO ARATT AR Internet B H.
ML A FR PR 2 A2 B Internet B XTFRATIBT KBS ping #RIRKL,
K BI7 KB ABATT 56 4 A B

VR (Time Exceeded, Wl TTL equals O during transit {&%yHH A 4E
LEWITR] A O F TTL equals O during reassembly 75 Z0 4 FIg 2H 25 1A Ta) A= A7 [R] A
0) FREIEN, FAT T LUEEE A BT & FHLR A, s TTL 4 0
i, FRATREAZIMINAE S b, ERNEBEERRIE S VLR, Ll TTL
= 1 LG, MRS A HE, TTL 84 0, AT SIS R — AN h
RFIFERE R . RJE/2 TTL = 2 (6, AT S 15 2058 AN B 25 iR [A]
G R witt, BERSRFATH B EVLRFIGE R X6, AT DL
17 LR — S EMAF R —A MY, AT UUE 21t Erd—& 6L, W
] CLAE A R W e S WL+ T .

SEHE I TCMPAR T H1) R AE it S ICMPR A B, S T ICMPR A 5 245 B 5 H
5, BEVUREE R IH IS

Ralph WaldenffJThe Internet Control Message Protocol.

J. PostelJRFC 792 - Internet Control Message Protocol.

VOVER, FREHZE T T AL TOP A, SR ARIR I 26 K45
\ RER A, (HAERIKHE, VI TARIER.

o
\N

INPUT%%


http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#ICMPTYPES

FE 1P INPUT FE 4372 A FH HAR B K 58 B N SR AE I TAERT . XA,
BAVRATTZM iptables FEH KL MM (PFETE: XL EH X B4 INPUT 4%
(RSN, IR A I I LA R ) LR 25380 7D, i HE AR LT T
PLUTAERHRLE, (B —J5 0, PRI A e R B R 20 (3
Fe ML, WRAMT) o ZJTDAREMENX — A, R BT O AN A A
FATTE LS AR 2 I 401 R e AT, TR e f R 326 BIAH 1K B 5 X
FELALBE . IR, BATTAT LA B UAE AL 2 A E AR D R, AR T ()
HOU /> 1o M, fEEE Ry, B kB as N T,

HOG, BATER AN tepWMER LA M EEATABE R X
AN TARZIZAESE N, BAHEPAT M tepfik Flbad_tep_packetst, HiHLH1
MW BEAT R A, A& AE /N fibad tep packetsBEHL .

SRR, B TFRRAE PR (E 00 M M A . LIR30 4
B R 3, Bk B RIEAE Toopback MR (ELFRE, A1 loopback
HIXEBEA) TP MUAE L3 T AT AP B A M, b B L FHERE Tnternet
FUHAE) . FATHEAERE LAN (K35t I U BCEER K S0 L, DR TRAT Ik
PR S T Internet YEdk. IFE, UL ICAACE, B KHEmAY
LA I TFA JEDCRE L, I PO BELIE (P AERE AL B T, 110 FLAR I 3R
P LI B A I TR 2

N SR £ AR K [ Internet SR, EREMX SERIN 2 BT, A —
ASMRBIFEN,  FRATTAT e R > — 2T 4 . XA BRS TR, e e
VFIT A b T-IRAS ESTABLISHED 8% RELATED H.&4¥ Internet 32 1[Ik N . 7F
allowed 8P — NSRBI GFEEE: SSAEREZS, B AKTEE
PAIED o b, 4ER2 INPUT BE BRI SE b EEAL T o AR1fT, 7E allowed 55
HARF——state ESTABLISHED, RELATED MEIIIAE A —LE K1), Ehlon, 55
L NAEBY IR D RE, ORI B A T

75 INPUT BE M, JRATTSFEASINET IFACE HEA KA TCP 04T
tep_packets fE, FLIHL, #2 UDP &K1+ udp_packets #E, # ICMP L &4E
icmp_packets #E. —fMuick, P kEBBIHZMEE TCP &, HIkE UDP
B, Befast ICMP B, HEERE, XHE—MO, SR REAER .. —FEr
W ERL A P AN, Bl B AR AN ], ORI 20 . WM 518 A
i, B RA 100 45880, 177 HA 100mbit (MR, #iH & Pentium ITT (AL
FHSNZAHEM . FrCR A S B EER — 8 EFE X — R

KHAT R TR, 5 AEBRATTIKI B KB AT —EMicrosof t M4
2%, JATAr OB e R AR R H S 2 0K . Microsof tif 2 ) LA A ST 15,
WU L 224. 0. 0. 0/8 AR K REMZHRM . PIHRATEATIZ 4 UK BHLZE S
sey, DU IATTH HASHCEAT N . I8E5S ? udp_packet stk LA P51
R 5 T s, s B AL FRUDP I EEE A L .

EH A I EL B INPUT #E10) SEMS A0 HE 2 1/, RIS EAE R TR, MR
HTRE) ) Y, bug: ‘& T RERL R RATAR RVFEBEN IR, o r] e X}



FA T A AR F R, e n] BEZ BT KE 8, WnBATIBLZE T N AR T
Mte BATE TMRPATIG DL, XA R A R A LU . BATIBE 2 b e 2 T %
3, DI EATAI AL H S BAC S A R 1 . O T8 5 R R YA,
TATER P A7 (e B T AT

PITAT VAR T PR U Ak 4 1) £ 0 2 B SRS DROP T o SHE 1) 1 ELAE AL 14 /)
TERAE RIS I BCE L, B IRAT O AR

FORWARD %

FEABIH, FORWARD #EEL & HUNIR Do 15, BATSHETE B KE
bad tcp packets . WCEEFRATATHIPEEEZ R, ©al L2 B, sk
B A IXA H T .

2 JE e FORWARD B¢ EZR T 25—/ FUiF BT A K H $LAN_TFACE 1144
Pram i, BTG, Wi d v, FATR LAN 7] B iiH1i ) Internet. &5
A~ FeVF ESTABLISHED A1 RELATED JRZS (18 REM L B kBl o #AguGUe, SEfrf
ST FRATTIED A 1Y A PR SZE 2 1 [ 8 8 m LR R Jeydak 9 o Sk T AEFRATT B4 P Y R 15 i)
Internet, IXSCHLIIZ AT, P TRATIAERTIHI 44 FORWARD 5% 1) SIS 152 4y
DROP T o IXFFE¥ B MM AREE WA, PRA & 76 ARAIE JR 3k v] LA 7] Internet
EBHIE T Internet %F Jaydsl 4 (K5 1) o

B Ja BATAT /N Ab 3 H RN, FH R il s et b TR e A DTS )
o XA IR AT BE R TES AL M ECE 2 A W8, Lo nl 52 B R Kt
XANHIUE INPUT FErh AN AL, HORRTEEA A, XA &: “IPT
FORWARD packet died: ”. AFgRIZHIK & HEMIES, @ TRMELAN
SRV ANk 1 — 2515

OUTPUT#%

R T 3RILF- B NAEB KB S E TARR KA, HIERDHIXAEE, AV
JLTFT A BT KBS TP (f94% LOCALHOST IP, $LAN IP E§$STATIC IP ) Hi%k
(P&, iy P2 SLAbAE Dl o R A FEAdATAmr 7 0 ] e e N DA = O o I
S BRI 2 P SHe e % I L B gk W& DROP i f0 o 3XkE, FeAT 18l LA T e
A1, kel DOG = AR i) 0 Cnl e AT b e IR 5%, B0 2 SR AT 1k O
PR SREUT SN,

PREROUTING%E



Ji44 S, PREROUTINGEE (natZRI1)) A& AERS HH 2 B &% btk 4 3 1A
Mo ARG, BEALEE, MaSpkBlcilter K K INPUTERFORWARDEE . FRATT4E
X MR ANEERME— TR R, FRATTE IS DAL PRI AR HARAS I 12 A8 A i
ATk 9€ . PREROUTINGHE R & VUECH I — AN, Wt il, XM H
ML ERAN S IV BERG A o SHSE b, AERXD AT, IRATRAR A H 3
PREROUTING % 1S ARARN — e 40 fDNATHRAE, ll, fRiweb serverfifr T
Jer b P, X R A R BRI b T . A5 SCPREROUTINGHE I 140 45 L AE 51y
FAEES

| TMEE, PREROUTING B X GEAM 45 M bk #e 40, ANBERH SR Al
Ak pE, BFOARENR AR NS Sl Tk
Gauto™

POSTROUT ING4#

P55 AT 25 A% e W) i P 28 ke 4, I ? /DX ok U2 . 3k
fIT7E nat &1 POSTROUTING HL HU WA T —48E0], "E&X B M Internet %
OBk, IXJE eth0) KB EEAT NAT #4E . 7P 61 AR L, &6
s, EATESLUEMMECE . Rt $8 2 EEMA K AR AN, X
B nat Ko fr2-A UM TEAT NS nE) POSTROUTING BEARK 2. —o
$INET IFACE $5 @ ZEVCHC AT A M3 10 INET IFACE H 2= /040, 33 B JRA A0 FH 1) 2
ethO. HJ5, AT target VB A SNAT. IXFE, Frfr DR HL I 1) 056 25
SNAT target &b, ZJ5, ‘AL E Internet #2 LML T ANEE
7 SNAT m] j&— @ %4 1P Huhkf), H——to-source Kix% &Mk,

FEIXAM A, FeAT 138 BESNAT I AN FIMASQUERADE /& A7 J5 IR F) o = B 114 Jt [A]
FEFRATII B KBS A A TP kL, (I SNAT S B R B AT 2% . 845 — N R A2 AT
PHEIXA 7 R e PE DLUACERE T e . WRARE A F AR IPHIE, 22
ALSZIISNAT, I /2 A FIMASQUERADE A 4F, PR A e R S5 FH, 1 HLeEml LA E B3k
IPHuNE. 4K, THENLFHFE S 22— f, (HWUERARA FHIDHCP, XA R
20, WIERARAR T #EMASQUERADE targetfIRIL, MNi%E B A
rc. DHCP. firewall. txt,

MEWR

NHTAFEARVER, RalJE re. firewall. txt. HPMAEEHEHCD

A
R MG, SO E] T R E QLR T .

()i



B E I LA E BT, AT PRARLEAN R 5 AR A
To IXLEAG 7t W] AMCAS SORS ) R 55 s BT 2

—

THE §7HA

ARTENAATE R RIS, IF ELAIR S — N IX LA [ 45 Al
AATIBRAE IR SS o XA BEA IR 5SS, 1 HAR AT REATE SR MM 4% .
AJUYE, XL FURRIR, R H QGRS e R SR T E

rc. firewall. txt JHIAL:E R

AR F T B AS S SR — MR SRS 1 o BRI, R I ) LA
EA AR, (F T IRATE AR Z Ao A TR B XA GRS MR EF 6
WY, i FLd 2 ] B3t ) SR S LU A A A A S F IR IR TR, AR RN
Ak — HAT X BR 454 .

VR RIMEHE S TR A, RA—EIREME, SRk
i, ERREIF AR RN, FIEFEE RN e S, i HAER

WOt | itz s,
\ )

A G5

A AT B A A A S5 K o AR AN T e Ty, T RE 2 3R
e T, BRARBR UL A A BT O R 454

1. Configuration =146 & —PNHCE LD, AR AR A | 2 H 21
JUTAEATHIA (shell-script) [EE—30#B 2 B TX .
1. Internet —f X Internet EFEMECE . WRBTATEAILAT
Internet &#:, X—#ormtnl kit 2. R, MHELIRMIPIH K
1, Xt EH 2N, BRARBRIMXERAT 7L
A, AHEE N RATCA &R Internet EE T .
1. DHCP —n B JEIAS 3 T DHCP,  FRAT T 27 A oA I (1) e
Ho
2. PPPoE —UnSRAEHE A T PPPoE JE4%, i BAE LLS INAH Y,
(I TC
2. LAN W SB KB G Rk, st Al X BLARCE T R
LN R 2K L, RO RN L B AR .



3. DMZ —XHHEZEHX (DMZ zone) MACE . Ko AA S FH#IX A
WHE, OIS ACER 0] (1) 32 B — Ll N K M 4%, sl
MP IR P25

4. Localhost —AH (local-host) WA KW E . BAREILENTE K
ARAIEA, H—RASHNRE, AN IZEH 4B HES R
il

5. iptables —f K iptables W E . KA T, XHENKE—
MsiE, HSKigI iptables PP IMALE .

6. Other —WHRILH 2GR, HENAZIEATIAEF N /AN,
SEAEBEA AN /N, BOX LI .

2. Module loading —ANAZYE — MG . E o HMESY, 25—
S AT, [RIIN 2 3 A B AN R 51 3R

| OVERE, XU RS AT A, BONE Y. &

\ IR, AT MR R T, AR

\NOB WA T 9%, ARk, fEApih, ROLEET XA
] 5

| &Y iptables HUf, Bitk &2 A3hN#Em HKE 72
\ | BCREE TN, (R B 5 T
\NOB BE AR B Cngk, Bt conntrack helper bt 2 F-2)
ISR

1. Required modules —iX W ALZW) &AL IR, eI Resde s
VBN E R . B AR 5
2. Non-required modules —I1X WA H )& AN BB, BTPLEAT]
AW RE R T o WERARAH B T e 1R AR DR, ST LUE e
1T
3. proc configuration —IX )LD IEA K proc RN HE . WHIR—LE%
Wi, AR E, WRARE, sieEEs. KEoaHm
proc LB AHIAEIXIL T, (HImzE A& A
1. Required proc configuration —fL& TAFBIAREIE S TAEMI BT
DA proc ML, ‘B0 DVEL & — e RE 4 R A P BN A EE R
B IR 3 R 45 T 1R T
2. Non-required proc configuration —iX L3 [FEITIARE LT
1, BEARENITRIRAE . Bk, FTIEEOIHERE T 45,
I L I S BT A 1K A (IR T
4. Rules set up —IAE, NN T o FATFTA I KIS B b 7o e
BT HR BN R B EE SR RLER S AR RGN B BE
B CBEEE: UARESAERT T, PO ImERH eI o Bsh, &
st A4 iptables —L 4 AR SR 22 Hl b JAIAS B 55 8 1)t B
1) CGEEEE: XFE, (ETRANTEEHD .
1. Filter table —H4GR: filter 2, 1 HIRATT /0 280 B W .



1. Set policies — NPT RGN EINFER B AN . WH, &
SVCE DROP, X SV FH iR IR 45 Bm & 70 ) Th B A gy
CL ACCEPT. 3XH¥f, FA 1wl nl LAJ7 (M HERR 3 JAT T A AL
AT )i 11

2. Create user specified chains —{EIXB A TELIGE
I B e . R RA R, Jaii2Agefi i
BT, P DAFRA B 3T X B4

3. Create content in user specified chains —#E~r H5E X
B LG AU o SR ] DUAE S T A o ' X e
K, 2 B USRI ) L, W — 1 Jid DR A ARORR DU R e 2
EARITLE, [ TRNEE.

4. INPUT chain —(gd INPUT HEHIRLI .

I NIXHIHS, g2 iEl iptables —L (i
\ | HESRRBIRE MGG, SR e
\\\\o’ﬁ) S TT I, W SIR

5. FORWARD chain =2} FORWARD %G g HIM] .

6. OUTPUT chain =4 OUTPUT BEGIEAIN . 82, 7rix B Zig:
IFLIUAR 2D

2. nat table —{EAbFESE filter R JG, %W H nat £ T . FATIX
PR — B R . o8, FATAMOKF AT T4 R ALE (%
TR R, filter RBENZIENLH], A EE &) F1NAT
e, DA eATn] g T SR S AR A R (PN A) CH g2 IR IR )
s TATIE T NAT, (HElyEMNERAIs1) WPk, ik
H, A nat REMLEHSE filter RE—NE. WHLZE UL,
filter LML, nat REEIMNEH—)E, mangle £IEH
2o MHEEEI SR, XA R MK, (HB )\ AE T T .

1. Set policies —5 filter —Ff, FAIIC R E MG, —MHk
Yok, BRSNS, B ACCEPT, miARLF. XANRAN %4k
FRAAT ATk 38, T HFRAT A NI L & ST 6,
AT A X6 FRAT VBB 1 R 288 475 DR B8, P e i A2 — S8t LY,
£ . FRICFME WA ACCEPT, A VA 114 JE AR IX
FEA .

2. Create user specified chains —{FiX )L nat X< H
I EE . —AEOL T, B AR A ) L
S, ABFGEARLRER TIEANN, DI —27T .. R, 1
B RGN R H 2 B0 — € B AR N IR B S .

3. Create content in user specified chains —¥#E . HE X
A pII

4. PREROUTING chain —ZEX; A DNAT #4E RO, Al 240 2tk
FET o KEBMIARA S HEIXACEE, B 230 B pg R



6.

HRRET, FOATRAMIARIEART e Wi o Fstrerh ki
WA KO T, XSS BRAT SRk i B .
R, WA LB TIX4c8E, UM ARLE A H
(P A P AR T R 55 o

POSTROUTING chain —WRAS ] SNAT #8845, £ AE T
B . PRA] R — AN B A R M 75 2B KBS RS, M
Tt A I RE A5 R 5 LA TR, T LI A JEIAS v A
FHF) POSTROUTING 2 AH S KGO T, FRAT
23§ SNAT target, {HALEIEHL, W PPPoE, FATASGA
e | MASQUERADE target.

OUTPUT chain —ANE AT A JAER L P A BIXANEE . 4
] DAPR 52 FUE ASHLAE Ml IR S A g o T A5k,

3. mangle table —Ht)Ja BAMISR 2L BE mangle 3R 7o MW, AR
fERIEAN R, B —BEEEOUT, EASPAEM ANZR], BRAEAAT]
B AR TR, L TR — R &R G2 0T, A
PG —WCE TTL 8¢ TOS %5, 7EXANEIAH, LR & Am. (B
TR a2 A AN Ui B T mangle R A AL

1.

e e

Set policies —W B KM . XH M nat £JLT5E4
A XHEAN MO IE, WA ZEFAT M. AR
A L B ABAN S mangle SR FEME 5z g HAB I, WAE
JARIZAFEARL o

Create user specified chains 3 . H5%E X 5. JLF
AN HBXAEE, PrCA A AR, PR B /N,
HEL& e,

Create content in user specified chains —@ . HE X
BRI AL

PREROUTING —A45 7 I BT BAIAS R AAE B BE 2 NE )
INPUT chain =35 v I I A A A LG Ak 28 ST R
FORWARD chain =38 B () A7 IRV AS R A G B 8 S A0 o
OUTPUT chain =45 5 B B A IV ASER A AR M0 B e S R0
POSTROUTING chain —A4574 B BT BIASHRARAE MU BE 2 37
.,

SX N2 AT ARV A AR R RE S A TR G544 52 SRR IR AR e AT A A8 XA

ik T

VRS BRI SSOE S ARH R, DAZRE N,

2o Al

ke Ta)

couio™

SRR T A O A ZEIROXR R B S5 RS o T 0E
o] BeAT ULILIXP S R R ME— 1) el o

rc. firewall. txt



Trusted Internal Network
IP: 192.168.0.0/24

IFACE: ethl
IP: 192.168.0.2

-

FIREWALL
IFACE: ethO
IP: 194.236.50.155

Internet

AT c. firewall. txt/ef% Ly, B kKBEACE SEHI re. firewal LB OV T IR 1
ANfARE, AR EAHS 2 LLe N RIS 2 o XA T E2UE 5 R A
ER IR EMN AT, W—N a3 iE R, — A Interneti®E . AKX
PG LR IR — AN ERAS IPHbE, ANTEDHCP, PPP,  SLIPSILAAT A WS IR
FIATHCIP. W RARAEL A 5 2 A0 X L s AT, 3t 2

rc. DHCP. firewall. txtHH M,

JHIA re. firewall. txt e KEER, REDTEA Ny H TG, AT
DI gIE A%, W] DAgm Pl . an SRR T JRIAS,  mit £ I A AH [
() T REAR B B 3 S AT g i3 A

CONFIG NETFILTER
CONFIG_IP_NF CONNTRACK
CONFIG TP _NF TPTABLES
CONFIG TP NF MATCH LIMIT



CONFIG IP_NF MATCH STATE
CONFIG TP NF FILTER
CONFIG TP NF NAT
CONFIG TP NF TARGET LOG

rc.DMZ. firewall. txt

DMZ
D HTTP
, I IP: 192.168.1.2
Trusted Internal Network Dl DNS
IP: 192.168.0.0/24 IP: 192.168.1.3
IFACE: eth2

IFACE: ethl IP: 192.168.1.1
IP: 192.168.0.1

V A/

FIREWALL

IFACE: ethO
IP: 194.236.50.152, 194.236.50.153,
194.236.50.154,

194.236.50.155
Internet

JHIArc. DMZ. firewal l. txt FrEF X TG DURIXFERT: A — DS N M,
—ADMZ, 5 —AInternetifEie. 1XHDMZ LI B E —XF—FNAT $eAER
2, EFEIPHA G —IM R EWE 2P 15k BATEA
HAB T EARSZIL DMZ: WIERARA — NEANIM B, vl R+ M, SR e A
T WAF4DMZ,  FoA DT KESEC E AR P S A0 TPl Gy B —Ap oy
LR Z AW B IEOL, BPA I —AN B, DMZ—/NEBE, 28 =Rk it
—NEBRI A LA, XA S — P L T o R, XMOTES
ZIHFEPNNIP, — AN EMgihl, —ANE) bk GFEF A BRGNS E B
R T MR AR B, XM R IEAEIREED o BL B I7 72




AR A CUE T AR RS G IRSEILRE K SNAT I T Besli iR, H
HARr £, B e, DObIX Sl A REr 1.

RAAATELLU M, Mg eI Cedn ¥ AL T

CONFIG NETFILTER
CONFIG_TP_NF CONNTRACK
CONFIG_IP_NF TPTABLES
CONFIG TP NF MATCH LIMIT
CONFIG TP NF MATCH STATE
CONFIG TP NF FILTER
CONFIG TP NF NAT
CONFIG TP _NF TARGET LOG

MBI LU, AR SR NN, — AN AT EAER P R, AR ok
192.168.0.0/24, 57— DMZ (FRATIEZXTEM—X—1 NAT) , A F bt
192. 168. 1. 0/24. WA AM Internet [a] 341 DNS IP Kik—/M, Fedilsk
TP AL DVAT, 2 )5, el H bt g e DMZ B DNS JR4H8 T, et
BT CABAFUEN DNS M5 8. 7500, DNS MRS 38R SR, Wit
NAZ T . FHESIN FR DVAT ThEgfiEA]

$IPTABLES -t nat —A PREROUTING -p TCP —i $INET IFACE —-d
$DNS_IP \
—dport 53 —j DNAT ——to—destination $DMZ DNS IP

BAITLLE W, AN EAE nat R0 PREROUTING 57, ALEE 2 I 41
e A reP M HAER 53 S, MIZII$INET IFACE #E, 1 HEZ DA
$DNS IP N H 1. #UCHC KA FEAS LS DVAT target KACFR, & 4s30AL1K) H (1)
hkB ok HH—to—destination $55& Ul $DMZ DNS 1P, iXihid DVAT I TAEA
Fio YAHPN I N Bl Ak 2B K5I, 25 B 34, un—DNAT.

BAE, RN ZSE ] LSRR AN AA T o dn R At AR AR P AE AT
FAb B A B2, AT REWUE IR T, B IR

rc. DHCP. firewall. txt



Trusted Internal Network
IP: 192.168.0.0/24

IFACE: ethl
IP: 192.168.0.2

FIREWALL

IFACE: ethO
IP: Unknown

Internet

A rc. DHCP. firewall. txtif F-T-HSLEAdi FH DHCP. PPPER.SLIPE#: Internet
IO, EREIE A e, firewal 1. txtJLTP—HFF, FEMX AL TIXEAH
{FHAZRSTATIC_IP. JRPARTFHR T, B2 EAMshSmMIP—EMH. A
AN F IR AR A T SR SRR DR, (HE e — 2 N R A M il T A A . &
REMFEL:, XA N ZE — MBI IR ITE T .

i EE AT R

e CONFIG_NETFILTER
e CONFIG_IP_NF_CONNTRACK
e CONFIG_IP_NF_IPTABLES



CONFIG TP _NF MATCH LIMIT
CONFIG TP NF MATCH STATE
CONFIG TP NF FILTER
CONFIG TP NF NAT

CONFIG TP NF TARGET MASQUERADE
« CONFIG TP NF TARGET LOG

PP A B R T A8 STATIC 1P DL K RS AT A 4t LA
B, B E TAE R IL T8 STATIC IP 1), BR{E 2 INET IFACE T . thgk
S, EXANEAE, TRAIAFEIE-d $STATIC IP /Nt Em AT, M2l -i
$INET_IFACE. X)L T 2&ME—Mids, oz,

AR R — e S RS . IR, FRATIASBEFRAE INPUT B4 S 26 4 1F,
tbi——in—interface $LAN IFACE ——dst $INET IP ATl yE (P& KA
X G E ) INET_TP) o X ssiE AT BERE T Internet B2 LM TR ML
JE, FEXFREGOLN, WL R AN T4 Internet [ 1P, X4 HITL—4&
], A AT AR — A, SR RATIFERG K HIE AT HTTP MRS . i3k
VT XA Wl (e, S T — A8 HITP RS M A ER:, Xl
FETEABASI DNS R TT ), AR T 2nk NAT #4EALF 2 1a) DNS
Y HTTP IR 252511 1P, ARJGE P4 V5 i iX A TP J7—FRATEEE TH R TP i
PRt ug, XEPLFEANEEYS 0 2 HTTP T, [A24 INPUT $%4> DROP XM, (3%
FVE: ERERA Internet # LM IP ARE) o ARG, XthakAAlr
RAFRZS TP (PR, (AAEARFREHL R, FRATTTCABE hn—2c M), DAL 2 LAN 2
AL R AT INET IP [, #4&, W) ACCEPT,

UERARE L AR N2, 13 BI85 ) DURISD A TP A ) fig 22 A
f g il LI Ak B, BAT U AN A, B R B Interne t E LA
Ziiaty, M HEREM A1 fconfighfdh it H TP, FEIXATPIRET K AAE
o BUFINIREIEA I LERE e A, W pppdal (R IA ip-up. A —
Sepdyli, Wlinuxguruz. org, $EAL TARZATHMIBIAS, (Kl DA Lt DR
AR AR )€ A B

| XAPDHALE re. firewall. txt BB Z— M. ALY
PRSI G, A AT RSO R T A, I ELAME B 1)

NOe! | wmit T
\ )

AT —FPPE R BRAT TP, B AR A BN _ESRBUXFE IR A

INET IP="ifconfig $INET IFACE | grep inet | cut -d : —-f 2 |

\
cut -d’ 7 -f1



b A AR & N feonf i gl H BLERHR B (TS INET _TFACEMIP, FHIR4S
$INET TP, SUFIIMERAEHIA retreiveip. txt. HEFE, ENTTEWRE
SR — N IE R GO, sy KB AT  2 e] CA EE ak . Tk
Wt B — 1 F L) 1n) 8

Lo XA A AR 215 5 — DN AN IBAT I, RN A S th PPP
daemon)3 ZI, 2RI ANEW not SYN rules (HAAfE EA&H A K EHSYN
PINEWIR AL ) ) St R iy SR iy DA W vE B IR e . SRR 4 A5 50
W, FrRESEA S, (HILEARK.

2. WERARAAR SN A BRI, iy SCELA sl BRI, b AR O
IR, SXWOBEA T . bean, AR XA PH ZE By ey 3 HL (R AL~ 1m] B
kb, AR EATTRETE I k8% L) PPP daemon, U SEEANIIER AN oK
PHZE AL, B A RE5E XA ?

3. HIEHRMALX AR, MG LHun, XS —8esmE, H
WIHLIE AN AR BEORFF T 5, AERE R (R 05 5 R ) 8 A AR 25 2 1) o

rc. UTIN. firewall. txt

UnTrusted Internal Network
IP: 192.168.0.0/24

IFACE: ethl
IP: 192.168.0.2

g

FIREWALL

i IFACE: ethO
IP: 194.236.50.155

Internet



JEIA e, UTIN. firewall. txtid H FRXAEMITEIL: BRATAME AT 5B k%
ML, AFEA M. AT RN WA POP3. HTTP RIFTP, 2T M
Internet>RATER, BURFILAD A —FE,

PERAIAC T 2L ZhRe Rk

CONFIG NETFILTER
CONFIG TP _NF CONNTRACK
CONFIG TP NF TPTABLES
CONFIG TP NF MATCH LIMIT
CONFIG TP NF MATCH STATE
CONFIG TP NF FILTER
CONFIG TP NF NAT
CONFIG TP _NF TARGET LOG

XA ASEAE 1 5 A EAE R, SRR SR T, XEN4
MBI B, R 9 B R B A S >k FRAT TSI o XA AR FLE 7
SRl KBS TS TAR— M 1o B re. firewall. txt JFEH RNZ AR, H
/b T2 VAT I FL

rc. test—iptables. txt

XA A SRR iptables BT HE. 248K, IX BRI 7R A 1C B 175 1 A5
Lepi i, WIFTHF ip_forwarding B & X 'E masquerading, 55, BRI %S
THARN) iptables, HinlPMTH . HISGXAMEAEH 7 L0G, PMEREIL R
B 10 ping 1R S5 M E . DX R 720, FRATT AT DL T s L e 28 i T DA A
B Ry . A VAR, SR TN A, FRAT A ping fr 4,

ping —c 1 host. on. the. internet

R H A4 tail —n 0 —f /var/log/messages Hit 7] F& £ H T WELHE DL K
AP AT, BRI SR L i R g e T

| SRR R T B . AR B, S LR
O RS REIPTA L, KRR R H )
\Mﬁa- %, M7 EE 2 AN R0 DoS Beati. & id ] it S BRI
\" D oS iz, kg s

rc. flush—-iptables. txt



rc. flush-iptables. txt AN IZPAAE AT, & HOEHE IFGE T Ira L.

B, B Filter R I INPUT. OUTPUTHI FORWARDAEE (1) 55 W 15 Ay k44 [KIACCEPT,
SR Enat Z [FJPREROUTING + POSTROUTINGFHOUTPUTAE » FRATTXFEAMR A Db Hy 7
KA ERFNAAA M R ety . IXANEIAS R A B Kk 85 v R4l FH

R FRAT T DGO T TH I R PR I I S e AT T B A e AT T -

ZJa, FANER filter RELPTARIEE, HIA L NAT KIN. XFE, A=
AT AANAZATAE R T o XS Rz MIER £1lter FEMNAT KB B E
XHET o IXI, BN TAEFNAZ M T o R, WERIRIE] T mangle 3%, w]
DATEIXAN IAS LA AR S, AR S R o (B LSRR Xt 1)

| RIS T, A A S R A
\ rc. firewall A B, 1 H 2 H Red Hat Linux JIASE:,
NOWC* | kbt re. firewall s, S /MHA BT BLEE) . HRALX
\ FEMCT, BRI — MG, BB IR iptables [ifET]
. TP, RAZA L LM shel | AN M. A shell i
AT AV L2 S B A 0 K, Szt 39 T JR I
AR R S SRR B ), LS T 2 kS R

Limit—-match. txt

XA AR R Limit matchff), iR ELinit match&Z W] T
YERT o SENIXANA, P AR ) ) () 8] B8 A & ping B0, ] UG H N
AL, Xt R DA 2RI E 1. RN AT LU, Bl imitfburst
{EHFRBEZHT, Frfiilecho repliestios i FH %

Pid—owner. txt

IXANMEIAS LA T e FHPID owner match. ‘& HS2A A #RAA, HARAT LA
1247—F, fiv&iptables —L —vIF%irH <l e s VUHD T 4R 7,

Recent—match. txt

Yt BHRecent-matchWa {if 1) — ANl -, 584 T iIX M i A iptables
VLT 2 5 JRecent match,




Sid—-owner. txt

PEHASID owner matchWMaff I —" Mo+ [FIFE, S 2HAa#Bi, =
fruflizfT— 1, mrdiptables —L vt < vt B E A SZULAC T E ARG,

Ttl-inc. txt

AN BT T B ERATT A B kB e A, AR R e
REFFE AR, AR T LI AT B 1 Bodi 2 BsaR 245 .

Iptables—save ruleset

XA s, BN R S E B KU iptables—save
AU . BrbL, EREEA L, JE NS EmE.

TEMRR

AT AT AR B LA A 1, Ay B ik iX L84 1 RE S LR
%IF iptables/netfilter YR AN

T FEGHE iptables/netfilter WIANEIETEAL 7 S, 244K I BT
SIAEITA ET AL LA, e T AR AR IR 8 TAE. (2R U
FLERIN AN E ML TG R, IRZ DI A 2

= e .

B+ HE iptables/netfilter &AL

e 2y

Fr1H

FERAS TR TR, (2R AR T, HHEN AL
B ELE T MR, AR B3 | F Bk

Fwbuilder http://www. fwbuilder. org/.



http://www.fwbuilder.org/

Turtle Firewall Project http://www. turtlefirewall. com/

IPMenu http://users. pandora. be/stes/ipmenu. html

Fasy Firewall Generator http://easyfwgen. morizot. net/

Integrated Secure Communications System http://iscs. sourceforge. net/

FEHUR

AREEIRATING T WP KB EDE A, Hp oG e e Irr, R
IR =5 T BRI K e R DR RA . N — AT AT
iptables/netfilter IR MALS o

BTNE RN i

AR HErE T iptables/netfilter ELE AT MAL P 5, EAT1HS 2
2t e A HAR R P 780 A e X0k S8 5= i (R AT Ar] P8 B R
K, T R EEKR.

HPOS Firewal express series

faj R U B R B 1 express RAUF= 4 (www. orcal. cn) FEZ 25 X]
Linux A HEH M TERE 2B kds . B MPERE EVF, &0 BHanh it &
R PEREM Linux B kEs, SAMMAKE FoRE, A RE I S 2 hiAS LA A 43 =
Ui I Bk 5 IR A

BB express RYIPTKEEA IR . —FloZ 31 1icense,
BRBH RV RA, AN AEE AN B CHER R e T &, R
PERULE license MVl Sy4b—FloR bR &, BB -RRHI BT
K, KBS & TR A HS R i 7840 ARG, RERE R B i P S 2 1) R o il
PRIk RE

PR BB BT K AR G SO0+ P 2B, a0 i e s b AUk
WAZ BRI AR HPOS express R ANBG Jcha BT, (H2 T I0 R S8 LRI HYJZ #2
FASFIELAE DREF AN, DRAE T L 08 I E e

wRARE 20 T ARV M EE AR 7K, 1V A www. orcal. cn.


http://www.turtlefirewall.com/
http://users.pandora.be/stes/ipmenu.html
http://easyfwgen.morizot.net/
http://iscs.sourceforge.net/

What’ s next?

FEHUR

KRBT REAHIFE T iptables/netfilter HIBG k&%, [AIRFHAE T3 H 1)
Y

4F 7, XL AR R T IESCE S T, A B S LR ARAT S AR
MR s) e Sy A0 AR R B bug #E FARAIRIKR .

Fi%A HH ar 2 A

EE LRI A4

A HAEAA T U — A+ H I3, Al iptablesfift4
ATIRACAFNS ? FAT Al AR A B K i UK — 55 L el I, AR B I A
T e R, ar iAW R

iptables -L

XA A2 AT B UL 5 13 B s M AT IEAE A IR 4E . tedn, &
SRGEH A/ ete/services HAHN 4 R mum 15, HIAHRNP) DNS il %%
7N TP Mtk HJEE I ReS FEC—LLm s, B, eI LAN 1 1P il
(1 192. 168. 1. 1) fENTAHN 44 5. {H 192. 168. 0. 0/16 XA M B2 A
P, kil R RN R, WAEELE Internet A, FrLleAs
# Internet _[ff) DNS IR&S#effAT. KoL, SEFTXANMRER, &t g sve
MILT o AT BEGIXFPG OO R A, FRATT S AT F e i -

iptables -L —-n

WRAIRAE B R RGBSR . BEARBEMI TR sy 451, ) DAZE L i)
A JGHIN—A verbose Fri&, WF:

iptables -L —n -v



AT, iptables —L iy 2] A& H nat KA mangle KN EME (AL
BT, BIAMRRE filter) , HFEEMH-t &0, L BATHAEE nat KITM
M), wt A R A

iptables -L -t nat

ft/proc B, WREILA —LEICAFARIEOGER . Ft, R DAFEER R ER L R
AP MRLEIER . XARAS T AT, ] DUEEE T
PR MERAE T AIRE . BRER, XNREAAEGEN, ETLL, AN
e ATV I 1 A& BRI

cat /proc/net/ip conntrack | less

B 22 o T T A BREA R, (HE A L S e AT LU

BIEME T iptables Ay &

EIALRAE iptables F¢ I —HaivR, Bl A JEH A R0 A KRB BE,  TTAS
WA SR FeIEBNIAR 2 ¢ TIXAN @ ) i), By ABRAR SR i AR L
(1% —F o WIERARIG IR ) &, EEAR M e, R S E-A BOh-D
BIRT. 3XFE, iptables oy HEUABANEE AU M Fives,  (H L SREAE AR F A D)
AL U RIFE RN, B KRtk 25— 45 o i RARAAX AL F &
Az, B S ok . n, ARARINER INPUT S5 10 208000, m) LAATH
iptables =D INPUT 10,

RGO, we B S EANEE, X TR, tedn, FReA1ENE
AN INPUT B8, (8 fr 22 iptables —F INPUT. {H/ 238y i, &Ui-F
TR RE B Tms . BTLL, W AT 2 A8 4% INPUT B (1) S i
DROP, ‘BB PHIERTA M., IS A REEE RIENE ? 11075 1% DROP J2& 4l
Al BN, e FHABAN 7 iEmT . Eblnn, AT INPUT BE 16 S 24k ACCEPT,
W iptables —P INPUT ACCEPT.

®O4s T —MREE I E B iptablesHIA, M frc. flush-
iptables. txt (PEF UL , 25 B OAWPTKEEAR, RIS
M2 AHU SRR Emang 1 e 3% HLEL G EL 50 5 28500 @ 0, XA AR AS A
T o BUNTEMI A e, firewall. txtH, FEAHHnanglesk, FrLAZE rc. flush-
iptables. txt LB A US INAR R (VR R T fE .

Appendix B. & W5 E


http://iptables-tutorial.frozentux.net/cn/iptables-tutorial-cn-1.1.19.html#INCLUDE.FLUSHIPTABLES

R 4 ) 3

BERAIR, ARATRESIE R LAN R, e, ARG WA RIR E 4T
RO AR Ao B«

insmod: iptable filter: no module by that name found

XA T LY, ROA IS B IR A T B M i S g R E A T
PRI RNXAME B, R RNZE G, BT RGN MR, &
i B PRI S AN BB D RE I iy 2 ik 0T BT fiE oL, Wl
REsE filter REALEN, MIMEAAMHNIITIRE, AR filter £
To HTHAE filter RATIEN, ATLLH FH a2 KIAR:

iptables -t filter -L

XAt filter REPAIIEE, BEFEZIBIT R, A RIERE .
R DNEH, fh aERSR LU N OL, SR, X EE RS DA
filter REIMA TR GEHE: ERXMITH, REZHD .

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

UERARAA S RAT R Cilter K, RRINHLE L MEE

iptables v1.2.5: can’t initialize iptables table filter’ : Table \
does not exist (do you need to insmod?)
Perhaps iptables or your kernel needs to be upgraded.

XA A L T, MO R TP RATRER BIAME R S —, RAIH
SERAA AN G D REGn R BE I AZ BL s B, FEREH— N AR H R $R 2
XA, XA ) EUE, REE S TR R, BB
depmod —afiy & FUPEE S A, BCE A AN IIRE g N Mg e i
AL RAE B o HRIEn] BeE AN RN, (HIX LR 2, AE B,
KB SRR IR R S ity o Lhtur, 55— 1) @ n] DA 5 38 ok 76 Y A% U5 H
Sk Hiz Tmake modules_install fg&Kfful, X MIREA RN, BLdEMEC



291 (compile) T HARER O3 (build) o 55 - Ninl @ i fif v I pvk 1R
faj i, HEHE4T— TFdepmod —afif?, ZJE AR IER TAERIT . 55 =/ W
A R R FRATTRE T, T HXA ) R 2 B b s bR R w2
BRI PAZEL i nux SCRS vF R B4 31 .

FEIEAT iptables I, {RIEW RERF 2 54— MR AE B -

iptables: No chain/target/match by that name

XYCHIREE I R target. B match AELE, JRAIRZ, AH R 1) 2L K
PHEE T 27 AR AT AN B 2 7 AR X R i . A2 BT
AU, RTREE DA R BT R B A, B8 WAL RS IR, R
# st iptables HBNBHEMIIN R T o 3H, IRAIENIZFE B EIHS SN
fl I, B ISR target IIPFEETDE, B AW SR A .

R ¥ B SYNHINEWIR &R

iptables A “HFA” BAA MR LU, FTLURBZ AN A8k, a4
) HAM T B XA PR whtt: WERRAEFPIRZS NEW, FEA R BEE SYN
(PR Sl I B kB e Z BT A X AMRE AL, AR RO TE SR, B 1A
FERILBEERAS (LR A5 — N5 k85 0K T AL T ESTABLISHED JRZS
R By o XANRF S PIANBCE 2 (W B KB R TAE R nT RE, T HL
A AL E AR R 25 A ) E 5 (AR 4, andli Bh 9 K il m] LA SZ 1 9 IR B1 Kk i T 4
VB (HE S FEOXFE S RS NEW 2 7 L T4 1 TCP gt N, T
ANEIREH 3 KIETF . N TABEIXAN R, AT ZEALED K INPUT 4%,
OUTPUT %A1 FORWARD & AO AW RN (PR35 vE: SEREVEZEFR g “NEW not
SYN rules” , F—/NPEE#F]D .

$TPTABLES -A INPUT -p tcp ! ——syn —m state —state NEW —j LOG \
—log—prefix “New not syn:”
$IPTABLES —-A INPUT -p tcp ! ——syn —m state ——state NEW —j DROP

| sk E Netfilter/iptables 5 H Y, XANER ST HA AT M
o 9 S SORULEE, SRR UG, AEARIIE KB L, e MRANE
casio™ |\ ap,

TR, XA T microsoft [ TCP/IP (A SZHLIF) TCP/IP B A
17, BOMAENT) PR IS &AL W), A2 H microsoft [F77 i
AR, HAAR A IRAS NEW, T4 4 s e SR 5 57 Ak T
VEARIE R, 20, H ) U e X )L T, ORI W T o XA 1)


http://www.tldp.org/

PRAF 6 PHIEERT, e — MBI FIN/ACK & 5, Netfilter HPIRAHLE
St RV IE . MR B B R LA AH N e % o (HARAEIX I, Microsoft HAS
SEEMMRET S RIE SN, RS AP AR B SYN HA A A A& NEW IR
AR, BRI EHa g B UCEd . Befgiiid, SR AN
TRV, WRRIRAERE, AU E AL -—1og-headers M, XFE, 1K
T DA Sl s ok, AT AT DA R Gl 1 R S (6

X IXASE, A —Le AN, than, HEANER: (Bl 2 M\ LAN &
D &R ks, m HA DAL B 3) PPP BGE . 4R 5 8) PPP
R, WA SR B E B T REt 4 88 (be killed) o MK, XHATE
K O R A B, B2 VRHE conntrack Fl nat {E AEEIELT, JF HARHK
IEATHBAN B AR I 3K P AR A B 4 258 N RN W SRARAE B K B 2 AMPIHL T~ |
1247 telnet, 1 H GBI XA telnet EHBITHIA re. firewall. txt, &5
RS, R T REf PR IR IXA A8, ARSEHES—A telnet R, 8L
M IERE, s T IE R BRI, RSN B, s, WA
telnet client BY daemon A% —288 ¥ . HURMNAZHIKR T, HEREREMUL A
HIXAERRAREN, BUATESL T, EWRA R T mA A, BT
R ER: B T AR E SYN 4L, KENNIA H telnet client BY daemon
KEWAE EARIRANERZRNE N, Bk, i Em 7, Wik
UL, XMUSHCR TR, REHCE I, AmiERis k.

NEWIRZAHISYN/ACKE,

HAE, TCP B Be s B H B AR AP 315 il (Sequence Number
Prediction) o FERXFKE T, BB FH A —GHIF P Ui BhEx % (%
Hik: X A AMIRIR IR T, B AR E 5 B RS ST
LT, LUARIR B2 H 0D AR5 ARG BBt o A8 A4 7

VIR

B RE B WAL P20 5 O AR R B2 ol sy, =534 W
& [A] C(attacker) XK —&HLF[0] (other host) [HZZFHH[V]
(victim) RIEHHE .

1. [ATEALOTR IP hyuiiitahil in] [V] & SYN,

2. [V [0][=] B SYN/ACK.

3. AAE, #7[0]LL RST [INXASARANM SYN/ACK, Bt T, {AaniR[o]
CARAXANEE TIE? e O 4Bt (i SYN flood) B
M, BCEHOCH, BEE 1 RST AR KRG R4

4. W 0] B REMIIRIZ 4 EE, 1 HLIALRE 6 T )R8, AR estaE Ll [0 &
FIVIAEHR T

WHELIRATTBEBEAE S =22 LA RST [HIN IS AR A0 SYN/ACK A,  [VIEtS# B
i, MHBMESWER FFEF: RARMNAGOgSEE T, mHIErfEs



RO VU E R IR R VR, 190, i8) o PTLL, ARAiR L, FRATTN LA
IR 7 20A) (V] A% —> RST Ao dn RFRAT AL 2EBL “NEW not SYN rules”
(BEHVE: 8 bE—/Nd) [0, SYN/ACK fusknl Ligh 235 T . ik, kA1
1F bad_tcp packets BEAH I T Wl N EEN:

iptables —A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \
-m state ——state NEW —j REJECT ——reject—-with tcp-reset

ZHE, ARARCh BN [0 AL AR D> T G VR S BRI, J
ATRTARR BN O AR IR 5D 5 i HIXSRMAEL R 00 B ot 24
(K1, ANSATHEABIWER], B2 Kha ZE R AR R DU B RS . AR 0
N, BrkEEZ IR RO, AT IR, AR RE
BHLZE, BIAERAANNER . XM RAAEIL L T 5 oh— i, st LA
portscan (i HFAias) <& B FATHIBT KI5, HiFAEMtm .

¥ F FA TPHuHE ¥ ISP

AR SRR A S H SRR T, MJEIE, Rt —m
T o URNIE RIS R 2% 2 TSP S b1, (H A8 R ER ) ISP AE AN kg 2% L
R FAA ke, IR ZANA B 1100 Bigs R A FH K. Swedish Internet
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/usr/local/sbin/iptables —t nat —I PREROUTING -i ethl —-s \
10.0.0.1/32 —j ACCEPT
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eth0, Pt ZEPHZE ethl L[ DHCP 1Ko b TibMLNIFF 4L, AT T I
(allow) DHCP SEZRxAd FH i) UDP ¥ 1, —BEARAE 67 F1 68 IX P/ I S brivE
S, AT EATRILEC R, VPR BIAE, R % 2 X A 1

$IPTABLES -1 INPUT —i $LAN_IFACE —p udp —dport 67:68 ——sport \
67:68 —j ACCEPT
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"1 Iptables Ml netfilter Fj ICMP 287! 255 SRICECHTA 1 ICMP
\ \ G BI-A INPUT —p iemp —~icmp-type 255 -j DROP, JXHFH

\\\\GB 0 TOP A E 7

Table C-1. ICMP types

|TYPE|CODE‘ Description |Query|Error‘ Reference
0 |0 [Echo Reply x | [RFCT92
|3 |O ’Network Unreachable | |X ’RFC792
3 |l [Host Unreachable | x [RFCT92
’3 ’2 ‘Protocol Unreachable | ’X ‘RFC792
3 |3 |Port Unreachable Lk [RRCT92
|3 |4 Eiig222tation needed but no frag. ‘ . ‘RFC792
3 |5 |Source routing failed |k [RRCT92
|3 |6 ‘Destination network unknown | |X ‘RFC792
|3 |7 ’Destination host unknown | |x ’RFC792
|3 |8 ‘Source host isolated (obsolete) | |X ‘RFC792

5 9 Des?lgatlon‘network - . RECT792
administratively prohibited

Destination host administratively

3010 | ohibited x  [RFCT792
3 |11 Network unreachable for TOS |k [RRCT92
3 |12 [Host unreachable for TOS | x [RFCT92
I ST N O
|3 |14 ‘Host precedence violation | |X ‘RFC1812
’3 ’15 ‘Precedence cutoff in effect | ’X ‘RFC1812
|4 |O ‘Source quench | | ‘RFC792
5 |0 [Redirect for network | [RFCT92
|5 h ’Redirect for host | | ’

5 |2 [Redirect for TOS and network | [RFCT92
5 |3 [Redirect for TOS and host | [RFCT92
8 0 |Echo request x | [RRCT92
|9 |0 ‘Router advertisement — Normal | | ‘RFC1256




| TYPE |CODE |

Description

|Query|Error’ Reference

‘router advertisement

Router advertisement — Does not

|
|9 |16 route common traffic ‘ | ‘RFCZOOZ
10 |0 |Route selection | RFC1256
11 |0 |TTL equals O during transit | x [RFCT92
11 |1 [TTL equals 0 during reassembly Lk RRCT92
|12 |0 ‘IP header bad (catchall error) | |X ‘RFC792
12 |l |Required options missing | x  [RFC1108
12 |2 |IP Header bad length | x [RFCT92
’13 ’O ‘Timestamp request (obsolete) |X ’ ‘RFC792
|14 | ‘Timestamp reply (obsolete) |X | ‘RFC792
|15 |0 ‘Information request (obsolete) |X | ‘RFC792
|16 |O ’Information reply (obsolete) |X | ’RFC792
|17 |0 ‘Address mask request |X | ‘RFC950
’18 ’O ‘Address mask reply |X ’ ‘RFC950
‘;g_ ‘ Reserved for robustness experiment ‘ ‘ Zaw-Sing Su
30 |0 [Traceroute x| RFC1393
31 |0 |Datagram Conversion Error | x  |RFC1475
32 [0 Mobile Host Redirect bavid
Johnson
33 0 IPv6 Where—Are—You X gii;son
34 0 IPv6 I-Am-Here X Bill
Simpson
) ) ) Bill
35 0 Mobile Registration Request X i
Simpson
36 0 Mobile Registration Reply X Bill
Simpson
39 0 [SKIP | |Tom Markson
40 |0 Photuris | |RFc2521

f3%D TCPiEIR




NHISE BT 1) TCP & TR A1 4 -

Table D-1. TCP Options

|Copy|C1ass|Number|Va1ue| Name | Reference

0 0 0 |0 |EOOL - End of Options List [RFC791, JBP]

o o0 1 |NOP - No Operation [RFC791, JBP]

102|130 |SEC - Security |[RFC1108]

1 0 3  |131 |[LSR - Loose Source Route [RFC791, JBP]

0o 2 |4 |68 |TS - Time Stamp [RFC791, JBP]

1 0o 5 |133 |E-SEC - Extended Security [RFC1108]

1 0 6 |134 [CIPSO - Commercial Security |[2??]

o Jo |7 ]7 |RR - Record Route [RFCT91, JBP]

1 o |8 [136 |SID - Stream ID [RFC791, JBP]

10 |9 |137 |SSR - Strict Source Route [RFC791, JBP]

|O |0 |10 |10 |ZSU — Experimental Measurement |[ZSu]

0 0 |11 |11 |MTUP - MTU Probe [[RFC1191]%

0 0 [12 |12 |MIUR - MTU Reply [RFC1191]%

| 9 13 905 FINN - Experimental Flow [Finn]
Control

| 0 14 149 VISA - Experimental Access (Bstrin]
Control

0 0 |15 |15 |ENCODE - 992 [VerSteeg]

10 |16 |144 |IMITD - IMI Traffic Descriptor |[Lee]

Lo fir s |7 Betended dnteret [RFC1385]

o 2 18 82 [1R - Traceroute |[RFC1393]

10 |19  [147 |ADDEXT - Address Extension %gi;?ann

1 o 20 [148 [RTRALT - Router Alert |[RFC2113]

| 0 91 149 Eﬁiaéczziective Directed [Graff]

’1 ‘0 ‘22 ‘150 |NSAPA — NSAP Addresses ‘[Carpenter]

1 o |23 151 |DPS - Dynamic Packet State Malis]

1 0 24 |152 |UMP - Upstream Multicast Pkt. |[Farinacci]
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ip-sysctl. txt —KRE W 2. 4. 14, — 5% KT IPPIEEIEHI S5 R/
TS,

RFC 768 — User Datagram Protocol - UDPPMYHIRFC

RFC 791 — Internet Protocol - IPPMXIFIRFC

RFC 792 — Internet Control Message Protocol — —kg{RIFHITELAN A
AICMPEMLIY S, {FE34 JERalph Walden

RFC 793 — Transmission Control Protocol — TCPIALE SCAE, M
1981 EFF4R, BB TCPIRIVE T o BRI SITCP, fft— @ B i
KR HARVEIR SRS . fE#: J. Postel

RFC 1122 - Requirements for Internet Hosts — Communication
Layers — This RFC defines the requirements of the software

running on a Internet host, specifically the communication
layers.

RFC 1349 - Type of Service in the Internet Protocol Suite - i
LT TPHR SR I TOS F B R 4K

RFC 1812 — Requirements for IP Version 4 Routers - FHIRFC
RFC 2401 - Security Architecture for the Internet Protocol -
IPSECIFREC.

RFC 2474 - Definition of the Differentiated Services Field (DS
Field) in the IPv4 and IPv6 Headers — In this document you will
find out how the DiffServ works, and you will find much needed
information about the TCP/IP protocol additions/changes needed
for the DiffServ protocol to work.

RFC 2638 — A Two-bit Differentiated Services Architecture for
the Internet — This RFC describes a method of implementing two
different differentiated service architecture into one. Both
where described originally by D. Clark and van Jacobsen at the
Munich IETH meeting 1997.

RFC 2960 — Stream Control Transmission Protocol — This is a
relatively new protocol developed by several large telecoms

companies to complement UDP and TCP as a layer 3 protocol with
higher reliability and resilience.

RFC 3168 — The Addition of Explicit Congestion Notification
(ECN) to IP - This RFC defines how ECN is to be used on a
technical level and how it should be implemented in the TCP and
IP protocols. Written by K. Ramakrishnan, S. Floyd and D. Black.
RFC 3260 — New Terminology and Clarifications for Diffserv -
This memo captures Diffserv working group agreements concerning
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new and improved terminology, and provides minor technical
clarifications.

RFC 3286 — An Introduction to the Stream Control Transmission
Protocol — RFC introducing the Stream Control Transmission
Protocol, a relatively new layer 3 protocol in the TCP/IP stack.
Developed by several large telecom companies.

ip dynaddr. txt — from the 2.4. 14 kernel. A really short
reference to the ip dynaddr settings available via sysctl and
the proc file system.

iptables.8 - The iptables 1.3.1 man page. This is an HIMLized
version of the man page which is an excellent reference when
reading/writing iptables rule-sets. Always have it at hand.
Ipsysct]l tutorial — Another tutorial I have written about the
IP System Control in Linux. A try to make a complete listing of
all the IP variables that can be set on the fly in Linux.
Policy Routing Using Linux — This is an excellent book that has
now been opened up on the Internet regarding Policy routing in
Linux. It is well written and most definitely worth buying.
Written by Matthew G. Marsh.

Security—Enhanced Linux — The official site of the Security-—
Enhanced Linux (SELinux) system developed as a proof of concept
by the National Security Agency (NSA). SELinux is a fine
grained Mandatory Access Control system, which lets you have a

much higher control on who can do what and what processes has
what privileges, et cetera.

Firewall rules table — A small PDF document gracefully given to
this project by Stuart Clark, which gives a reference form
where you can write all of the information needed for your

firewall, in a simple manner.

http://17-filter. sourceforge. net/ — The 17-filter project is
basically a set of patches and files to make iptables and
netfilter able to handle layer 7 filtering, mainly for QoS and
traffic accounting. It works less reliably for filtering
however, since it will allow the first couple of packets
through before actually blocking traffic.

http://www. netfilter. org/ — The official Netfilter and iptables
site. It is a must for everyone wanting to set up iptables and

Netfilter in linux.

http://www. insecure. org/nmap/ — Nmap is one of the best, and
most known, port scanners available. It is very useful when
debugging your firewall scripts. Take a closer look at it.
http://www. netfilter. org/documentation/index. html#FAQ — The
official Netfilter Frequently Asked Questions. Also a good
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place to start at when wondering what iptables and Netfilter is
about.

http://www. netfilter. org/unreliable—guides/packet-filtering—
HOWTO/index. html — Rusty Russells Unreliable Guide to packet
filtering. Excellent documentation about basic packet filtering
with iptables written by one of the core developers of iptables
and Netfilter.

http://www. netfilter. org/unreliable—guides/NAT-HOWTO/index. html
— Rusty Russells Unreliable Guide to Network Address
Translation. Excellent documentation about Network Address
Translation in iptables and Netfilter written by one of the
core developers, Rusty Russell.

http://www. netfilter. org/unreliable—guides/netfilter—hacking—
HOWTO/index. html — Rusty Russells Unreliable Netfilter Hacking
HOW-TO. One of the few documentations on how to write code in
the Netfilter and iptables user—space and kernel space code—

base. This was also written by Rusty Russell.

http://www. linuxguruz. org/iptables/ — Excellent link—page with
links to most of the pages on the Internet about iptables and
Netfilter. Also maintains a list of iptables scripts for
different purposes.

Policy Routing using Linux — The best book I have ever read on
Policy routing nad linux. This is an absolute must when it
comes to routing in linux. Written by Matthew G. Marsh.
Implementing Quality of Service Policies with DSCP — A link
about the cisco implementation of DSCP. This shows some classes
used in DSCP, and so on.

IETF SIP Working Group — SIP is one of the “next big things” it
seems. Basically it is the defacto standards for Internet

telephony today. It is horribly complex as you can see from the
amount of documentation on the working groups homepage, and
should hopefully be able to cope with pretty much any needs of
session initiation in the future. It is used mainly to setup
peer to peer connections between known users, for example to
connect to user@example.org and setup a phone connection to
that user. This is the IETF Working group handling all SIP work.
IETF TLS Working Group — TLS is a transport layer security
model that is one of the most common host to server based
security mechanisms. The current version is running is 1.1 and
work is ongoing to get 1.2 out the door with support for newer
and better cryptos as of this writing. This is a standardized

way of sending and receiving public keys for servers and
handling trusted certificate agents etc. For more information,
read the RFC’s on this page.
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IPSEC Howto — This is the official IPSEC howto for Linux 2.6
kernels. It describes how IPSEC works in the 2.6 kernels and up,
however, it is not the place to find out exactly how the Linux
2.2 and 2.4 kernels worked when it comes to IPSEC. Go to the
FreeS/WAN site for that information.

FreeS/WAN — This is the official site for FreeS/WAN, an IPSEC
implementation for the Linux 2.2 and 2.4 kernel series. This
site contains documentation and all necessary downloads for the
IPSEC implementation. This effort has been discontinued due to
several reasons discussed on the page, but efforts will still
be put into bugfixes, documentation and the forums. For an
IPSEC implementation for Linux 2.6 kernels, please look at the
IPSEC Howto site and the information there.

http://www. islandsoft. net/veerapen. html —Excellent discussion
on automatic hardening of iptables and how to make small
changes that will make your computer automatically add hostile
sites to a special ban list in iptables .

/etc/protocols — An example protocols file taken from the
Slackware distribution. This can be used to find out what
protocol number different protocols have, such as the IP, ICMP

or TCP protocols have.

/etc/services — An example services file taken from the
Slackware distribution. This is extremely good to get used to
reading once in a while, specifically if you want to get a
basic look at what protocols runs on different ports.

Internet Assigned Numbers Authority — The IANA is the
organisation that is responsible for fixing all numbers in the
different protocols in an orderly fashion. If anyone has a
specific addition to make to a protocol (for example, adding a
new TCP option), they need to contact the TANA, which will
assign the numbers requested. In other words, extremely
important site to keep an eye on.

RFC-editor. org — This is an excellent site for finding RFC
documents in a fast and orderly way. Functions for searching
RFC documents, and general information about the RFC community
(I.e., errata, news, et cetera).

Internet Engineering Task Force — This is one of the biggest
groups when it comes to setting and maintaining Internet
standards. They are the ones maintaining the RFC repository,
and consist of a large group of companies and individuals that
work together to ensure the interoperability of the Internet.
Linux Advanced Routing and Traffic Control HOW-TO - This site
hosts the Linux Advanced Routing and Traffic Control HOWTO. It
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is one of the biggest and best documents regarding Linux
advanced routing. Maintained by Bert Hubert.

e Paksecured Linux Kernel patches — A site containing all of the
kernel patches written by Matthew G. Marsh. Among others, the
FTOS patch is available here.

e ULOGD project page — The homepage of the ULOGD site.

e The Linux Documentation Project is a great site for
documentation. Most big documents for Linux is available here,
and if not in the TLDP, you will have to search the net very
carefully. If there is anything you want to know more about,

check this site out.

e Snort — this is an excellent open source “network intrusion
detection system” (NIDS) which looks for signatures in the
packets that it sees, and if it sees a signature of some kind
of attack or break—in it can do different actions that can be
defined (notifying the administrator, or take action, or simply
logging it).

e Tripwire — tripwire is an excellent security tool which can be
used to find out about host intrusions. It makes checksums of
all the files specified in a configuration file, and then it
tells the administrator about any files that has been tampered
with in an illegit way every time it is run.

e Squid — This is one of the most known webproxies available on
the market. It is open source, and free. It can do several of
the filtering tasks that should be done before the traffic
actually hits your webserver, as well as doing the standard
webcaching functions for your networks.

e http://kalamazoolinux. org/presentations/20010417/conntrack. html
- This presentation contains an excellent explanation of the
conntrack modules and their work in Netfilter. If you are
interested in more documentation on conntrack, this is a “must

read”.
e http://www. docum. org/ — Excellent information about the CBQ, tc
and the ip commands in Linux. One of the few sites that has any

information at all about these programs. Maintained by Stef
Coene.

e http://lists. samba. org/mailman/listinfo/netfilter— The official
Netfilter mailing—list. Extremely useful in case you have
questions about something not covered in this document or any
of the other links here.

And of course the iptables source, documentation and individuals who
helped me.
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Appendix H. GNU Free Documentation
License

Version 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59
Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim
copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
written document “free” in the sense of freedom: to assure everyone
the effective freedom to copy and redistribute it, with or without
modifying it, either commercially or noncommercially. Secondarily,
this License preserves for the author and publisher a way to get



credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of “copyleft”, which means that derivative
works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;
it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work that contains a
notice placed by the copyright holder saying it can be distributed
under the terms of this License. The “Document”, below, refers to any
such manual or work. Any member of the public is a licensee, and is
addressed as “you”.

A "Modified Version” of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A ”Secondary Section” is a named appendix or a front-matter section
of the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document’ s overall
subject (or to related matters) and contains nothing that could fall
directly within that overall subject. (For example, if the Document
is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of
historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position
regarding them.

The “Invariant Sections” are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License.



The “Cover Texts” are certain short passages of text that are listed,
as Front—Cover Texts or Back—Cover Texts, in the notice that says
that the Document is released under this License.

A “Transparent” copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the
general public, whose contents can be viewed and edited directly and
straightforwardly with generic text editors or (for images composed
of pixels) generic paint programs or (for drawings) some widely
available drawing editor, and that is suitable for input to text
formatters or for automatic translation to a variety of formats
suitable for input to text formatters. A copy made in an otherwise
Transparent file format whose markup has been designed to thwart or
discourage subsequent modification by readers is not Transparent. A
copy that is not “Transparent” is called “Opaque”.

Examples of suitable formats for Transparent copies include plain
ASCII without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML designed for human modification. Opaque formats include
PostScript, PDF, proprietary formats that can be read and edited only
by proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the machine-
generated HTML produced by some word processors for output purposes
only.

The “Title Page” means, for a printed book, the title page itself,
plus such following pages as are needed to hold, legibly, the
material this License requires to appear in the title page. For works
in formats which do not have any title page as such, “Title Page”
means the text near the most prominent appearance of the work’s title,
preceding the beginning of the body of the text.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Document are reproduced in all copies, and that you add no
other conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept



compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies of the Document numbering more than 100,
and the Document’ s license notice requires Cover Texts, you must
enclose the copies in covers that carry, clearly and legibly, all
these Cover Texts: Front—Cover Texts on the front cover, and Back-
Cover Texts on the back cover. Both covers must also clearly and
legibly identify you as the publisher of these copies. The front
cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in
addition. Copying with changes limited to the covers, as long as they
preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit
legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque
copy a publicly—accessible computer—network location containing a
complete Transparent copy of the Document, free of added material,
which the general network—using public has access to download
anonymously at no charge using public—standard network protocols. If
you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute
an Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of
the Document well before redistributing any large number of copies,
to give them a chance to provide you with an updated version of the
Document.



4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under

the conditions of sections 2 and 3 above, provided that you release
the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution

and modification of the Modified Version to whoever possesses a copy

of it.

A.

In addition, you must do these things in the Modified Version:

Use in the Title Page (and on the covers, if any) a title
distinct from that of the Document, and from those of previous
versions (which should, if there were any, be listed in the
History section of the Document). You may use the same title as
a previous version if the original publisher of that version
gives permission.

List on the Title Page, as authors, one or more persons or
entities responsible for authorship of the modifications in the
Modified Version, together with at least five of the principal
authors of the Document (all of its principal authors, if it
has less than five).

State on the Title page the name of the publisher of the
Modified Version, as the publisher.

Preserve all the copyright notices of the Document.

Add an appropriate copyright notice for your modifications
adjacent to the other copyright notices.

Include, immediately after the copyright notices, a license
notice giving the public permission to use the Modified Version
under the terms of this License, in the form shown in the
Addendum below.

Preserve in that license notice the full lists of Invariant
Sections and required Cover Texts given in the Document’ s
license notice.

Include an unaltered copy of this License.

Preserve the section entitled “History”, and its title, and add
to it an item stating at least the title, year, new authors,
and publisher of the Modified Version as given on the Title
Page. If there is no section entitled “History” in the Document,
create one stating the title, year, authors, and publisher of
the Document as given on its Title Page, then add an item
describing the Modified Version as stated in the previous
sentence.



J. Preserve the network location, if any, given in the Document
for public access to a Transparent copy of the Document, and
likewise the network locations given in the Document for
previous versions it was based on. These may be placed in the
"History” section. You may omit a network location for a work
that was published at least four years before the Document
itself, or if the original publisher of the version it refers
to gives permission.

K. In any section entitled “Acknowledgements” or “Dedications”,
preserve the section’s title, and preserve in the section all
the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered
in their text and in their titles. Section numbers or the
equivalent are not considered part of the section titles.

M. Delete any section entitled “Endorsements”. Such a section may
not be included in the Modified Version.

N. Do not retitle any existing section as “Endorsements” or to
conflict in title with any Invariant Section.

If the Modified Version includes new front—matter sections or
appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version’s license
notice. These titles must be distinct from any other section titles.

You may add a section entitled “Endorsements”, provided it contains
nothing but endorsements of your Modified Version by various parties-—
—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front—Cover Text, and
a passage of up to 25 words as a Back—Cover Text, to the end of the
list of Cover Texts in the Modified Version. Only one passage of
Front—Cover Text and one of Back—Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of,
you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.



The author (s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified
versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and
list them all as Invariant Sections of your combined work in its
license notice.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections entitled “History”
in the various original documents, forming one section entitled
"History”; likewise combine any sections entitled “Acknowledgements”,
and any sections entitled “"Dedications”. You must delete all sections
entitled “Endorsements.”

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other
documents released under this License, and replace the individual
copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the
rules of this License for verbatim copying of each of the documents
in all other respects.

You may extract a single document from such a collection, and
distribute it individually under this License, provided you insert a
copy of this License into the extracted document, and follow this



License in all other respects regarding verbatim copying of that
document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, does not as a whole count as a Modified Version
of the Document, provided no compilation copyright is claimed for the
compilation. Such a compilation is called an “aggregate”, and this
License does not apply to the other self-contained works thus
compiled with the Document, on account of their being thus compiled,
if they are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one quarter
of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that surround only the Document within the aggregate.
Otherwise they must appear on covers around the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License provided that you also include the
original English version of this License. In case of a disagreement
between the translation and the original English version of this
License, the original English version will prevail.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document
except as expressly provided for under this License. Any other
attempt to copy, modify, sublicense or distribute the Document is



void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the
GNU Free Documentation License from time to time. Such new versions
will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns. See
http://www. gnu. org/copyleft/.

Each version of the License is given a distinguishing version number.
If the Document specifies that a particular numbered version of this
License “or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version
or of any later version that has been published (not as a draft) by
the Free Software Foundation. If the Document does not specify a
version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

How to use this License for your documents

To use this License in a document you have written, include a copy of
the License in the document and put the following copyright and
license notices just after the title page:

Copyright (c) YEAR YOUR NAME. Permission is granted to
copy, distribute and/or modify this document under the
terms of the GNU Free Documentation License, Version 1.1
or any later version published by the Free Software
Foundation; with the Invariant Sections being LIST THEIR
TITLES, with the Front—Cover Texts being LIST, and with
the Back—Cover Texts being LIST. A copy of the license is
included in the section entitled “GNU Free Documentation
License”.

If you have no Invariant Sections, write “with no Invariant Sections”
instead of saying which ones are invariant. If you have no Front-


http://www.gnu.org/copyleft/

Cover Texts, write “no Front—Cover Texts” instead of “Front—Cover
Texts being LIST”; likewise for Back—Cover Texts.

If your document contains nontrivial examples of program code, we
recommend releasing these examples in parallel under your choice of
free software license, such as the GNU General Public License, to
permit their use in free software.

Appendix I. GNU General Public
License

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim
copies of this license document, but changing it is not
allowed.

0. Preamble

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation’ s software and to any other program whose authors commit
to using it. (Some other Free Software Foundation software is covered
by the GNU Library General Public License instead.) You can apply it
to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can
get it if you want it, that you can change the software or use pieces
of it in new free programs; and that you know you can do these things.



To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if
you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect
on the original authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that
any patent must be licensed for everyone’ s free use or not licensed
at all.

The precise terms and conditions for copying, distribution and
modification follow.

1. TERMS AND CONDITIONS FOR COPYING,
DISTRIBUTION AND MODIFICATION

1. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program”, below, refers to any such program or work, and a
"work based on the Program” means either the Program or any
derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or



with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”.) Each licensee is addressed as “you”.

Activities other than copying, distribution and modification
are not covered by this License:; they are outside its scope.
The act of running the Program is not restricted, and the
output from the Program is covered only if its contents
constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends
on what the Program does.

You may copy and distribute verbatim copies of the Program’ s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the
absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

You may modify your copy or copies of the Program or any
portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these
conditions:

1. You must cause the modified files to carry prominent
notices stating that you changed the files and the date
of any change.

2. You must cause any work that you distribute or publish,
that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at
no charge to all third parties under the terms of this
License.

3. If the modified program normally reads commands
interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way,
to print or display an announcement including an
appropriate copyright notice and a notice that there is
no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these
conditions, and telling the user how to view a copy of



this License. (Exception: if the Program itself is
interactive but does not normally print such an
announcement, your work based on the Program is not
required to print an announcement. )

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or
contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution
of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one
of the following:

A. Accompany it with the complete corresponding machine—
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

B. Accompany it with a written offer, valid for at least
three years, to give any third party, for a charge no
more than your cost of physically performing source
distribution, a complete machine-readable copy of the
corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

C. Accompany it with the information you received as to
the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial



distribution and only if you received the program in
object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for a work means the preferred form of the work
for making modifications to it. For an executable work,
complete source code means all the source code for all modules
it contains, plus any associated interface definition files,
plus the scripts used to control compilation and installation
of the executable. However, as a special exception, the source
code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by
offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place
counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the
object code.

You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under
this License. However, parties who have received copies, or
rights, from you under this License will not have their
licenses terminated so long as such parties remain in full
compliance.

You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based
on it.

Fach time you redistribute the Program (or any work based on
the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise of



the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of
patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any
other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license
would not permit royalty—free redistribution of the Program by
all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License
would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

It is not the purpose of this section to induce you to infringe
any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose
of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many
people have made generous contributions to the wide range of
software distributed through that system in reliance on
consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute
software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the
Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the
limitation as if written in the body of this License.



5. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which
applies to it and “any later version”, you have the option of
following the terms and conditions either of that version or of
any later version published by the Free Software Foundation. If
the Program does not specify a version number of this License,
you may choose any version ever published by the Free Software
Foundation.

6. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to
the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free
status of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

7. NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS 1S”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

8. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS
OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



END OF TERMS AND CONDITIONS

2. How to Apply These Terms to Your New
Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make
it free software which everyone can redistribute and change under
these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the “copyright” line and a pointer to where the full notice is found.

<one line to give the program’ s name and a brief idea of
what it does.> Copyright (C) <year> <name of author>

This program is free software; you can redistribute it
and/or modify it under the terms of the GNU General
Public License as published by the Free Software
Foundation; either version 2 of the License, or (at your
option) any later version.

This program is distributed in the hope that it will be
useful, but WITHOUT ANY WARRANTY: without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See the GNU General Public License
for more details.

You should have received a copy of the GNU General Public
License along with this program; if not, write to the
Free Software Foundation, Inc., 59 Temple Place, Suite
330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper
mail.

If the program is interactive, make it output a short notice like
this when it starts in an interactive mode:



Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY: for
details type show w . This is free software, and you are
welcome to redistribute it under certain conditions; type
“show ¢’ for details.

The hypothetical commands show w and show ¢’ should show the
appropriate parts of the General Public License. Of course, the
commands you use may be called something other than show w and
“show ¢’ ; they could even be mouse—clicks or menu items——whatever
suits your program.

You should also get your employer (if you work as a programmer) or
your school, if any, to sign a “copyright disclaimer” for the program,
if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest
in the program Gnomovision’ (which makes passes at
compilers) written by James Hacker. <{signature of Ty
Coon>, 1 April 1989 Ty Coon, President of Vice

This General Public License does not permit incorporating your
program into proprietary programs. If your program is a subroutine
library, you may consider it more useful to permit linking
proprietary applications with the library. If this is what you want
to do, use the GNU Library General Public License instead of this
License.

Appendix J. Example scripts code-
base

Example rc. firewall script

#!/bin/sh

#

# rc.firewall — Initial SIMPLE IP Firewall script for Linux 2.4.x and
iptables

#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>



#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

the Free Software Foundation; version 2 of the License.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY: without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program or from the site that you downloaded it
from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

#
#
#
#
#
#
#
#
#
#

e s s s
RHfHHH
#

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_IP="194. 236. 50. 155"
INET_IFACE="eth0”
INET_BROADCAST="194. 236. 50. 255"

H

1. 1.1 DHCP

# 1.1.2 PPPoE

# 1.2 Local Area Network configuration.



# your LAN’s IP range and localhost IP. /24 means to only use the
first 24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0
#

LAN_TP="192. 168. 0. 2"
LAN_TP_RANGE="192. 168.0.0/16”
LAN_TFACE="ethl”

#
# 1.3 DMZ Configuration.
#

#
# 1.4 Localhost Configuration.
#

LO_TFACE="10"
LO_TP="127.0.0.1"

#
# 1.5 IPTables Configuration.
#

IPTABLES="/usr/sbin/iptables”

#
# 1.6 Other Configuration.
#

RHESHEAH A A A A ]
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#

# 2. Module loading.

#

#

# Needed to initially load modules
#

/sbin/depmod -a

#
# 2.1 Required modules



/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe

ip tables

ip conntrack
iptable filter
iptable mangle
iptable nat
ipt LOG

ipt limit

ipt state

#
# 2.2 Non—Required modules
#

#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe

ipt_owner

ipt REJECT
ipt_MASQUERADE
ip conntrack ftp
ip conntrack irc
ip nat ftp
ip_nat_irc

frdstnbattatutattntunbatrbatutatatetutntutististatntutbatristuistatetutbafuistintatntuttatuiatintatntuttatuisttstantutriatuts
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#

# 3. /proc set up.
#

#
# 3.1 Required proc configuration

#

echo 1”7 > /proc/sys/net/ipv4/ip forward

Non—-Required proc configuration

#techo ”1” > /proc/sys/net/ipv4/conf/all/rp filter
ttecho 1”7 > /proc/sys/net/ipv4/conf/all/proxy arp
ttecho 1”7 > /proc/sys/net/ipv4/ip dynaddr
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#

# 4. rules set up.
#

HEHHHT
# 4.1 Filter table
#

#
# 4.1.1 Set policies
#

$TPTABLES —P INPUT DROP
$TPTABLES -P OUTPUT DROP
$TPTABLES —P FORWARD DROP

#
# 4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

$IPTABLES -N bad tcp packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$TPTABLES -N allowed

$IPTABLES -N tcp _packets
$IPTABLES -N udp packets
$IPTABLES -N icmp packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad tcp packets chain
#



$IPTABLES -A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \
-m state —state NEW —j REJECT ——reject—-with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \

—log—prefix “New not syn:”

$TPTABLES -A bad tcp packets —p tcp ! ——syn —m state —state NEW —j
DROP

#
# allowed chain
#

$IPTABLES -A allowed -p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP -m state ——state ESTABLISHED, RELATED —j
ACCEPT

$IPTABLES -A allowed -p TCP —j DROP

#
# TCP rules
#

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 21 —j allowed
$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 22 —j allowed
$TPTABLES -A tcp packets —p TCP —s 0/0 ——dport 80 —j allowed
$TPTABLES -A tcp packets -p TCP —s 0/0 ——dport 113 —j allowed

#
# UDP ports
#

#$TPTABLES —A udp packets —p UDP —s 0/0 ——destination—port 53 —j
ACCEPT

#$IPTABLES -A udp packets -p UDP -s 0/0 ——destination—port 123 —j
ACCEPT

#$IPTABLES —A udp packets —p UDP -s 0/0 ——destination—port 2074 —j
ACCEPT

#$TPTABLES —A udp packets —p UDP —s 0/0 ——destination—port 4000 —j
ACCEPT

#

# In Microsoft Networks you will be swamped by broadcasts. These
lines

# will prevent them from showing up in the logs.



#$IPTABLES —-A udp packets —p UDP —i $INET IFACE —d $INET BROADCAST \
#——destination—port 135:139 —j DROP

#

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.
#

#$IPTABLES —-A udp packets —p UDP —i $INET IFACE —d 255. 255. 255. 255 \
#——destination—port 67:68 —j DROP

#
# ICMP rules
#

$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 8 —j ACCEPT
$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 11 —j ACCEPT

#
# 4.1.4 INPUT chain
#

#
# Bad TCP packets we don  t want.
#

$IPTABLES -A INPUT -p tcp —j bad tcp packets

#
# Rules for special networks not part of the Internet
#

$TPTABLES —-A INPUT —p ALL —-i $LAN_IFACE -s $LAN_IP_RANGE —j ACCEPT
$TPTABLES —-A INPUT —p ALL —-i $LO_IFACE -s $LO_IP —j ACCEPT
$IPTABLES —-A INPUT —-p ALL —-i $LO_IFACE —s $LAN_IP —j ACCEPT
$TPTABLES —-A INPUT —p ALL -i $LO_IFACE -s $INET TP —j ACCEPT

#

# Special rule for DHCP requests from LAN, which are not caught
properly

# otherwise.



$TPTABLES —-A INPUT —-p UDP -i $LAN_IFACE ——dport 67 ——sport 68 —j
ACCEPT

#
# Rules for incoming packets from the internet.
#

$IPTABLES -A INPUT -p ALL —-d $INET IP -m state ——state
ESTABLISHED, RELATED \

—j ACCEPT

$IPTABLES —A INPUT -p TCP —i $INET IFACE —j tcp packets
$IPTABLES —A INPUT -p UDP -i $INET IFACE -j udp packets
$IPTABLES —-A INPUT -p ICMP —i $INET IFACE -j icmp packets

#

# If you have a Microsoft Network on the outside of your firewall,
you may

# also get flooded by Multicasts. We drop them so we do not get
flooded by

# logs

#

#$TPTABLES —A INPUT -i $INET_IFACE —-d 224.0.0.0/8 —j DROP

#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A INPUT -m limit —1limit 3/minute —limit-burst 3 —j LOG \
—log-level DEBUG —log—prefix ”“IPT INPUT packet died: ”

#
# 4.1.5 FORWARD chain
#

#
# Bad TCP packets we don’ t want
#

$IPTABLES —A FORWARD —p tcp —j bad tcp packets



# Accept the packets we actually want to forward
#

$TPTABLES —A FORWARD -i $LAN_IFACE -j ACCEPT
$TPTABLES —A FORWARD -m state ——state ESTABLISHED, RELATED -j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A FORWARD -m limit ——1limit 3/minute ——1limit-burst 3 —j LOG

\
—log-level DEBUG ——log-prefix “IPT FORWARD packet died: ”

#
# 4.1.6 OUTPUT chain
#

#
# Bad TCP packets we don  t want.
#

$IPTABLES —-A OUTPUT -p tcp —j bad tcp packets

#
# Special OUTPUT rules to decide which IP’s to allow.
#

$TPTABLES —-A OUTPUT —p ALL —-s $LO_IP -j ACCEPT
$TPTABLES —-A OUTPUT —p ALL —s $LAN_IP —j ACCEPT
$IPTABLES —-A OUTPUT —p ALL —s $INET IP —j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES —-A OUTPUT —m limit —1limit 3/minute —limit-burst 3 —-j LOG

\
——log-level DEBUG ——log-prefix “IPT OUTPUT packet died: ”

HEHHHT
# 4.2 nat table
#



# 4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

# 4.2.5 POSTROUTING chain

H

Enable simple IP Forwarding and Network Address Translation

$TPTABLES -t nat —A POSTROUTING —-o $INET IFACE —j SNAT ——to-source
$INET IP

#
# 4.2.6 OUTPUT chain
#

rdans bt
# 4.3 mangle table
#

#
# 4.3.1 Set policies
#

#
# 4.3.2 Create user specified chains
#



H

4. 3.3 Create content in user specified chains

# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4.3.6 FORWARD chain

# 4.3.7 OUTPUT chain

H

4. 3.8 POSTROUTING chain

Example rc.DMZ. firewall script

#!/bin/sh

#

# rc.DMZ. firewall — DMZ IP Firewall script for Linux 2.4.x and
iptables

#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

# the Free Software Foundation; version 2 of the License.

#

# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY:; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the



# GNU General Public License for more details.

#

# You should have received a copy of the GNU General Public License
# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

frdstnbattatutattntunbatrbatuiattetutntutistuiatatntuttatuististatetutbafuistintatntutiatuististatntuttatuistutstatntutriatuts
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#

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_TP="194. 236. 50. 152"
HTTP_TP="194. 236. 50. 153"
DNS_TP="194. 236. 50. 154"
INET_TFACE="eth0”

H

1. 1.1 DHCP

# 1.1.2 PPPoE

#

# 1.2 Local Area Network configuration.

#

# your LAN’s IP range and localhost IP. /24 means to only use the
first 24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0
#

LAN TP="192. 168.0.1”
LAN TFACE="ethl”



# 1.3 DMZ Configuration.
#

DMZ_HTTP 1P="192.168.1.2"
DMZ_DNS TP="192. 168. 1. 3"
DMZ_TP="192.168.1.1”
DMZ_TFACE="eth2”

#
# 1.4 Localhost Configuration.
#

LO_TFACE="10"
LO_TP="127.0.0. 1"

#
# 1.5 IPTables Configuration.
#

IPTABLES="/usr/sbin/iptables”

#
# 1.6 Other Configuration.
#

BHEAHEAH SRR A A A A A ]
Eraangasatnd

#

# 2. Module loading.

#

#

# Needed to initially load modules
#

/sbin/depmod -a

#
# 2.1 Required modules
#

/sbin/modprobe ip tables
/sbin/modprobe ip conntrack



/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe

iptable filter
iptable mangle
iptable nat
ipt LOG

ipt limit

ipt state

#
# 2.2 Non—Required modules
#

#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe

ipt owner

ipt REJECT
ipt_MASQUERADE
ip_conntrack ftp
ip_conntrack irc
ip nat ftp

ip nat irc

e s s s
RHfHHH
#

# 3. /proc set up.
#

#
# 3.1 Required proc configuration
#

echo “1” > /proc/sys/net/ipv4/ip forward

Non—Required proc configuration

ttecho 1”7 > /proc/sys/net/ipv4/conf/all/rp filter
ttecho 1”7 > /proc/sys/net/ipv4/conf/all/proxy arp
#techo “1”7 > /proc/sys/net/ipv4/ip dynaddr

s s s s s s
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#

# 4. rules set up.
#



HEHHHT
# 4.1 Filter table
#

#
# 4.1.1 Set policies
#

$TPTABLES —P INPUT DROP
$TPTABLES —-P OUTPUT DROP
$IPTABLES —P FORWARD DROP

#
# 4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

$IPTABLES -N bad tcp packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$IPTABLES —-N allowed
$IPTABLES -N icmp packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad tcp packets chain
#

$IPTABLES -A bad tcp packets —p tcp —tcp—flags SYN, ACK SYN, ACK \
-m state ——state NEW —j REJECT ——reject-with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \

—log—prefix “New not syn:”



$TPTABLES -A bad tcp packets —p tcp ! ——syn —m state —state NEW —j
DROP

#
# allowed chain
#

$IPTABLES -A allowed -p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP -m state ——state ESTABLISHED, RELATED —j
ACCEPT

$IPTABLES -A allowed -p TCP —j DROP

#
# ICMP rules
#

# Changed rules totally
$TPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 8 —j ACCEPT
$IPTABLES —-A icmp packets —p ICMP -s 0/0 —icmp—type 11 —j ACCEPT

#
# 4.1.4 INPUT chain
#

#
# Bad TCP packets we don’ t want
#

$IPTABLES —-A INPUT -p tcp —j bad_tcp packets

#
# Packets from the Internet to this box
#

$IPTABLES —-A INPUT -p ICMP —i $INET IFACE -j icmp packets

#
# Packets from LAN, DMZ or LOCALHOST
#

#
# From DMZ Interface to DMZ firewall IP
#



$TPTABLES —-A INPUT -p ALL -i $DMZ_IFACE —-d $DMZ_TIP —j ACCEPT

#
# From LAN Interface to LAN firewall IP
#

$TPTABLES —-A INPUT —p ALL -i $LAN_IFACE —-d $LAN_TIP -j ACCEPT

#
# From Localhost interface to Localhost IP’ s
#

$IPTABLES —-A INPUT —p ALL —-i $LO_IFACE -s $LO_IP —j ACCEPT
$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LAN_IP —j ACCEPT
$TPTABLES —-A INPUT -p ALL -i $LO_IFACE —s $INET IP -j ACCEPT

#

# Special rule for DHCP requests from LAN, which are not caught
properly

# otherwise.

#

$TPTABLES —-A INPUT —p UDP —i $LAN_IFACE ——dport 67 ——sport 68 —j
ACCEPT

#

# All established and related packets incoming from the internet to
the

# firewall

#

$TIPTABLES —-A INPUT —p ALL —d $INET_IP —m state ——state
ESTABLISHED, RELATED \
—Jj ACCEPT

#
# In Microsoft Networks you will be swamped by broadcasts. These
lines

# will prevent them from showing up in the logs.
#

#$IPTABLES —A INPUT -p UDP —i $INET IFACE —d $INET BROADCAST \
#——destination—port 135:139 —j DROP



#

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.
#

#$IPTABLES —-A INPUT -p UDP —i $INET IFACE -d 255. 255. 255. 255 \
#——destination—port 67:68 —j DROP

#

# If you have a Microsoft Network on the outside of your firewall,
you may

# also get flooded by Multicasts. We drop them so we do not get
flooded by

# logs

#

#$TPTABLES —A INPUT -i $INET_IFACE —-d 224.0.0.0/8 —j DROP

#
# Log weird packets that don’ t match the above.
#

$TPTABLES -A INPUT -m limit —1limit 3/minute ——Ilimit-burst 3 —j LOG \
—log-level DEBUG —log—prefix ”“IPT INPUT packet died: ”

#
# 4.1.5 FORWARD chain
#

#
# Bad TCP packets we don’ t want
#

$IPTABLES —A FORWARD -p tcp —j bad tcp packets

#
# DMZ section
#

# General rules
#

$IPTABLES —A FORWARD —i $DMZ_IFACE —o $INET_ IFACE —j ACCEPT



$TPTABLES —-A FORWARD —i $INET IFACE —o $DMZ_TFACE -m state \
—state ESTABLISHED, RELATED -j ACCEPT

$TPTABLES —-A FORWARD -i $LAN_IFACE —o $DMZ_IFACE -j ACCEPT
$TPTABLES —A FORWARD —i $DMZ_IFACE —o $LAN_IFACE —-m state \
—state ESTABLISHED, RELATED -j ACCEPT

#
# HTTP server
#

$IPTABLES —A FORWARD -p TCP —-i $INET IFACE —o $DMZ IFACE -d
$DMZ _HTTP 1P \

—dport 80 —j allowed

$IPTABLES —-A FORWARD -p ICMP —i $INET IFACE —o $DMZ IFACE —-d
$DMZ_HTTP_IP \

—j icmp_ packets

#
# DNS server
#

$IPTABLES —A FORWARD -p TCP -i $INET IFACE -o $DMZ IFACE -d

$DMZ DNS IP \

——dport 53 —j allowed

$IPTABLES —A FORWARD -p UDP -i $INET IFACE —o $DMZ IFACE —d

$DMZ DNS IP \

——dport 53 —j ACCEPT

$IPTABLES —A FORWARD -p ICMP —i $INET IFACE -o $DMZ IFACE -d
$DMZ DNS IP \

—j icmp packets

#
# LAN section
#

$TPTABLES —A FORWARD -i $LAN_IFACE -j ACCEPT
$TPTABLES —A FORWARD -m state ——state ESTABLISHED, RELATED -j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A FORWARD -m limit ——1limit 3/minute ——limit-burst 3 —j LOG
\



——log-level DEBUG ——log—prefix “IPT FORWARD packet died: ”

#
# 4.1.6 OUTPUT chain
#

#
# Bad TCP packets we don’ t want.
#

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets

#
# Special OUTPUT rules to decide which IP’s to allow.
#

$TPTABLES —-A OUTPUT —p ALL —-s $LO_IP —j ACCEPT
$IPTABLES —-A OUTPUT —p ALL —s $LAN_IP —j ACCEPT
$IPTABLES —-A OUTPUT —p ALL —s $INET IP —j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES —A OUTPUT —m limit —1limit 3/minute —limit-burst 3 —j LOG

\
——log-level DEBUG ——log-prefix “IPT OUTPUT packet died: ”

HEHHHT
# 4.2 nat table
#

H

4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains



#
# 4.2.4 PREROUTING chain
#

$IPTABLES -t nat —A PREROUTING —p TCP —i $INET IFACE -d $HTTP IP —
dport 80 \

—~j DNAT ——to—destination $DMZ HTTP IP

$IPTABLES -t nat —A PREROUTING —p TCP —i $INET IFACE —d $DNS IP —-
dport 53 \

—j DNAT ——to—destination $DMZ DNS IP

$IPTABLES -t nat —A PREROUTING —p UDP —i $INET IFACE -d $DNS IP ——
dport 53 \

—j DNAT —to-destination $DMZ DNS IP

#
# 4.2.5 POSTROUTING chain
#

#
# Enable simple IP Forwarding and Network Address Translation
#

$TPTABLES —t nat —A POSTROUTING —o $INET IFACE —j SNAT —to-source
$INET IP

#
# 4.2.6 OUTPUT chain
#

HHHtH
# 4.3 mangle table
#

#
# 4.3.1 Set policies
#

#
# 4.3.2 Create user specified chains
#

#
# 4.3.3 Create content in user specified chains
#



# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4.3.6 FORWARD chain

# 4.3.7 OUTPUT chain

H

4. 3.8 POSTROUTING chain

Example rc.UTIN. firewall script

#!/bin/sh

#

# rc.UTIN. firewall — UTIN Firewall script for Linux 2.4.x and
iptables

#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

# the Free Software Foundation; version 2 of the License.

#

# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY:; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GNU General Public License for more details.

#



# You should have received a copy of the GNU General Public License
# along with this program or from the site that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

s s s s s b s
Rt
#

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_TP="194. 236. 50. 155"
INET_IFACE="eth0”
INET_BROADCAST="194. 236. 50. 255"

H

1. 1.1 DHCP

H

1. 1.2 PPPoE

H

#
# 1.2 Local Area Network configuration.

#

# your LAN’s IP range and localhost IP. /24 means to only use the
first 24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0

B

LAN_TP="192. 168. 0. 2"
LAN_TP_RANGE="192. 168.0.0/16”
LAN_TFACE="ethl”

#
# 1.3 DMZ Configuration.
#



#
# 1.4 Localhost
#

LO_TFACE="10"
LO_TP="127.0. 0.

#
# 1.5 [PTables
#

IPTABLES="/usr/

#
# 1.6 Other Con
t#

RHSRHER T
Eraangasatnd

#

# 2. Module loa
#

#
# Needed to ini
#

/sbin/depmod -a

#
# 2.1 Required
#

/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe

Configuration.

1//

Configuration.

sbin/iptables”

figuration.

sttt st sttt bt st

ding.

tially load modules

modules

ip tables

ip conntrack
iptable filter
iptable mangle
iptable nat
ipt LOG

ipt limit

ipt state



# 2.2 Non—Required modules

#

#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe

ipt_owner

ipt REJECT
ipt_MASQUERADE
ip conntrack ftp
ip conntrack irc
ip nat ftp

ip nat irc

sttt st s sttt bttt st st
RHeHHH
#

# 3. /proc set up.
#

#
# 3.1 Required proc configuration

#

echo 1”7 > /proc/sys/net/ipv4/ip forward

Non—Required proc configuration

#techo ”
#techo ”
#echo

1” > /proc/sys/net/ipv4/conf/all/rp filter
1”7 > /proc/sys/net/ipv4/conf/all/proxy arp
”1” > /proc/sys/net/ipv4/ip dynaddr

st st s sttt st sttt st st
RHfHHH
#

# 4. rules set up.
#

BT
# 4.1 Filter table
#

#
# 4.1.1 Set policies
#



$TPTABLES —P INPUT DROP
$TPTABLES -P OUTPUT DROP
$TPTABLES —P FORWARD DROP

#
# 4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

$IPTABLES -N bad tcp packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$TPTABLES -N allowed

$IPTABLES -N tcp packets
$IPTABLES -N udp packets
$IPTABLES -N icmp packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad tcp packets chain
#

$IPTABLES -A bad tcp packets —p tcp ——tcp—flags SYN, ACK SYN, ACK \
-m state ——state NEW —j REJECT ——reject-with tcp-—reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \

—log—prefix ”“New not syn:”

$IPTABLES —-A bad tcp packets —p tep ! ——syn —m state ——state NEW —j
DROP

#

# allowed chain
#



$IPTABLES -A allowed -p TCP ——syn —j ACCEPT

$IPTABLES -A allowed —p TCP -m state ——state ESTABLISHED, RELATED —j
ACCEPT

$IPTABLES -A allowed -p TCP —j DROP

#
# TCP rules
#

$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 21 —j allowed
$IPTABLES -A tcp packets —p TCP —-s 0/0 ——dport 22 —j allowed
$TPTABLES -A tcp packets —p TCP —s 0/0 ——dport 80 —j allowed
$IPTABLES -A tcp packets -p TCP —s 0/0 ——dport 113 —j allowed

#
# UDP ports
#

#$TPTABLES -A udp packets —p UDP —s 0/0 ——source—port 53 —j ACCEPT

#$TPTABLES -A udp packets —p UDP —-s 0/0 ——source—port 123 —j ACCEPT
#$TPTABLES -A udp packets —p UDP —s 0/0 ——source—port 2074 —j ACCEPT
#$IPTABLES -A udp packets -p UDP -s 0/0 ——source-port 4000 —j ACCEPT

#
# In Microsoft Networks you will be swamped by broadcasts. These
lines

# will prevent them from showing up in the logs.
#

#$IPTABLES —-A udp packets —p UDP —i $INET IFACE —d $INET BROADCAST \
#——destination—port 135:139 —j DROP

#

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.
#

#$IPTABLES —A udp packets —p UDP —-i $INET IFACE —-d 255.255.255. 255 \
#——destination—port 67:68 —j DROP

#
# ICMP rules
#



$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 8 —j ACCEPT
$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 11 —j ACCEPT

#
# 4.1.4 INPUT chain
#

#
# Bad TCP packets we don’ t want.
#

$IPTABLES —A INPUT -p tcp —j bad tcp packets

#
# Rules for special networks not part of the Internet
#

$IPTABLES —-A INPUT —p ALL —-i $LO_IFACE -s $LO_IP —j ACCEPT
$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $LAN_IP —j ACCEPT
$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -s $INET_IP —j ACCEPT

#
# Rules for incoming packets from anywhere.
#

$TPTABLES —-A INPUT -p ALL —d $INET IP —m state ——state
ESTABLISHED, RELATED \

—j ACCEPT

$IPTABLES —-A INPUT -p TCP —j tcp packets

$IPTABLES —A INPUT -p UDP —j udp packets

$IPTABLES —A INPUT -p ICMP —j icmp packets

#

# If you have a Microsoft Network on the outside of your firewall,
you may

# also get flooded by Multicasts. We drop them so we do not get
flooded by

# logs

#

#$TPTABLES —A INPUT -i $INET_TFACE —d 224.0.0.0/8 —j DROP



# Log weird packets that don’ t match the above.
#

$TPTABLES -A INPUT -m limit —1limit 3/minute —limit-burst 3 —j LOG \
—log-level DEBUG —log-prefix “IPT INPUT packet died: ”

#
# 4.1.5 FORWARD chain
#

#
# Bad TCP packets we don’ t want
#

$IPTABLES —A FORWARD -p tcp —j bad tcp packets

#
# Accept the packets we actually want to forward
#

$TPTABLES —-A FORWARD -p tcp ——dport 21 —i $LAN_IFACE —j ACCEPT
$TPTABLES —-A FORWARD tep ——dport 80 —i $LAN_IFACE -j ACCEPT
$TPTABLES —A FORWARD -p tcp ——dport 110 —i $LAN_IFACE -j ACCEPT
$TPTABLES —A FORWARD -m state ——state ESTABLISHED, RELATED —-j ACCEPT

| |
fo]

#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A FORWARD -m limit ——1limit 3/minute ——limit-burst 3 —j LOG

\
—1log-level DEBUG ——log-prefix “IPT FORWARD packet died: ”

#
# 4.1.6 OUTPUT chain
#

#
# Bad TCP packets we don’ t want.
#

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets



# Special OUTPUT rules to decide which IP’s to allow.
#

$TPTABLES —-A OUTPUT —p ALL —-s $LO_IP —j ACCEPT
$TPTABLES —-A OUTPUT —p ALL —s $LAN_IP —j ACCEPT
$IPTABLES —-A OUTPUT —p ALL —s $INET IP —j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES —-A OUTPUT —m limit —1limit 3/minute —limit-burst 3 —j LOG

\
——log-level DEBUG ——log-prefix “IPT OUTPUT packet died: ”

HEHHHT
# 4.2 nat table
#

H

4.2.1 Set policies

# 4.2.2 Create user specified chains

# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

# 4.2.5 POSTROUTING chain

H

Enable simple IP Forwarding and Network Address Translation



$TPTABLES —t nat —A POSTROUTING —o $INET IFACE —j SNAT ——to-source
$INET TP

#
# 4.2.6 OUTPUT chain
#

Eraangasatnd
# 4.3 mangle table
#

R
i~
w
—_

Set policies

# 4.3.2 Create user specified chains

# 4.3.3 Create content in user specified chains

# 4. 3.4 PREROUTING chain

# 4.3.5 INPUT chain

# 4.3.6 FORWARD chain

# 4.3.7 OUTPUT chain

# 4.3.8 POSTROUTING chain



Example rc.DHCP. firewall script

#!/bin/sh

#

# rc.DHCP. firewall — DHCP IP Firewall script for Linux 2.4.x and
iptables

#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

the Free Software Foundation; version 2 of the License.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY: without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program or from the site that you downloaded it
from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

H H H H H A H H
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B

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_IFACE="eth0”
#

# 1.1.1 DHCP
#



#

# Information pertaining to DHCP over the Internet, if needed.

#

# Set DHCP variable to no if you don’t get IP from DHCP. If you get
DHCP

# over the Internet set this variable to yes, and set up the proper
1P

# address for the DHCP server in the DHCP_SERVER variable.

#

DHCP="no”
DHCP SERVER="195. 22. 90. 65”

#
# 1.1.2 PPPoE
#

# Configuration options pertaining to PPPoE.

#

# If you have problem with your PPPoE connection, such as large mails
not

# getting through while small mail get through properly etc, you may
set

# this option to “yes” which may fix the problem. This option will
set a

# rule in the PREROUTING chain of the mangle table which will clamp
# (resize) all routed packets to PMTU (Path Maximum Transmit Unit).
#

# Note that it is better to set this up in the PPPoE package itself,
since

# the PPPoE configuration option will give less overhead.

#

PPPOE_PMTU="no"

#

# 1.2 Local Area Network configuration.

#

# your LAN’s IP range and localhost IP. /24 means to only use the
first 24

# bits of the 32 bit IP address. the same as netmask 255.255.255.0
#



LAN TP="192. 168. 0. 2"
LAN TP RANGE="192.168.0.0/16”
LAN TFACE="ethl”

#
# 1.3 DMZ Configuration.
#

#
# 1.4 Localhost Configuration.
#

LO_TFACE="10"
LO_TP="127.0.0. 1"

#
# 1.5 IPTables Configuration.
#

IPTABLES="/usr/sbin/iptables”

#
# 1.6 Other Configuration.
#

BHEAHEAH SRR A A A A A ]
Eraangasatnd

#

# 2. Module loading.

#

#
# Needed to initially load modules
#

/sbin/depmod —a

#
# 2.1 Required modules
#

/sbin/modprobe ip conntrack
/sbin/modprobe ip tables
/sbin/modprobe iptable filter



/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe
/sbin/modprobe

iptable mangle
iptable nat
ipt LOG

ipt limit
ipt_MASQUERADE

#
# 2.2 Non—Required modules
#

#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe
#/sbin/modprobe

ipt_owner
ipt REJECT
ip conntrack ftp
ip conntrack irc
ip nat ftp
ip_nat_irc

st b st s sttt sttt st bt
RHeHHH
#

# 3. /proc set up.
#

#
# 3.1 Required proc configuration
#

echo 1”7 > /proc/sys/net/ipv4/ip forward

Non—Required proc configuration

#techo “1” > /proc/sys/net/ipv4/conf/all/rp filter
ttecho 1”7 > /proc/sys/net/ipv4/conf/all/proxy arp
ttecho 1”7 > /proc/sys/net/ipv4/ip dynaddr

sttt st s sttt sttt st st
RHfHHn
#

# 4. rules set up.
#

RHeHHH



# 4.1 Filter table
#

#
# 4.1.1 Set policies
#

$TPTABLES —-P INPUT DROP
$TPTABLES -P OUTPUT DROP
$TPTABLES —P FORWARD DROP

#
# 4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

$IPTABLES -N bad tcp packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$TPTABLES -N allowed

$IPTABLES -N tcp packets
$IPTABLES -N udp packets
$IPTABLES -N icmp packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad tcp packets chain
#

$IPTABLES -A bad tcp packets —p tcp —tcp—flags SYN, ACK SYN, ACK \
-m state ——state NEW —j REJECT ——reject-with tcp-reset

$IPTABLES -A bad tcp packets —p tcp ! ——syn —m state ——state NEW —j
LOG \

—log—prefix “New not syn:”



$TPTABLES -A bad tcp packets —p tcp
DROP

#
# allowed chain
#

$IPTABLES
$TPTABLES
ACCEPT

$TPTABLES

|
=

allowed —p TCP ——syn -
allowed —-p TCP —m stat

|
=

|
=

allowed —p TCP —j DROP

#
# TCP rules
#

$IPTABLES —-A tcp packets —p TCP -s
$IPTABLES —-A tcp packets —p TCP -s
$IPTABLES —-A tcp packets —p TCP -s
$TPTABLES -A tcp packets -p TCP -s

#
# UDP ports
#

$TPTABLES -A udp packets -p UDP -s
if [ $DHCP == "yes” ] ; then
$IPTABLES -A udp packets —p UDP -s
——dport 68 —j ACCEPT

fi

#$IPTABLES —-A udp packets —p UDP -s
#$TPTABLES -A udp packets —-p UDP -s
#$IPTABLES -A udp packets —p UDP -s
#$IPTABLES -A udp packets —p UDP -s

#
# In Microsoft Networks you will be
lines

# will prevent them from showing up
#

#$IPTABLES —-A udp packets —p UDP —i
#——destination—port 135:139 —j DROP

! ——syn —m state ——state NEW —j

J ACCEPT
e —state ESTABLISHED, RELATED -j

0/0 —dport 21 —j allowed
0/0 —dport 22 —j allowed
0/0 —dport 80 —j allowed
0/0 ——dport 113 —j allowed

0/0 ——source-port 53 —j ACCEPT

$DHCP_SERVER —-sport 67 \

0/0 ——source—port 53 —j ACCEPT

0/0 ——source—port 123 —j ACCEPT
0/0 ——source—port 2074 —j ACCEPT
0/0 ——source—port 4000 —j ACCEPT

swamped by broadcasts. These

in the logs.

$INET_IFACE \



#

# If we get DHCP requests from the Outside of our network, our logs
will

# be swamped as well. This rule will block them from getting logged.
#

#$IPTABLES —A udp packets —p UDP —-i $INET IFACE —-d 255.255.255. 255 \
#——destination—port 67:68 —j DROP

#
# ICMP rules
#

$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 8 —j ACCEPT
$IPTABLES -A icmp packets —p ICMP -s 0/0 ——icmp—type 11 —j ACCEPT

#
# 4.1.4 INPUT chain
#

#
# Bad TCP packets we don’ t want.
#

$TPTABLES —A INPUT -p tcp —j bad tcp packets

#
# Rules for special networks not part of the Internet
#

$IPTABLES —-A INPUT —p ALL —i $LAN_IFACE —-s $LAN_IP_RANGE —j ACCEPT
$TPTABLES —-A INPUT -p ALL -i $LO_IFACE -j ACCEPT

#

# Special rule for DHCP requests from LAN, which are not caught
properly

# otherwise.

#

$TPTABLES —-A INPUT —-p UDP -i $LAN_IFACE ——dport 67 ——sport 68 —j
ACCEPT



# Rules for incoming packets from the internet.
#

$IPTABLES —A INPUT -p ALL —i $INET IFACE -m state ——state
ESTABLISHED, RELATED \

—j ACCEPT

$IPTABLES —A INPUT -p TCP -i $INET IFACE -j tcp_packets
$IPTABLES —A INPUT -p UDP -i $INET IFACE -j udp packets
$IPTABLES —-A INPUT -p ICMP —i $INET IFACE -j icmp packets

#

# If you have a Microsoft Network on the outside of your firewall,
you may

# also get flooded by Multicasts. We drop them so we do not get
flooded by

# logs

#

#$TPTABLES —A INPUT -i $INET_IFACE —-d 224.0.0.0/8 —j DROP

#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A INPUT -m limit —1limit 3/minute —1limit-burst 3 —j LOG \
—log-level DEBUG ——log-prefix “IPT INPUT packet died: ”

#
# 4.1.5 FORWARD chain
#

#
# Bad TCP packets we don’ t want
#

$IPTABLES —A FORWARD —p tcp —j bad tcp packets
#
# Accept the packets we actually want to forward

#

$TPTABLES —A FORWARD -i $LAN_IFACE -j ACCEPT
$TPTABLES —A FORWARD -m state ——state ESTABLISHED, RELATED —-j ACCEPT



#
# Log weird packets that don’ t match the above.
#

$IPTABLES -A FORWARD -m limit ——1limit 3/minute ——limit-burst 3 —j LOG

\
—log-level DEBUG ——log—prefix “IPT FORWARD packet died: ”

#
# 4.1.6 OUTPUT chain
#

#
# Bad TCP packets we don  t want.
#

$IPTABLES —A OUTPUT -p tcp —j bad tcp packets

#
# Special OUTPUT rules to decide which IP’s to allow.
#

$TPTABLES —-A OUTPUT —p ALL —-s $LO_IP —j ACCEPT
$TPTABLES —-A OUTPUT —p ALL —s $LAN_IP —j ACCEPT
$IPTABLES —-A OUTPUT —p ALL —o $INET IFACE —j ACCEPT

#
# Log weird packets that don’ t match the above.
#

$IPTABLES —-A OUTPUT —m limit ——1limit 3/minute —limit-burst 3 —j LOG

\
——log-level DEBUG ——log-prefix “IPT OUTPUT packet died: ”

HEHHHT
# 4.2 nat table
#

#
# 4.2.1 Set policies
#

#
# 4.2.2 Create user specified chains



# 4.2.3 Create content in user specified chains

# 4.2.4 PREROUTING chain

H

4. 2.5 POSTROUTING chain

if [ $PPPOE PMTU == “yes” ] ; then

$IPTABLES -t nat —A POSTROUTING -p tcp ——tcp—flags SYN, RST SYN \
—j TCPMSS —-clamp—mss—to—pmtu

fi

$IPTABLES -t nat —A POSTROUTING —-o $INET IFACE -j MASQUERADE

#
# 4.2.6 OUTPUT chain
#

rdansbbnt
# 4.3 mangle table
#

H

4.3.1 Set policies

# 4.3.2 Create user specified chains

# 4.3.3 Create content in user specified chains

# 4. 3.4 PREROUTING chain



# 4.3.5 INPUT chain

# 4.3.6 FORWARD chain

# 4.3.7 OUTPUT chain

H

4. 3.8 POSTROUTING chain

Example rc. flush—-iptables script

#!/bin/sh

#

# rc. flush—-iptables — Resets iptables to default values.

#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

the Free Software Foundation; version 2 of the License.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program or from the site that you downloaded it
from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

H H H H H H HF H H S



#

# Configurations

#
IPTABLES="/usr/sbin/iptables”

#

# reset the default policies in the filter table.
#

$IPTABLES —-P INPUT ACCEPT

$IPTABLES -P FORWARD ACCEPT

$IPTABLES —-P OUTPUT ACCEPT

#

# reset the default policies in the nat table.
#

$TPTABLES -t nat —P PREROUTING ACCEPT
$IPTABLES -t nat —P POSTROUTING ACCEPT
$IPTABLES -t nat —P OUTPUT ACCEPT

#

# reset the default policies in the mangle table.
#

$IPTABLES -t mangle —P PREROUTING ACCEPT
$IPTABLES -t mangle —P POSTROUTING ACCEPT
$IPTABLES -t mangle —P INPUT ACCEPT

$IPTABLES -t mangle —P OUTPUT ACCEPT

$IPTABLES -t mangle —P FORWARD ACCEPT

#

# flush all the rules in the filter and nat tables.
#

$IPTABLES -F

$IPTABLES -t nat -F

$IPTABLES -t mangle —-F

#

# erase all chains that’s not default in filter and nat table.
#

$IPTABLES —X

$IPTABLES -t nat —X

$IPTABLES -t mangle —X



Example rc. test—iptables script

#!/bin/bash

#

# rc.test—iptables — test script for iptables chains and tables.
#

# Copyright (C) 2001 Oskar Andreasson <bluefluxATkoffeinDOTnet>
#

# This program is free software; you can redistribute it and/or
modify

# it under the terms of the GNU General Public License as published
by

the Free Software Foundation; version 2 of the License.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY: without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program or from the site that you downloaded it
from; if not, write to the Free Software Foundation, Inc., 59
Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

#
#
#
#
#
#
#
#
#
#

#

# Filter table, all chains

#

iptables -t filter —A INPUT -p icmp ——icmp—type echo-request \
—-j LOG —log—prefix="filter INPUT:”

iptables -t filter —A INPUT -p icmp ——icmp—type echo-reply \

—-j LOG —log—prefix="filter INPUT:”

iptables -t filter —A OUTPUT -p icmp ——icmp—type echo-request \
~-j LOG —log—prefix="filter OUTPUT:”

iptables -t filter —A OUTPUT -p icmp ——icmp—type echo-reply \
—-j LOG —log—prefix="filter OUTPUT:”

iptables -t filter —A FORWARD -p icmp ——icmp—type echo-request \
—-j LOG ——log-prefix="filter FORWARD:”

iptables -t filter —A FORWARD -p icmp ——icmp-type echo—reply \
—-j LOG —log—prefix="filter FORWARD:”



#

# NAT table, all chains except OUTPUT which don’ t work.

#

iptables -t nat —A PREROUTING -p icmp ——icmp—type echo-request \
-j LOG —log—prefix="nat PREROUTING:”

iptables -t nat —A PREROUTING -p icmp ——icmp—type echo-reply \
—-j LOG —log-prefix="nat PREROUTING:”

iptables -t nat —A POSTROUTING —p icmp ——icmp—type echo-request \
—-j LOG —log—prefix="nat POSTROUTING:”

iptables -t nat —A POSTROUTING —p icmp ——icmp—type echo-reply \
-j LOG —log—prefix="nat POSTROUTING:”

iptables -t nat —A OUTPUT -p icmp ——icmp—type echo-request \

-j LOG —log—prefix="nat OUTPUT:”

iptables -t nat —A OUTPUT -p icmp ——icmp—type echo-reply \

—-j LOG —log—prefix="nat OUTPUT:”

#

# Mangle table, all chains

#

iptables -t mangle —A PREROUTING -p icmp ——icmp—type echo-request \
—-j LOG ——log-prefix="mangle PREROUTING:”

iptables -t mangle —A PREROUTING —-p icmp ——icmp—type echo—reply \
-j LOG —log—prefix="mangle PREROUTING:”

iptables -t mangle -1 FORWARD 1 —p icmp ——icmp—type echo—request \
-j LOG —log—prefix="mangle FORWARD:”

iptables -t mangle -1 FORWARD 1 —p icmp ——icmp—type echo—reply \

—-j LOG ——log-prefix="mangle FORWARD:”

iptables -t mangle —I INPUT 1 —p icmp ——icmp—type echo—request \

—-j LOG —log—prefix="mangle INPUT:”

iptables -t mangle -I INPUT 1 -p icmp —icmp—-type echo-reply \

-j LOG —log—prefix="mangle INPUT:”

iptables -t mangle —A OUTPUT -p icmp ——icmp—type echo-request \

—-j LOG ——log—prefix="mangle OUTPUT:”

iptables -t mangle —A OUTPUT -p icmp ——icmp—-type echo—reply \

—-j LOG —log—prefix="mangle OUTPUT:”

iptables —t mangle —I POSTROUTING 1 —p icmp ——icmp—type echo-request
\

-j LOG —log—prefix="mangle POSTROUTING:”

iptables -t mangle —I POSTROUTING 1 -p icmp ——icmp—type echo-reply \
—-j LOG —log—prefix="mangle POSTROUTING:”



Index

Symbols

$INET IP, Configuration options
$LAN TFACE, FORWARD chain

$LAN IP, OUTPUT chain
$LOCALHOST IP, OUTPUT chain
$STATIC IP, OUTPUT chain

——ahspi, AH/ESP match
——chunk—-types, SCTP matches
——clamp—mss—to—pmtu, TCPMSS target
——clustermac, CLUSTERIP target
——cmd-owner, Owner match

——comment, Comment match

——ctexpire, Conntrack match
——ctorigdst, Conntrack match
——ctorigsrc, Conntrack match

——ctproto, Conntrack match
——ctrepldst, Conntrack match
—ctreplsrc, Conntrack match

—ctstate, Conntrack match

——ctstatus, Conntrack match

——destination, Generic matches

——destination—port, TCP matches, UDP matches, SCTP matches, Multiport
match

—dscp, Dscp match

——dscp—class, Dscp match
——dst-range, IP range match

—dst—type, Addrtype match
——ecn, Ecn match

——ecn—ip—ect, Ecn match
——ecn—tcp—ece, Ecn match
—ecn—tcp—remove, ECN target
—espspi, AH/ESP match
——fragment, Generic matches

——gid-owner, Owner match

—hash—init, CLUSTERIP target

——hashlimit, Hashlimit match

——hashlimit-burst, Hashlimit match
—hashlimit—-htable—expire, Hashlimit match
——hashlimit—htable—-expire match, Hashlimit match
——hashlimit-htable—-gcinterval, Hashlimit match



http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONFIGOPTIONS
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#FORWARDCHAIN
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#OUTPUTCHAIN
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#OUTPUTCHAIN
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#OUTPUTCHAIN
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#AHESPMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#SCTPMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#TCPMSSTARGET
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CLUSTERIPTARGET
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#OWNERMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#COMMENTMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CONNTRACKMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#GENERICMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#TCPMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#UDPMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#SCTPMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#MULTIPORTMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#MULTIPORTMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#DSCPMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#DSCPMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#IPRANGEMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#ADDRTYPEMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#ECNMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#ECNMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#ECNMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#ECNTARGET
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#AHESPMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#GENERICMATCHES
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#OWNERMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#CLUSTERIPTARGET
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#HASHLIMITMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#HASHLIMITMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#HASHLIMITMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#HASHLIMITMATCH
http://iptables-tutorial.frozentux.net/iptables-tutorial.html#HASHLIMITMATCH

—hashlimit-htable—max, Hashlimit match
—hashlimit—-htable-size, Hashlimit match
—hashlimit-mode, Hashlimit match
——hashlimit—name, Hashlimit match
——hashmode, CLUSTERIP target

—helper, Helper match

—hitcount, Recent match

—icmp—type, ICMP matches
——in-interface, Generic matches
—length, Length match

——1limit, Limit match

——limit-burst, Limit match
—local—node, CLUSTERIP target
—log—ip-options, LOG target options
—log-level, LOG target options

—log-prefix, LOG target options

—log—tcp-options, LOG target options
—log—tcp—sequence, LOG target options
——mac—source, Mac match

—mark, Connmark match, Mark match
——mask, CONNMARK target

——match, Implicit matches

——mss, Tcpmss match

——name, Recent match

——new, CLUSTERIP target

——nodst, SAME target
—out—interface, Generic matches
——pid-owner, Owner match

——pkt-type, Packet type match

——pkt—type match, Packet type match
——port, Multiport match

——protocol, Generic matches
——queue—num, NFQUEUE target
—rcheck, Recent match

—rdest, Recent match

—realm, Realm match
—reject—with, REJECT target
——remove, Recent match
—restore, CONNSECMARK target
—restore—mark, CONNMARK target
——rsource, Recent match

—rttl, Recent match

——save, CONNSECMARK target
——save—mark, CONNMARK target
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—seconds, Recent match

—selctx, SECMARK target

——set, Recent match

——set—class, CLASSIFY target

—set—dscp, DSCP target
—set—dscp—class, DSCP target
——set—mark, CONNMARK target, MARK target
—set—mss, TCPMSS target

—set—tos, TOS target
——sid-owner, Owner match

——source, Generic matches

——source—port, TCP matches, UDP matches, SCTP matches, Multiport
match

——src-range, [P range match

——src—type, Addrtype match

——state, State match

——syn, TCP matches

—tcp—flags, TCP matches

——tcp—option, TCP matches

—to, NETMAP target, SAME target
——to—destination, DNAT target

—to—destination target, DNAT target
—to—ports, MASQUERADE target, REDIRECT target
——to—-source, SNAT target

——tos, Tos match

——total—-nodes, CLUSTERIP target
—ttl-dec, TTL target

—ttl-eq, Ttl match

—ttl-gt, Ttl match

—ttl-inc, TTL target
—ttl-1t, Ttl match

—ttl-set, TTL target
—uid-owner, Owner match
—ulog—cprange, ULOG target
—ulog—nlgroup, ULOG target
—ulog—prefix, ULOG target
—ulog—qthreshold, ULOG target

——update, Recent match
[ASSURED], TCP connections
[UNREPLIED], TCP connections
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Accept, IP filtering terms and expressions
ACCEPT target, ACCEPT target, Displacement of rules to different
chains, The UDP chain
ACK, TCP headers
Acknowledgment Number, TCP headers
Addrtype match, Addrtype match
——dst—-type, Addrtype match
——src—type, Addrtype match
ANYCAST, Addrtype match
BLACKHOLE, Addrtype match
BROADCAST, Addrtype match
LOCAL, Addrtype match
MULTICAST, Addrtype match
NAT, Addrtype match
PROHIBIT, Addrtype match
THROW, Addrtype match
UNICAST, Addrtype match
UNREACHABLE, Addrtype match
UNSPEC, Addrtype match
XRESOLVE, Addrtype match
Advanced routing, TCP/IP destination driven routing
AH/ESP match, AH/ESP match
—ahspi, AH/ESP match
Ahspi match, AH/ESP match
Amanda, Complex protocols and connection tracking
ANYCAST, Addrtype match
Application layer, TCP/IP Layers
ASSURED, The conntrack entries, TCP connections
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Bad tcp packets, The bad tcp packets chain, INPUT chain
Bash, Bash debugging tips
+-sign, Bash debugging tips
-x, Bash debugging tips
Basics, Where to get iptables
Commands, Commands
Compiling iptables, Compiling the user—land applications

Displacement, Displacement of rules to different chains

Drawbacks with restore, Drawbacks with restore
Filter table, Tables
Installation on Red Hat 7.1, Installation on Red Hat 7.1
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iptables—restore, Saving and restoring large rule-sets,
iptables—restore

iptables—save, Saving and restoring large rule—sets
Mangle table, Tables
Modules, Initial loading of extra modules

see also Modules

NAT, Network Address Translation Introduction
Nat table, Tables

Policy, Setting up default policies

Preparations, Preparations
Proc set up, proc set up
Raw table, Tables
Speed considerations, Speed considerations
State machine, Introduction
Tables, Tables
User specified chains, Setting up user specified chains in the
filter table
User—land setup, User—land setup
BLACKHOLE, Addrtype match
BROADCAST, Addrtype match
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Chain, IP filtering terms and expressions
FORWARD, General, Displacement of rules to different chains,
FORWARD chain, PREROUTING chain of the nat table, The structure,
The structure
INPUT, General, Displacement of rules to different chains, The
ICMP chain, INPUT chain, The structure, The structure
OUTPUT, General, Raw table, Displacement of rules to different
chains, OUTPUT chain, The structure, The structure, The
structure
POSTROUTING, General, Starting SNAT and the POSTROUTING chain,
The structure, The structure
PREROUTING, General, Raw table, PREROUTING chain of the nat
table, The structure, The structure
Traversing, Traversing of tables and chains

User specified, User specified chains
Checksum, TCP headers, UDP headers, ICMP headers
Chkconfig, Installation on Red Hat 7.1
Chunk flags (SCTP), SCTP matches
Chunk types (SCTP), SCTP matches
Chunk—types match, SCTP matches
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Ulog—qthreshold target, ULOG target

Unclean match, Unclean match

UNICAST, Addrtype match

Unknown arg, Iptables debugging

UNREACHABLE, Addrtype match

unreliable protocol, IP characteristics

UNREPLIED, TCP connections

UNSPEC, Addrtype match

Update match, Recent match

URG, TCP headers, TCP headers

Urgent Pointer, TCP headers

User interfaces, Graphical User Interfaces for Iptables/netfilter
Graphical, Graphical User Interfaces for Iptables/netfilter
see also Graphical user interfaces

User space, Terms used in this document

User specified chains, User specified chains, Setting up user
specified chains in the filter table

User—land setup, User—land setup

User—land states, User—land states

Userland, Terms used in this document

V

Version, IP headers, ICMP headers
VPN, Terms used in this document
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Webproxy, What is an IP filter
see also Proxy
Window, TCP headers
Words, Terms used in this document

X

XRESOLVE, Addrtype match
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